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The following document introduces the various supported DOCA-Host profiles.

Introduction

NVIDIA DOCA™ can be installed on the host and used by a variety of customers who have
different workloads and requirements. The DOCA-Host package includes drivers, libraries,
and tools to support NVIDIA® BlueField® networking platforms and NVIDIA® ConnectX®
SmartNICs, Ethernet and InfiniBand, with both kernel and user-space components.
Depending on their specific needs, customers may choose not to install the full DOCA-
Host package on their host server but only the subset of components and tools relevant
for their use case (whether to have a smaller installation size, lower integration/validation
effort, etc).

To support the different use cases, DOCA includes DOCA-Host Installation Profiles, which
are a subset of the full DOCA installation. DOCA-Host profiles are validated and tested

installation packages. The following are the available DOCA profiles:

doca-all

doca-networking

doca-ofed

doca-roce

DOCA-Host supports the following NVIDIA devices:
e BlueField-3
e BlueField-2
e ConnectX-7
e ConnectX-6 DX
e ConnectX-6 LX
e ConnectX-6
e ConnectX-5

e ConnectX-4 LX
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For hardware details on these devices, refer to the following pages:

¢ BlueField devices

e ConnectX devices

DOCA functionality is limited by the specific device capabilities.

DOCA-AII

DOCA Libraries
DOCA Drivers

DOCA-Networking

DOCA-Flow DOCA-Core
OVS-DOCA MLNX-DPDK
DOCA-Telemetry

DOCA-OFED

MLNX_OFED

DOCA-ROCE

Ethernet
RoCE
No IB

DOCA-Host Profiles
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https://docs.nvidia.com/networking/dpu-doca/index.html#dpu-hw
https://docs.nvidia.com/networking/adapters/index.html

doca-all

The full DOCA-Host installation is intended for users who wish to utilize the full extent of
DOCA libs and drivers.

This profile is the super-set of components, which also includes the content of doca-ofed
and doca-networking.

All DOCA libraries, drivers and tools are included in doca-all.

(D Info

When installing doca-all on host, BlueField Platforms can utilize all
DOCA libs and drivers whereas ConnectX devices can utilize only
doca-ofed and doca-networking subset of functions from within the
super-set of doca-all, depending on the device's capabilities.

doca-networking

The doca-networking profile is intended for users who wish to benefit only from the
networking functionality of DOCA.

The content of the doca-networking package is the following:
e MLNX_OFED

DOCA Core

MLNX-DPDK

OVS-DOCA

DOCA Flow

(D Info
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BlueField DPUs, BlueField SuperNICs, and ConnectX devices can utilize
all included libs and drivers in the doca-networking profile, based on
the device's capabilities.

doca-ofed

This profile is intended for users who wish to have the same user experience and content
as MLNX_OFED but with DOCA package. doca-ofed installs the MLNX_OFED drivers and
tools and does not include any other DOCA components.

The content of the doca-ofed package is:

e MLNX_OFED drivers and tools

(D Info

BlueField Platforms and ConnectX devices can utilize only the drivers
in doca-ofed, based on the device's capabilities. No added DOCA libs
are supported with any of the devices with doca-ofed profile
installation.

doca-roce

The doca-roce (RDMA over Converged Ethernet) profile is intended for users who wish to
benefit only from the Ethernet and RDMA functionality. doca-roce is a subset of doca-
ofed.

The content for doca-roce package is:

rdma-core

ofed-scripts

minx-tools

mlinx-ofa_kernel

DOCA Profiles



libibverbs

libibumad

librdmacm

perftest

(D Info

BlueField platforms and ConnectX devices can utilize the drivers in
doca-roce. No added DOCA libs are supported with any of the devices
with doca-roce profile installation.

DOCA Meta-packages

DOCA meta-packages are collections of several individual packages bundled together for
convenience. Instead of executing multiple installation commands for each package, users
can install a single meta-package that automatically installs all its included components.

This simplifies the process and ensures that all necessary packages are installed in one
step. You have already seen some of DOCA's meta-packages in the profiles above.

Other meta-packages include:

e doca-all-userspace -lInstalls only the user-space packages from the
doca-all bundle

e doca-ofed-userspace -Installs only the user-space packages from the
doca-ofed bundle

e doca-networking-userspace -Installs only the user-space packages from the
doca-networking bundle

e doca-roce-userspace -Installs only the user-space packages from the
doca-roce bundle

o doca-kernel -lInstalls only the kernel components of DOCA
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Which Profile to Install?

Selecting the right DOCA-Host installation profile is important to fully utilize the
capabilities of your BlueField Platforms or ConnectX.

The functionality of DOCA-Host is limited by the device capabilities (e.g., ConnectX
devices cannot utilize DOCA libs such as DPA, even if doca-all is installed on the host).

For BlueField devices:
e |tis recommended to use doca-all

e If you require the smallest installation package for networking-only purposes, use
doca-networking

e For MLNX_OFED-like installation, use doca-ofed (no additional DOCA functionality)
e For ROCE functionality only, install doca-roce

For ConnectX devices:

It is recommended to use doca-networking

For future-proof and mixed BlueField/ConnectX deployments, use doca-all

For MLNX_OFED-like installation use doca-ofed (no additional DOCA functionality)

For ROCE functionality only, install doca-roce

DOCA-Host Profile Installation

DOCA-Host can be installed on specific host OSs. Each of the Host Installation Profiles
has specific OSs on which it can be installed as specified in section "Supported Host OS
per DOCA-Host Installation Profile".

Follow the instructions under section " Installing Software on Host" in th e DOCA-HOST
Installation and Upgrade.

Supported Host OS per DOCA-Host Installation Profile

Refer to the "General Support” page of the release notes for information.
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https://docs.nvidia.com/doca/sdk/DOCA-Host+Installation+and+Upgrade/index.html
https://docs.nvidia.com/doca/sdk/General+Support/index.html

MLNX OFED to DOCA-OFED
Transition Guide

This guide covers what users must know about the DOCA-Host unified software stack for
NVIDIA networking products.

Introduction

MLNX_OFED is a software stack that provides kernel drivers, user space libraries, and
management tools for NVIDIA networking products, including ConnectX and BlueField
adapters. MLNX_OFED has been the standard software stack for NVIDIA networking
products for many years, providing high performance, scalability, and compatibility with
various operating systems and applications.

With the introduction of NVIDIA BlueField Networking Platform and DOCA as the software
framework to support it, there are 2 host-server software packages dedicated for
different devices.

DOCA-Host is the unified software package for your host-server, supporting both
BlueField and ConnectX. Customers may choose to use the Inbox drivers of the operating
system vendor. The drivers with the latest features are included as part of NVIDIA
software packages, and specifically DOCA-OFED.

What is DOCA-Host?

DOCA-Host can be installed on the host-server and used by customers with different
workloads and requirements. The DOCA-Host package includes drivers, libraries, and tools
to support the NVIDIA® BlueField® networking platform (DPU or SuperNIC) and NVIDIA®
ConnectX® SmartNIC, Ethernet and InfiniBand, with both kernel and user-space
components. Depending on their needs, customers may choose not to install the full
DOCA-Host package on their host server but only the subset of components and tools
relevant for their use case.

To support the different use cases, DOCA includes DOCA-Host Installation Profiles, which
are a subset of the full DOCA installation.
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(D Info

DOCA-Host profiles are validated and tested installation packages.

The following are the available DOCA profiles:

e doca-all - intended for users who wish to utilize the full extent of DOCA libraries and
drivers

o doca-networking — intended for users who wish to benefit only from the networking
functionality of DOCA

e doca-ofed - intended for users who wish to have the same user experience and

content as MLNX_OFED. Doca-ofed installs the MLNX_OFED drivers and tools and
does not include any other DOCA components.

What is DOCA-OFED?

DOCA-OFED is an equivalent package of MLNX_OFED, providing the same functionality as
MLNX_OFED and including the same kernel drivers, user space libraries, and management
tools for NVIDIA networking products. DOCA-OFED supports the same OSs and
applications as MLNX_OFED.

Why Switch to DOCA-OFED and DOCA-Host?

DOCA-OFED is a 1-to-1 substitute for MLNX_OFED. All customers using MLNX_OFED on
their host-server should install DOCA-OFED instead.

Following the last release of MLNX_OFED, no new features will be added to MLNX_OFED.
All new features will only be included as part of DOCA-OFED.

Switching to DOCA-OFED and DOCA-Host

Switching to DOCA-Host with any of the installation profiles, and specifically DOCA-OFED,
is a straightforward process. You just need to follow these steps:

1. Download the latest DOCA-Host package from the NVIDIA website or public repo.

2. Uninstall the existing MLNX_OFED package from your system.

DOCA Profiles 9



3. Install the DOCA-OFED package on your host server using standard Linux package
manager.

4. Reboot your system and verify that the DOCA-OFED components are working
properly.

Installation Example of DOCA-OFED from Online Repo

# echo "[doca]

name=DOCA Online Repo
baseurl=https://linux.mellanox.com/public/repo/doca/2.7.0/rhel9.4/;
enabled=1

# gpgcheck=0" > /etc/yum.repos.d/doca.repo

# sudo dnf clean all

# sudo dnf -y install doca-ofed

Installation Example of DOCA-OFED Offline Repo

# wget
https://www.mellanox.com/downloads/DOCA/DOCA_v2.7.0/host/doca-
host-2.7.0-209000_24 .04_rhel94 .x86_64.rpm

# sudo rpm -1 doca-host-2.7.0-209000_24.04_rhel94 .x86_64.rpm
# sudo dnf clean all

# sudo dnf -y install doca-ofed

MLNX_EN Transition

With the transition from MLNX_OFED, the MLNX_EN lite weight software package will
also no longer be supported. Customers who wish to get the smaller package of drivers
available via MLNX_EN thus far, are advised to use Inbox drivers, providing the same
components.
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DOCA-Host will also support a new installation profile, DOCA-RoCE, which is a subset of
DOCA_OFED and includes only Ethernet and RoCE drivers, without IB specific
components. So, customers can also use this profile which includes more content than
MLNX_EN.

Transition Timeline

The transition timeline from MLNX_OFED to DOCA-OFED gives users enough time to
switch to the new software stack. The timeline for the transition is as follows:

e October 2024 - The last standalone release of MLNX_OFED. Following this release,
MLNX_OFED will no longer receive support for new features or enhancements.

Tip
Customers are encouraged to switch to DOCA-OFED as soon as

possible to stay up-to-date on new features and enhancements
for NVIDIA networking products.

e October 2024-October 2027 — The last standalone MLNX_OFED release will receive
critical bug fixes and security updates for MLNX_OFED users as part of its long-
term support (LTS) plan

e October 2027 - MLNX_OFED will no longer receive support or updates by NVIDIA
(MLNX_OFED end of life)

/\ Warning

Users are strongly advised to switch to DOCA-OFED before this
date, to avoid any compatibility or security issues.

Summary

DOCA-OFED is the new software stack for NVIDIA networking products, with the exact

same user experience as MLNX_OFED. Users are encouraged to switch to DOCA-OFED as
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soon as possible to enjoy the full potential of NVIDIA Networking products. Users can
download the latest DOCA-OFED package from the NVIDIA website or directly from DOCA
public repo, and follow the simple installation steps.

The last standalone release of MLNX_OFED will be October 2024. Afterwards,
MLNX_OFED enters the LTS period and will only receive critical bug fixes and security
updates for 3 years.

/\ Warning

In October 2027, MLNX_OFED will no longer be supported or updated
by NVIDIA.

<b>Notice</b><br/><br/>This document is provided for information purposes only and shall not be regarded as a
warranty of a certain functionality, condition, or quality of a product. NVIDIA Corporation (“NVIDIA") makes no
representations or warranties, expressed or implied, as to the accuracy or completeness of the information contained in
this document and assumes no responsibility for any errors contained herein. NVIDIA shall have no liability for the
consequences or use of such information or for any infringement of patents or other rights of third parties that may
result from its use. This document is not a commitment to develop, release, or deliver any Material (defined below), code,
or functionality.<br/><br/>NVIDIA reserves the right to make corrections, modifications, enhancements, improvements,
and any other changes to this document, at any time without notice.<br/><br/>Customer should obtain the latest
relevant information before placing orders and should verify that such information is current and complete.<br/><br/>
<br/>NVIDIA products are sold subject to the NVIDIA standard terms and conditions of sale supplied at the time of
order acknowledgement, unless otherwise agreed in an individual sales agreement signed by authorized representatives
of NVIDIA and customer (“Terms of Sale”). NVIDIA hereby expressly objects to applying any customer general terms and
conditions with regards to the purchase of the NVIDIA product referenced in this document. No contractual obligations
are formed either directly or indirectly by this document.<br/><br/>NVIDIA products are not designed, authorized, or
warranted to be suitable for use in medical, military, aircraft, space, or life support equipment, nor in applications where
failure or malfunction of the NVIDIA product can reasonably be expected to result in personal injury, death, or property
or environmental damage. NVIDIA accepts no liability for inclusion and/or use of NVIDIA products in such equipment or
applications and therefore such inclusion and/or use is at customers own risk.<br/><br/>NVIDIA makes no
representation or warranty that products based on this document will be suitable for any specified use. Testing of all
parameters of each product is not necessarily performed by NVIDIA. It is customer’s sole responsibility to evaluate and
determine the applicability of any information contained in this document, ensure the product is suitable and fit for the
application planned by customer, and perform the necessary testing for the application in order to avoid a default of the
application or the product. Weaknesses in customer’s product designs may affect the quality and reliability of the
NVIDIA product and may result in additional or different conditions and/or requirements beyond those contained in this
document. NVIDIA accepts no liability related to any default, damage, costs, or problem which may be based on or
attributable to: (i) the use of the NVIDIA product in any manner that is contrary to this document or (i) customer
product designs.<br/><br/>No license, either expressed or implied, is granted under any NVIDIA patent right, copyright,
or other NVIDIA intellectual property right under this document. Information published by NVIDIA regarding third-party
products or services does not constitute a license from NVIDIA to use such products or services or a warranty or
endorsement thereof. Use of such information may require a license from a third party under the patents or other
intellectual property rights of the third party, or a license from NVIDIA under the patents or other intellectual property
rights of NVIDIA.<br/><br/><br/><br/>Reproduction of information in this document is permissible only if approved in
advance by NVIDIA in writing, reproduced without alteration and in full compliance with all applicable export laws and
regulations, and accompanied by all associated conditions, limitations, and notices.<br/><br/><br/><br/>THIS
DOCUMENT AND ALL NVIDIA DESIGN SPECIFICATIONS, REFERENCE BOARDS, FILES, DRAWINGS, DIAGNOSTICS, LISTS,
AND OTHER DOCUMENTS (TOGETHER AND SEPARATELY, “MATERIALS”) ARE BEING PROVIDED “AS IS.” NVIDIA MAKES
NO WARRANTIES, EXPRESSED, IMPLIED, STATUTORY, OR OTHERWISE WITH RESPECT TO THE MATERIALS, AND
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EXPRESSLY DISCLAIMS ALL IMPLIED WARRANTIES OF NONINFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A
PARTICULAR PURPOSE. TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT WILL NVIDIA BE LIABLE FOR ANY
DAMAGES, INCLUDING WITHOUT LIMITATION ANY DIRECT, INDIRECT, SPECIAL, INCIDENTAL, PUNITIVE, OR
CONSEQUENTIAL DAMAGES, HOWEVER CAUSED AND REGARDLESS OF THE THEORY OF LIABILITY, ARISING OUT OF
ANY USE OF THIS DOCUMENT, EVEN IF NVIDIA HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
Notwithstanding any damages that customer might incur for any reason whatsoever, NVIDIA's aggregate and
cumulative liability towards customer for the products described herein shall be limited in accordance with the Terms of
Sale for the product.<br/><br/><br/><br/><b>Trademarks</b><br/><br/><br/>NVIDIA and the NVIDIA logo are
trademarks and/or registered trademarks of NVIDIA Corporation in the U.S. and other countries. Other company and
product names may be trademarks of the respective companies with which they are associated.<br/>
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