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Overview 
This Deployment Guide for NVIDIA Enterprise RAs – Base Command Manager provides a step-by-step 
procedure for installing NVIDIA Base Command Manager (BCM) on bare-metal cluster hardware. The 
instructions focus on concise, practical steps with minimal explanations so that a moderately 
experienced cluster administrator can get a cluster up and running in a standard configuration as 
quickly as possible. Base Command Manager is one of several orchestration options available for data 
center cluster management. 

Base Command Manager is included in NVIDIA AI Enterprise, which brings together optimized 
microservices, frameworks and libraries for AI development with advanced GPU orchestration and 
infrastructure management into a production-grade software suite to power your business 

It is strongly recommended that the cluster administrator be familiar with the NVIDIA Enterprise 
Reference Architecture document sets and the components that form their design and 
implementation. The steps are intended to be hardware-agnostic, meaning they can be adapted for 
hardware configurations different from those illustrated with minimal changes. Be sure to replace all 
example values with actual information relevant to the target environment, especially:  

 

> Cluster specific information such as names, locations and passwords 

> IP addresses, including name servers and gateways 

> Interface names 

 

Information provided in code blocks reflects the context in which each command is executed. In most 
cases, these commands are run from within cmsh (Cluster Management Shell): 

 
[nvidia-era-bcm-01]% device 
 

 

However, some commands may be run as the root user directly from within the operating system: 

 
root@nvidia-era-bcm-01:~# cmsh 
 

 

For more detailed information, please refer to Appendix A: Related Links.
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Prerequisites 
The following prerequisites must be met before deploying BCM: 

> The cluster administrator has access to the BCM installation media, a valid license, and a 
product key. 

> All hardware is installed and functional. 

> All firmware is updated to recommended versions. 

> All BIOS/UEFI firmware settings are properly configured. 

> For High Availability: 

> A secondary head node, identical in hardware to the primary head node, is available and 
ready for configuration. 

> An NFS share is created and fully accessible from the cluster. 

> The network is configured in accordance with the Networking Configuration & Logical 
Architecture Guide for Enterprise RAs. 

 

Diagram showing an example of the BCM head nodes network connections. 

 

 

 



Installation 
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Table describing the interfaces as shown in the diagram. 

Port Description Network 

IPMI Server Management Interface Out Of Band 

eth0 Integrated NIC 1 High Availability Failover 
Network. A direct connection 
between the primary and 
secondary head nodes. 

eth1 Integrated NIC 2 N/A 

DPU BMC DPU Management Interface Out Of Band 

eth2 DPU Network Interface 1 North-South 

eth3 DPU Network Interface 2 North-South 

 

 
Note: For High Availability, it is highly recommended that the NICs of both head nodes be directly 
connected. 

If a direct connection is not feasible, a dedicated VLAN should be used. 
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Installation 
This section describes the minimal settings required to install NVIDIA Base Command Manager on the 
primary head node. While the options selected here should be customized to suit the target 
environment during installation, many settings can also be reconfigured post install. 

For more detailed information, please refer to the installation manual. 

Details required to complete this section, with example values used in this guide: 

Cluster Name nvidia-era-bcm-cluster 

Organization Name NVIDIA 

Time zone (GMT-07:00) America/Los_Angeles 

Name servers 192.168.255.25, 192.168.255.26 

Search domains nvidia.com 

Hostname nvidia-era-bcm-01 

Base IP address 192.168.100.0 

Netmask 255.255.255.0(/24) 

Dynamic range start 192.168.100.101 

Dynamic range end 192.168.100.250 

Gateway 192.168.100.1 

Head node interface ens224 

IP address 192.168.100.253 

IP offset 0.0.0.20 

Installation drives /dev/nvme0n1 

 

 
Note: Where applicable these values will be displayed in red. Be sure to replace all example values 
with actual information relevant to the target environment. 

 

1. Power on and boot the primary head node server from the installation ISO. 
2. Select Start Base Command Manager Graphical Installer. 

https://support.brightcomputing.com/manuals/10/installation-manual.pdf
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3. Welcome Screen. 

a. Select Start Installation. 

 

 

4. Software Licenses. NVIDIA EULA. 

a. Check the I agree checkbox. 

b. Click Next to continue.  
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5. Software License. Ubuntu Server EULA. 

a. Check the I agree checkbox. 

b. Click Next to continue. 

 

 

6. Kernel Modules Configuration. 

a. Click Next to continue.  

 

 

 
Note: The Kernel Modules screen displays the modules recommended for loading based on a hardware 
probe. In most cases, the default selections can be accepted without adding additional modules. 
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7. Hardware Info.  

a. Click Next to continue. 

 

 

 
Note: The Hardware Info screen provides an overview of detected hardware based on the hardware 
probe used to load kernel modules. If any hardware is not detected at this stage, use the Back button to 
return to the Kernel Modules screen, add the appropriate modules, and then revisit the Hardware Info 
screen to verify detection. 

 

8. Installation Source. 

a. Select the installation media from the list. 

b. Click Next to continue. 
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9. Cluster Settings. 

a. Enter information for the target environment: 
i. Cluster name: nvidia-era-bcm-cluster 

ii. Organization name: NVIDIA 
iii. Time zone: (GMT-07:00) America/Los_Angeles 
iv. Name servers: 192.168.255.25 192.168.255.26 
v. Search domains: nvidia.com 

b. Click Next to continue. 

 

 

 

10. Workload Management Configuration. 

a. Select None. 

b. Click Next to continue. 

 

 

 
Note: If no workload manager is selected here, one can be installed later after completing the cluster 
installation without it. Instructions for installing a workload manager post-installation are provided in the 
BCM Administrator Manual.  
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11. Network Topology. 

a. Select Type 2.  

b. Click Next to continue. 

 

 

 

 
Note: The design provided is based on the deployment of a type 2 network - a type 2 network has the 
compute nodes connected via a router to a public network.  

For more information on the different network topologies supported by BCM, please refer to the BCM 
Administrator Manual. 

 

12. Head node Settings. 

a. Enter the following information: 

i. Hostname: nvidia-era-bcm-01 

ii. Password: <Password> 

b. Click Next to continue. 

 
 

13. Compute Nodes Settings. 
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a. Accept the default settings. 

b. Click Next to continue. 

 

 

14. BMC Configuration. 

a. Accept the default settings. 

b. Click Next to continue.  

 

 

15. Networks. 

a. Ensure Internalnet is selected. 

b. Enter the following information: 

i. Base IP address: 192.168.100.0 
ii. Netmask: 255.255.255.0(/24) 

iii. Dynamic range start: 192.168.100.101 
iv. Dynamic range end: 192.168.100.250 
v. Gateway: 192.168.100.1 

c. Click Next to proceed. 



 

Deployment Guide for NVIDIA Enterprise RAs – Base Command Manager   11 
 

 

 

 
Note: As per the NVIDIA Enterprise Reference Architecture, the first 20 IP addresses are reserved for 
network services. 

Setting the dynamic range start and end values suggested allows for other “static” or “reserved” IP 
addresses to be used in the range 192.168.100.21-192.168.100.100. 

The compute nodes utilize the DHCP assigned range 192.168.100.101-192.168.100.250. 

The BCM head nodes and High Availability shared IP address use the range 192.168.100.251-
192.168.100-254. 

 

16. Head node Interfaces. 

a. Select the appropriate interface. 
 

 
Note: This should be set to the first interface of the DPU. 

In this example, the interface is listed as ens224, but in the target environment it should be enumerated 
in a pattern similar to enpXXs0f0np0. 

 
b. Set the IP address: 192.168.100.253 

 

 
Note: It is suggested: use at least -1 from the last address in the usable range to allow for High 
Availability. For example: 192.168.100.253. 
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c. Click Next to continue. 

  

 

17. Compute node interfaces. 

a. Set the IP offset: 0.0.0.20 

b. Click Next to continue. 

 
 

 
Note: Setting the IP offset to 0.0.0.20 configures the IP address of the first compute node to 
192.168.100.21. Later in this guide, this will be changed to use a DHCP assigned IP address. 

 

18. Disk Layout. 

a. Select the appropriate installation drives: /dev/nvme0n1 

 

 
Note: In this example, there is only one drive listed, but in the target environment there may be 
multiple. It is recommended to select the hardware RAID configured disk. 
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b. Click Next to proceed. 

 

 

19. Disk Layout Settings. 

a. Head node disk layout: 

i. Select One big partition. This setting cannot be not easily changed after 
installation. 

b. Compute node disk layout: 
i. Select One big partition. This will be further configured after installation. 

c. Click Next to continue. 

 

 

20. Summary. 

a. Review all configuration settings to ensure they are correct. 

b. Click Start to begin the installation. 
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21. Deployment. 

a.  Check the Automatically reboot after installation is complete checkbox. 
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Configure the Head Node Network Interfaces 
In this section, the primary head node is configured with a bonded LACP interface on the N-S internal 
network. This interface is used for node image deployment as well as BCM management. 

The head node is also configured to use the Pre-RHEL7 naming convention. This is a convenience 
option, as referring to traditional interface names (eth0, eth1) instead of the Post-RHEL7 scheme 
(ens192, enp0s3) can be easier when managing a large number of nodes with varying interfaces. 

In this example, eth0 and eth1 are the integrated device interfaces on the out-of-band network, and 
eth1 and eth2 are the DPU interfaces on the N-S internal network. 

Details required to complete this section, with example values used in this guide: 

Existing interface name ens224 

IP address 192.168.100.253 

Bond interfaces eth2 eth3 

 

 
Note: Where applicable these values will be displayed in red. Be sure to replace all example values 
with actual information relevant to the target environment. 

 

Configure GRUB 
The first stage is to update the interfaces in the base operating system. This is typically handled by 
GRUB (Grand Unified Bootloader) and can be edited and updated using the commands below. 

 

1. As a precaution, back up the existing grub configuration. 

 
root@nvidia-era-bcm-01:# cp /etc/default/grub /etc/default/grub.BAK 
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2. Edit the grub configuration by amending the line GRUB_CMDLINE_LINUX_DEFAULT to include 
net.ifnames=0. 

In this example nano is used as the editor, but the administrator should use the editor they are 
most comfortable with. 

 

 
root@nvidia-era-bcm-01:~# nano /etc/default/grub 
 

 

 

 

Save (ctrl+s) and exit (ctrl+x). 
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3. Run the command update-grub for the changes to take effect on subsequent reboots. However, do 
not reboot the system yet.  

  
root@nvidia-era-bcm-01:~# update-grub 
 

The resulting output should be similar as below. 

 

 

Configure the Head Node Interfaces in cmsh 
Next, configure BCM to also use the traditional interface names. 

 

1. Enter cmsh. 

 
root@nvidia-era-bcm-01:~# cmsh 
 

 

2. Enter the device mode. 

 
[nvidia-era-bcm-01]% device 
 

 

3. Select the active head node (in this example, using the “master” alias). 

 
[nvidia-era-bcm-01->device]% use master 
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4. Enter the interfaces submenu. 

 
[nvidia-era-bcm-01->device[nvidia-era-bcm-01]]% interfaces 
 

 

5. List the current interfaces, noting the network device name and IP. 

 
[nvidia-era-bcm-01->device[nvidia-era-bcm-01]->interfaces]% list 
 

 

 

6. Remove the existing interface(s). 

In this case, the interface is called ens224. 

 
[nvidia-era-bcm-01->device[nvidia-era-bcm-01]->interfaces]% remove ens224  
 

 

7. Add the physical interface eth2. 

 
[nvidia-era-bcm-01->device*[nvidia-era-bcm-01*]->interfaces*]% add physical eth2  
 

 

8. After adding the interface, the context changes to the new interface. Exit to return to the 
interfaces submenu. 

 
[nvidia-era-bcm-01->device*[nvidia-era-bcm-01*]->interfaces*[eth2*]]% exit  
 

 

9. Add the physical interface eth3. 

 
[nvidia-era-bcm-01->device*[nvidia-era-bcm-01*]->interfaces*]% add physical eth3  
 

 

10. Exit to return to the interfaces submenu. 

 
[nvidia-era-bcm-01->device*[nvidia-era-bcm-01*]->interfaces*[eth3*]]% exit  
 

 

11. Add and configure the bond interface bond0. 
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a. Add the bond interface. 

 
[nvidia-era-bcm-01->device*[nvidia-era-bcm-01*]->interfaces*]% add bond bond0 
 

 

b. Disable the use of DHCP to acquire an IP address. 

 
[nvidia-era-bcm-01->device*[nvidia-era-bcm-01*]->interfaces*[bond0*]]% set dhcp no 
 

 

c. Set the IP address to the one used during installation. 

 
[nvidia-era-bcm-01->device*[nvidia-era-bcm-01*]->interfaces*[bond0*]]% set ip 
192.168.100.253 
 

 

d. Set the network to internalnet. 

 
[nvidia-era-bcm-01->device*[nvidia-era-bcm-01*]->interfaces*[bond0*]]% set network 
internalnet 
 

 

e. Set the interfaces (members) of the bond to use the newly created physical interfaces. 

 
[nvidia-era-bcm-01->device*[nvidia-era-bcm-01*]->interfaces*[bond0*]]% set interfaces 
eth2 eth3 
 

 

f. Set the bonding mode to 4 (802.3ad). 

 
[nvidia-era-bcm-01->device*[nvidia-era-bcm-01*]->interfaces*[bond0*]]% set mode 4 
 

 

g. Set the bonding options to miimon=100 (media independent interface monitoring at 100 
milliseconds.) and xmit_hash_policy=layer3+4 (transmit hash policy). 

 
[nvidia-era-bcm-01->device*[nvidia-era-bcm-01*]->interfaces*[bond0*]]% set options 
“miimon=100 xmit_hash_policy=layer3+4” 
 

 

12. Exit to return to the interfaces submenu. 
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[nvidia-era-bcm-01->device*[nvidia-era-bcm-01*]->interfaces*[bond0*]]% exit  
 

 

13. List and verify the interfaces. 

 
[nvidia-era-bcm-01->device*[nvidia-era-bcm-01*]->interfaces*]% list 
 

 

 

14. Exit to return to the device [head node] submenu. 

 
[nvidia-era-bcm-01->device*[nvidia-era-bcm-01*]->interfaces*]% exit 
 

 

15. Set the provisioning interface to bond0. 

 
[nvidia-era-bcm-01->device[nvidia-era-bcm-01]]% set provisioninginterface bond0   
 

 

 
Caution: The next two commands should be executed in quick succession. After committing the changes 
to the head node interface in cmsh, a reboot is required immediately. Otherwise, remote access will be 
lost and recovery will require the server’s remote console/KVM or other intervention. 

 

16. Commit the changes. 

 
[nvidia-era-bcm-01->device*[nvidia-era-bcm-01*]]% commit 
 

 

 

17. Reboot immediately. 

 
[nvidia-era-bcm-01->device*[nvidia-era-bcm-01*]]% reboot 
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Licensing 
A license will now be requested and installed to enable the full features of BCM. 

Details required to complete this section, with example values used in this guide: 

Product Key 000354-515786-112224-207440-186713 

Country US 

State or Province Name California 

Locality Name Santa Clara 

Organization Name NVIDIA 

Organizational Unit Name nvidia-era 

Cluster Name nvidia-era-bcm-cluster 

MAC Address of primary head node 00:50:56:04:34:00 

MAC Address of secondary head node 00:50:56:04:34:10 

 

 
Note: Where applicable these values will be displayed in red. Be sure to replace all example values 
with actual information relevant to the target environment. 

 

 
Note: It is recommended to use the MAC address of the first integrated network interface (eth0) for 
licensing, as opposed to a PCIe or other peripheral interface as it is less likely to be replaced. 

There are several ways to obtain the MAC address, which are beyond the scope of this guide. Possible 
methods include referencing the IPMI BMC, or from an operating system running on the host. 

 

1. Enter cmsh (if not already within it). 

 
root@nvidia-era-bcm-01:~# cmsh 
 

 

2. Enter the main mode 

 
[nvidia-era-bcm-01]% main  
 

 

3. Get the current license information. 
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[nvidia-era-bcm-01->main]% licenseinfo 
 

 

 

4. Identify the MAC address of both primary and secondary head nodes. 

 

 
Note: It is recommended to use a MAC address that will not change if peripheral components (such as 
PCIe NICs) are replaced. Therefore, obtain the MAC address of an integrated NIC (eth0) for licensing. 

There are several ways to obtain this information, which are beyond the scope of this guide. Possible 
methods include using IPMI BMC or checking directly from the operating system running on the host. 

 

5. Request a license.  

a. Exit cmsh and return to the OS root. 

 
[nvidia-era-bcm-01]% quit 
 

 

 

b. Run the request-license command. 

 
root@nvidia-era-bcm-01:~# request-license 
 

 

c. Follow the prompts, entering information specific to the target environment. 

> Product Key 

> Country Name 

> State or Province Name 

> Locality Name 

> Organization Name 

> Organizational Unit Name 

> Cluster Name 

> MAC Address of primary head node 

> ‘y’ to the question “Submit certificate request…?” 
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> ‘y’ to the question “Will this cluster use a high-availability setup with 2 head 
nodes?” 

> MAC Address of secondary head node 

> ‘y’ to the question “Install license?” 

> ‘y’ to the question “Is the license information correct?” 

  

 

 



 

Deployment Guide for NVIDIA Enterprise RAs – Base Command Manager  24 
 

Configure HA (High Availability) 
In a cluster with a single head node, the head node is a single point of failure for the entire cluster. In 
many environments, it is unacceptable for the failure of a single machine to disrupt daily operations. 

High Availability (HA) configuration for a head node involves adding a secondary head node to provide 
redundant head node services. If one head node fails, the other can take over, ensuring service 
continuity with minimal downtime. 

HA is typically configured using shared storage, commonly provided by an NFS service, which serves 
the /home directory on the active head node, and on the regular nodes. In this case, it will also be 
configured to provide access to the /cm/shared directory. This ensures that no matter which head 
node is active, access to these folders can be maintained. 

In brief, the steps to be taken are: 

> Test the connection to the NFS share. 

> On the primary head node, configure and initialize the HA setup. 

> On the secondary head node, boot from network into “Rescue” mode and execute 
the cloning process. Note that the BCM ISO is not required. 

> Back on the primary head node, finalize the HA setup. 

> Configure shared storage to use the NFS share. 

> Test the failover, allowing for rebooting the head nodes sequentially. 

Details required to complete this section, with example values used in this guide: 

NFS Share 192.168.255.31:/nvidia-era-bcm-cluster 

HA shared interface name bond0:ha 

HA shared internal interface IP address 192.168.100.254 

Hostname of secondary head node nvidia-era-bcm-02 

Failover network name failovernet 

Failover network base address 192.168.120.0 

Failover network netmask 255.255.255.0 

Failover network domain name failover.cluster 

Failover network interface (primary) eth0 

Failover network IP (primary) 192.168.120.11 

Failover network interface (secondary) eth0 

Failover network IP (secondary) 192.168.120.12 
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IP address for secondary head node 192.168.100.252 

 

 
Note: Where applicable these values will be displayed in red. Be sure to replace all example values 
with actual information relevant to the target environment. 

 

 

Test the Connection to the NFS Share 
Before setting up HA, it is recommended to test the connection to the NFS share. If the share is 
inaccessible, the node health check will fail, as the /home and /cm/shared directories will not be 
unavailable. 

This test will be performed in two stages. In the first stage, the NFS share will be mounted from the 
root operating system, where a “ha” directory will be created with a test txt file within it. In the 
second stage, the ha folder will be mounted from within cmsh, and the test file will be listed to 
confirm its creation. Two additional directories, home and cmshared, will then be created to map the 
folders after the main high-availability setup is completed. 

 

1. Mount the NFS share from the root OS. 

a. Exit cmsh and return to the OS root. 

 
[nvidia-era-bcm-01]% quit 
 

 

b. Mount the NFS share to the /mnt directory. 

 
root@nvidia-era-bcm-01:~# mount 192.168.255.31:/nvidia-era-bcm-cluster/ /mnt 
 

 

c. List the contents of the /mnt/ directory to ensure there are no existing files. 

 
root@nvidia-era-bcm-01:~# ls -alh /mnt/ 
 

 

 
Note: While the creation of the NFS share is beyond the scope of this guide, ensure that the exports are 
configured to allow access from the internalnet subnet (in this example, 192.168.100.0/24) and that the 
“no_root_squash” option is enabled. 
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d. Create the “ha” directory. 

 
root@nvidia-era-bcm-01:~# mkdir /mnt/ha 
 

 

e. List the contents of the /mnt/ directory to validate the folder exists. 

 
root@nvidia-era-bcm-01:~# ls -alh /mnt/ 
 

 

f. Create the test.txt file. 

 
root@nvidia-era-bcm-01:~# touch /mnt/ha/test.txt 
 

 

g. List the contents of the /mnt/ha/ directory to verify that the file was created. 

 
root@nvidia-era-bcm-01:~# ls -alh /mnt/ha/ 
 

 

 

h. Unmount the share. 

 
root@nvidia-era-bcm-01:~# umount /mnt 
 

 

2. Mount the NFS share using cmsh and validate the directory and test file. 

a. Enter cmsh. 

 
root@nvidia-era-bcm-01:~# cmsh 
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b. Enter the device mode. 

 
[nvidia-era-bcm-01]% device 
 

 

c. Use the active head node (in this case using the master alias). 

 
[nvidia-era-bcm-01->device]% use master 
 

 

d. Enter the fsmounts submenu. 

 
[nvidia-era-bcm-01->device[nvidia-era-bcm-01]]% fsmounts 
 

 

e. Add a mount point /nfs/general. 

 
[nvidia-era-bcm-01->device[nvidia-era-bcm-01]->fsmounts]% add /nfs/general 
 

 

f. Set the device to the NFS share. 

 
[nvidia-era-bcm-01->device*[nvidia-era-bcm-01*]->fsmounts*[/nfs/general*]]% set device 
192.168.255.31:/nvidia-era-bcm-cluster/ha 
 

 

g. Set the filesystem to NFS. 

 
[nvidia-era-bcm-01->device*[nvidia-era-bcm-01*]->fsmounts*[/nfs/general*]]% set 
filesystem nfs 
 

 

h. Commit the changes. 

 
[nvidia-era-bcm-01->device*[nvidia-era-bcm-01*]->fsmounts*[/nfs/general*]]% commit 
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i. List the fsmounts to verify. 

 
[nvidia-era-bcm-01->device[nvidia-era-bcm-01]->fsmounts[/nfs/general]]% list 
 

 

 

a. Exit cmsh and return to the OS root. 

 
[nvidia-era-bcm-01->device[nvidia-era-bcm-01]->fsmounts[/nfs/general]]% quit 
 

 

j. List the contents of /nfs/general. The test.txt file created previously should be present. 

 
root@nvidia-era-bcm-01:~# ls -alh /nfs/general/ 
 

 

 

k. Create the home folder. 

 
root@nvidia-era-bcm-01:~# mkdir /nfs/general/home 
 

 

l. Create the cmshared folder. 

 
root@nvidia-era-bcm-01:~# mkdir /nfs/general/cmshared 
 

 

m. List the contents of /nfs/general to confirm the folders exist. 

 
root@nvidia-era-bcm-01:~# ls -alh /nfs/general/ 
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Run cmha-setup on the Primary Head Node 
HA can now be configured on the primary head node. 

 

1. Run cmha-setup.  

 
[nvidia-era-bcm-01]% quit # only required if in cmsh 
root@nvidia-era-bcm-01:~# cmha-setup 
 

 

2. Select Setup. 

 

 

3. Select Configure. 

 

 

4. Select Continue. 

5. Enter the HA shared interface name and IP address. 

a. Name: bond0:ha 
b. IP: 192.168.100.254 



 

Deployment Guide for NVIDIA Enterprise RAs – Base Command Manager   30 
 

 

 

 

6. Enter the hostname of the secondary node. 

a. Name: nvidia-era-bcm-02 

 

 

7. Set the failover network. 

a. Name: failovernet 

b. Base address: 192.168.120.0 

c. Netmask: 255.255.255.0 

d. Domain name: failover.cluster 
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8. Set the failover network interfaces. 

a. Interface (primary): eth0 

b. IP (primary): 192.168.120.11 

c. Interface (secondary): eth0 

d. IP (secondary): 192.168.120.12 

 

 

9. Set the IP address for the secondary head node. 

a. Secondary IP: 192.168.100.252 
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10. Review the summary and select Exit. 

 

 

11. Select Yes to proceed. 

 

 

12. Enter the mysql root password. 

 

 

13. Wait until all tasks are completed, then press Enter. 
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Follow the Instructions on the Secondary Head 
Node 
The secondary head node can now be powered on, booted from network into the rescue 
environment, and cloned from the primary head node using the failover parameter. Note that the 
BCM ISO is not required for this process. 

 

1. Power on and boot the secondary head node server from the network (PXE). 

2. Select Start rescue environment. 
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3. Determine the network interface to use for configuration. 

 
root@ClusterManager:~# ip a 
 

 

 

4. Clone install failover (non-interactive). 

 
root@ClusterManager:~# /cm/cm-clone-install \ 
–-failover \ 
--noninteract \ 
-–headnodepasswd=secret \ 
–-interface=eth2 \ 
-–addbiosboot 
 

 

Wait until all tasks are completed. The secondary head node will automatically reboot. 
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Finalize cmha-setup on the Primary Head Node 
Back on the primary head node, the HA process must now be finalized. 

 

1. From the cmha-setup > Setup TUI, select Finalize. 

 

 

2. Select Continue. 

 

 

3. Enter the mysql root password. 

 

 

4. Wait until all tasks are complete, then press Enter. 
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5. Select Reboot to reboot the secondary head node. 

 

 

6. Select Main. 

 

 

Configure Shared Storage 
Shared storage can now be configured to use the home and cmshared directories from earlier. 
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1. In cmha-setup > TUI, select Shared Storage. 

 

 

2. Select NAS. 

 

 

3. Select the resources that will be shared: 

a. /home 

b. /cm/shared 

 

   



 

Deployment Guide for NVIDIA Enterprise RAs – Base Command Manager   38 
 

4. Enter the NAS parameters. 

a. NAS host: 192.168.255.31 

b. Path to /home: /nvidia-era-bcm-cluster/ha/home 

c. Path to /cm/shared: /nvidia-era-bcm-cluster/ha/cmshared 

 

 

5. Review the summary and select Exit. 

 

 

6. Proceed with nas setup by selecting Yes. 

 

 

7. Wait for tasks to complete, then press Enter. 
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8. Exit cmha-setup. Select Exit, then Quit, then Yes. 

 

Test Failover and Reboot the Primary Head Node 
From this point forward, it is recommended to log in using the HA shared internal interface IP address 
defined during the HA setup (in this example, 192.168.100.254). This ensures that administrators are 
always directed to the active head node, which is currently still the primary head node. 

In the event of a failover, this IP address will be assumed by the secondary head node, minimizing 
downtime and service disruption. To proceed, the primary head node will need a reboot. A failover 
will be simulated by making the secondary head node the active head node, allowing the primary 
head node to reboot gracefully. 

 

1. Log off from the primary head node. 

 
root@nvidia-era-bcm-01:~# exit 
 

 

2. Log in using the HA shared internal interface IP address. 

 
ssh root@192.168.100.254 
 

 

 

 
Note: The primary head node (nvidia-era-bcm-01) is still the active head node. 

 

3. Enter cmsh. 

 
root@nvidia-era-bcm-01:~# cmsh 
 

 

4. Check the failover status and make the secondary head node the active head node. 

a. Enter the partition mode. 

 
[nvidia-era-bcm-01]% partition 
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b. Enter the failover submenu. 

 
[nvidia-era-bcm-01->partition[base]]% failover 
 

 

c. Get the failover status. 

 
[nvidia-era-bcm-01->partition[base]->failover]% status 
 

 

 

d. Make the secondary head node active. (Pressing Enter after this command will disconnect 
the client.) 

 
[nvidia-era-bcm-01->partition[base]->failover]% makeactive nvidia-era-bcm-02 
 

 

 

5. Log in again using the HA shared internal interface IP address. 

 
ssh root@192.168.100.254 
 

 

 

 
Note: The secondary head node (nvidia-era-bcm-02) is now the active head node. 
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6. Enter cmsh again. 

 
root@nvidia-era-bcm-02:~# cmsh 
 

 

7. Enter the partition mode. 

 
[nvidia-era-bcm-02]% partition 
 

 

8. Enter the failover submenu. 

 
[nvidia-era-bcm-02->partition[base]]% failover 
 

 

9. Get the failover status. 

 
[nvidia-era-bcm-02->partition[base]->failover]% status 
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10. Reboot the primary head node. 

a. Enter the device mode 

 
[nvidia-era-bcm-02->partition[base]->failover]% device 
 

 

b. List the devices. 

 
[nvidia-era-bcm-02->device]% list 
 

 

 

c. Reboot the primary head node. 

 
[nvidia-era-bcm-02->device]% reboot nvidia-era-bcm-01 
 

 

 

d. Wait for the primary head node to come back up, then list the devices to verify status. 

 
[nvidia-era-bcm-02->device]% list 
 

 

 

11. Make the primary head node is the active head node again. 

a. Enter the partition mode. 

 
[nvidia-era-bcm-02->device]% partition 
 

 

b. Enter the failover submenu. 

 
[nvidia-era-bcm-02->partition[base]]% failover 
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c. Make the primary head node active. (Pressing Enter after this command will show that 
the client is disconnected.) 

 
[nvidia-era-bcm-02->partition[base]->failover]% makeactive nvidia-era-bcm-01 
 

 

 

12. Log in again using the HA shared internal interface IP address. 

 
ssh root@192.168.100.254 
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Backup Defaults: Softwareimage and 
Category 
At this stage, it is recommended to create a backup of the default software image and category 
included with the BCM installation. This serves as a precaution so that if changes are made that 
negatively affect future deployments, these backups can be used to restore the original “out-of-the-
box” configuration. 

 

1. Backup the default-image softwareimage. 

a. Enter cmsh. 

 
root@nvidia-era-bcm-01:~# cmsh 
 

 

b. Enter the softwareimage mode. 

 
[nvidia-era-bcm-01]% softwareimage 
 

 

c. List the current software images. 

 
[nvidia-era-bcm-01->softwareimage]% list 
 

 

 

d. Clone the default image, naming the new image backup-default-image. 

 
[nvidia-era-bcm-01->softwareimage]% clone default-image backup-default-image 
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e. Commit the changes to start the cloning process, and wait for it to complete. 

 
[nvidia-era-bcm-01->softwareimage*[backup-default-image*]]% commit 
 

 

 

f. Exit to return to the softwareimage mode and list the softwareimages to confirm 
creation. 

 
[nvidia-era-bcm-01->softwareimage*[backup-default-image]]% exit 
[nvidia-era-bcm-01->softwareimage]% list 
 

 

 

2. Backup the default category and set the softwareimage. 

a. Enter the category mode. 

 
[nvidia-era-bcm-01->softwareimage]% category 
 

 

b. List the current categories. 

 
[nvidia-era-bcm-01->category]% list 
 

 

 

c. Clone the default category, setting the new category name to backup-default. 

 
[nvidia-era-bcm-01->category]% clone default backup-default 
 

 

d. Set the softwareimage to point to the backup-default-image created in the previous steps. 
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[nvidia-era-bcm-01->category*[backup-default*]]% set softwareimage backup-default-image 
 

 

e. Commit the changes. 

 
[nvidia-era-bcm-01->category*[backup-default*]]% commit 
 

 

f. Exit to return to the category mode and list the categories to creation. 

 
[nvidia-era-bcm-01->category*[backup-default]]% exit 
[nvidia-era-bcm-01->category]% list 
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Configure Defaults: Softwareimage and 
Category 
In this section, the default-image softwareimage is configured to use the Pre-RHEL7 naming 
convention, matching the configuration applied to the head node in earlier steps. 

The default category disk setup is updated to use a single large partition formatted with the XFS 
filesystem. For this, an existing xml file will be copied and modified to only use a single disk, nvme0n1. 

 

2. Configure the default-image softwareimage. 

a. Enter cmsh (if not already within it). 

 
root@nvidia-era-bcm-01:~# cmsh  
 

 

b. Enter the softwareimage mode. 

 
[nvidia-era-bcm-01]% softwareimage  
 

 

c. Use the default-image softwareimage to edit its settings. 

 
[nvidia-era-bcm-01->softwareimage]% use default-image  
 

 

d. Append the kernel parameters to include “ net.ifnames=0 biosdevname=0”. 

 

 
Note: There is a space between the first quotation mark “ and net.ifnames=0. 

The append command adds the new parameters to the end of the existing parameters, so a space is 
required to separate the old from the new. 

 

 
[nvidia-era-bcm-01->softwareimage[default-image]]% append kernelparameters " 
net.ifnames=0 biosdevname=0"  
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e. Commit the changes. 

 
[nvidia-era-bcm-01->softwareimage*[default-image*]]% commit 
 

 

f. Return to the cmsh home menu. 

 
[nvidia-era-bcm-01->softwareimage*[default-image*]]% home 
 

 

3. Create the disk setup xml file. 

a. Exit cmsh and return to the OS root. 

 
[nvidia-era-bcm-01]% quit 
 

 

 

b. Change directory to /cm/local/apps/cmd/etc/htdocs/disk-setup/ 

 
root@nvidia-era-bcm-01:~# cd /cm/local/apps/cmd/etc/htdocs/disk-setup/ 
 

 

c. Copy the existing file x86_64-slave-one-big-partition-xfs.xml to nvidia-era-nvme0n1-one-
big-partition-xfs.xml. 

 
root@nvidia-era-bcm-01:/cm/local/apps/cmd/etc/htdocs/disk-setup# cp x86_64-slave-one-
big-partition-xfs.xml nvidia-era-nvme0n1-one-big-partition-xfs.xml 
 

 

d. Modify the copied file, removing references to any device other than nvme0n1. 

In this example nano is used as the editor, but the administrator should use the editor 
they are most comfortable with. 

 
root@nvidia-era-bcm-01:/cm/local/apps/cmd/etc/htdocs/disk-setup# nano nvidia-era-
nvme0n1-one-big-partition-xfs.xml 
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Before: 

 

 

After: 
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Save (ctrl+s) and exit (ctrl+x). 
 

e. Change directory back to home. 

 
root@nvidia-era-bcm-01:/cm/local/apps/cmd/etc/htdocs/disk-setup# cd ~ 
 

 

f. Enter cmsh. 

 
root@nvidia-era-bcm-01:~# cmsh  
 

 

4. Configure the default category. 

a. Enter the category mode. 

 
[nvidia-era-bcm-01]% category  
 

 

b. Use the default category to edit its settings. 

 
[nvidia-era-bcm-01->category]% use default  
 

 

c. Set the disk layout to the newly create disk setup xml file. Use tab completion to avoid 
typing the entire filename manually. 

 
[nvidia-era-bcm-01->category[default]]% set disksetup nvidia-era-nvme0n1-one-big-
partition-xfs.xml 
 

 

d. Commit the changes. 

 
[nvidia-era-bcm-01->category*[default*]]% commit 
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Configure Device: Template Default Node 
The device (node) that was created as part of the BCM installation process will now be used to create 
a template. Similar to backing up the default softwareimage and category, this node can be cloned 
later to create additional nodes with the out-of-the-box configuration... with one modification: the 
default static IP address assignment will be changed to use DHCP instead. 

Some settings, such as category and provisioning interface, may already be correctly configured. This 
procedure can also serve as an example of how to apply similar settings to other devices in the future. 

 

 
Note: BOOTIF is a special name used by BCM for one of the possible interfaces. The node-installer 
automatically translates BOOTIF into the name of the device (such as eth0 or eth1) used for network 
booting. This is useful for systems with multiple network interfaces, as it removes the need to manually 
identify the boot interface. Using the name BOOTIF instead means that the underlying device does not 
need to be specified in the first place. 

For more information about the BOOTIF interface, please refer to the BCM Administrator Manual. 

 

1. Reconfigure node001. 

a. Enter cmsh (if not already within it). 

 
root@nvidia-era-bcm-01:~# cmsh 
 

 

b. Enter the device submenu. 

 
[nvidia-era-bcm-01]% device  
 

 

c. List the devices. 

 
[nvidia-era-bcm-01->device]% list 
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d. Rename node001 to template-default-node 

 
[nvidia-era-bcm-01->device]% rename node001 template-default-node 
 

 

 

e. List the devices again to confirm the change. 

 
[nvidia-era-bcm-01->device]% list 
 

 

 

f. Use template-default-node to edit its settings. 

 
[nvidia-era-bcm-01->device*]% use template-default-node 
 

 

g. Set the category to default. 

 
[nvidia-era-bcm-01->device*[template-default-node*]]% set category default 
 

 

h. Enter the interfaces submenu. 

 
[nvidia-era-bcm-01->device*[template-default-node*]]% interfaces  
 

 

i. List the interfaces. 

 
[nvidia-era-bcm-01->device*[template-default-node*]->interfaces]% list 
 

 

 

j. Use bootif to edit its settings. 

 
[nvidia-era-bcm-01->device*[template-default-node*]->interfaces]% use bootif  
 

 



 

Deployment Guide for NVIDIA Enterprise RAs – Base Command Manager   53 
 

k. Enable DHCP. 

 
[nvidia-era-bcm-01->device*[template-default-node*]->interfaces[BOOTIF]]% set dhcp yes  
 

 

l. Clear the IP address. 

 
[nvidia-era-bcm-01->device*[template-default-node*]->interfaces*[BOOTIF*]]% clear ip  
 

 

m. Set the network to internalnet. 

 
[nvidia-era-bcm-01->device*[template-default-node*]->interfaces*[BOOTIF*]]% set network 
internalnet  
 

 

n. Exit to the interfaces submenu, then exit again to return to the device->template-
default-node submenu. 

 
[nvidia-era-bcm-01->device*[template-default-node*]->interfaces*[BOOTIF*]]% exit  
[nvidia-era-bcm-01->device*[template-default-node*]->interfaces*]% exit 
 

 

o. Set the provisioning interface to bootif. 

 
[nvidia-era-bcm-01->device*[template-default-node*]]% set provisioninginterface bootif 
 

 

p. Commit the changes. 

 
[nvidia-era-bcm-01->device*[template-default-node*]]% commit 
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Create Custom Softwareimage and Category 
New software images and categories can now be created. 

Although they can be built from scratch using the add command, cloning the previously created 
defaults ensures that all previously applied settings (such as kernelparameters and disksetup) are 
copied across automatically. This reduces the amount of customization required after creation. 

In this example, the software image is a simple clone of the default-image with no modifications, while 
the category is cloned from the default but configured to use the newly cloned software image. 

 

 
Note: Managing packages in a software image is beyond the scope of this guide. 

For more information about managing packages in a software image, please refer to the BCM 
Administrator Manual. 

 

1. Create the custom-image softwareimage. 

a. Enter cmsh. 

 
root@nvidia-era-bcm-01:~# cmsh 
 

 

b. Enter the softwareimage mode. 

 
[nvidia-era-bcm-01]% softwareimage 
 

 

c. List the current software images. 

 
[nvidia-era-bcm-01->softwareimage]% list 
 

 

   



 

Deployment Guide for NVIDIA Enterprise RAs – Base Command Manager   55 
 

d. Clone the default image, naming the new image to custom-image. 

 
[nvidia-era-bcm-01->softwareimage]% clone default-image custom-image 
 

 

e. Commit the changes to start the cloning process and wait for it to complete. 

 
[nvidia-era-bcm-01->softwareimage*[custom-image*]]% commit 
 

 

 

f. Exit to return to the softwareimage mode and list the softwareimages to confirm 
creation. 

 
[nvidia-era-bcm-01->softwareimage*[custom-image]]% exit 
[nvidia-era-bcm-01->softwareimage]% list 
 

 

 

2. Backup the default category and set the softwareimage. 

a. Enter the category mode. 

 
[nvidia-era-bcm-01->softwareimage]% category 
 

 

b. List the current categories. 

 
[nvidia-era-bcm-01->category]% list 
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c. Clone the default category, naming the new category custom. 

 
[nvidia-era-bcm-01->category]% clone default custom 
 

 

d. Set the softwareimage to point to the custom-image created in the previous steps. 

 
[nvidia-era-bcm-01->category*[custom*]]% set softwareimage custom-image 
 

 

e. Commit the changes. 

 
[nvidia-era-bcm-01->category*[custom*]]% commit 
 

 

f. Exit to return to the category mode and list the categories to confirm creation. 

 
[nvidia-era-bcm-01->category*[custom]]% exit 
[nvidia-era-bcm-01->category]% list 
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Create Devices (Nodes) 
In this section, a device (node) will be created to represent a physical node in the cluster.  

While devices can be created from scratch using the add command, cloning the previously created 
template-default-node will copy the settings already applied (such as interfaces). 

At this stage, it is likely unclear which interfaces on the physical node (as enumerated by the operating 
system) correspond to the DPU interfaces on the N-S internal network that form the logical bond 
interface. 

To determine this, the node will first be brought up using the default category (which uses the default-
image software image) and the BCM special interface BOOTIF. From within the operating system, the 
network interfaces will be listed to identify which of the interfaces correspond to the DPU interfaces. 

In BCM, the node object interfaces will then be updated by adding the two physical interfaces and the 
bond interface. 

After this, the node category will be changed to the custom category (which uses the custom-image 
software image). 

In a homogeneous environment, where all nodes are identical, it can be assumed that the OS will 
enumerate the interfaces in the same way. In this case, the newly created node can be used as a 
template to clone additional nodes. 

In a heterogeneous environment, these preliminary and subsequent steps may need to be repeated 
for each group of similar node types. 

 

 
Note: Example values displayed in red should be replaced with actual information relevant to the 
target environment. 

 

1. Create the device. 

a. Enter cmsh. 

 
root@nvidia-era-bcm-01:~# cmsh 
 

 

b. Enter the device mode. 

 
[nvidia-era-bcm-01]% device 
 

 

c. List the current devices. 

 
[nvidia-era-bcm-01->device]% list 
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d. Clone template-default-node to oem-node001. 

 
[nvidia-era-bcm-01->device]% clone template-default-node oem-node001 --next-ip 
 

 

e. Set the category to default. 

 
[nvidia-era-bcm-01->device*[oem-node001*]]% set category default 
 

 

f. Commit the changes. 

 
[nvidia-era-bcm-01->device*[oem-node001*]]% commit 
 

 

g. Exit to return to device mode and list the devices to confirm creation. 

 
[nvidia-era-bcm-01->device[oem-node001]]% exit 
[nvidia-era-bcm-01->device]% list 
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2. Preliminary. Bring up the node. 

 

 
Note: Instructions will vary by OEM. Refer to the manufacturer’s documentation for detailed 
instructions. 

a. Power on and boot the node from the network (PXE). 

b. Allow the node to boot to AUTO. 

 

 

c. When prompted as an unknown node, the Cluster Manager Node Installer will loop. Select 
Manually select node. 
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d. Select the newly created node. 

 

 

e. Accept the selection. 

 

 

f. Wait until the node is fully booted. 

 

 

3. From cmsh on the head node, log in to the new node using the rshell (remote shell) command. 
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a. Enter cmsh. 

 
root@nvidia-era-bcm-01:~# cmsh 
 

 

b. Enter the device mode. 

 
[nvidia-era-bcm-01]% device 
 

 

c. Use the node previously created. 

 
[nvidia-era-bcm-01->device]% use oem-node001 
 

 

d. Use the command rshell to connect to the node. 

 
[nvidia-era-bcm-01->device[oem-node001]]% rshell 
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4. On the new node, identify the interfaces and IP addresses. 

a. Run the command ip a. 

 
root@oem-node001:~# ip a 
 

 

 

 
Note: In this example, eth2 has an IP address in the internal network range (192.168.100.0/24), and is 
therefore presumed to be the first DPU interface. It is logical that the next interface. eth3 is the second 
DPU interface. This can be confirmed in the next steps. 

If no interface has an IP address in this range, the server’s boot device may not be configured to be the 
first interface of the DPU. Adjust the server’s PXE boot order and repeat the procedure. Instructions will 
vary by OEM and are not covered in this guide. 

 

 
Note: The interfaces shown in this example may differ from the target environment, depending on the 
chosen cluster architecture and OEM. 

For example, with the additional network interfaces in compute nodes, the DPU interfaces could very 
well be enumerated as eth7 and eth8, or eth10 and eth11. It is important to identify the correct 
interfaces at this stage. 

 

b. Run the command dhclient to bring up any inactive interfaces that are down. 

 
root@oem-node001:~# dhclient 
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c. Run the command ip a again. 

 
root@oem-node001:~# ip a 
 

 

 

 
Note: At this stage, both eth2 and eth3 should have IPs in 192.168.100.0/24, confirming they are DPU 
interfaces. If not, further investigation is required. 

 

d. Exit rshell to return to the head node. 

 
root@oem-node001:~# exit 
 

 

 

5. While still in the context of device -> oem-node001, set the category to custom, which in turn will 
apply the custom-image software image when the node is rebooted. 

 
[nvidia-era-bcm-01->device[oem-node001]]% set category custom 
 

 

6. Modify the nodes interfaces to add the physical interfaces and the bond interface. 

a. Enter the interfaces submenu. 

 
[nvidia-era-bcm-01->device[oem-node001]]% interfaces 
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b. List the interfaces. 

 
[nvidia-era-bcm-01->device[oem-node001]->interfaces]% list 
 

 

 

c. Remove the BOOTIF interface. 

 
[nvidia-era-bcm-01->device[oem-node001]->interfaces]% remove bootif 
 

 

d. Add the physical interface eth2 and exit. 

 
[nvidia-era-bcm-01->device*[oem-node001*]->interfaces*]% add physical eth2 
[nvidia-era-bcm-01->device*[oem-node001*]->interfaces*[eth2*]]% exit 
 

 

e. Add the physical interface eth3 and exit. 

 
[nvidia-era-bcm-01->device*[oem-node001*]->interfaces*]% add physical eth3 
[nvidia-era-bcm-01->device*[oem-node001*]->interfaces*[eth3*]]% exit 
 

 

f. Add the bonded interface bond0. 

 
 
[nvidia-era-bcm-01->device*[oem-node001*]->interfaces*]% add bond bond0 
 

 

g. Set DHCP on bond0. 

 
[nvidia-era-bcm-01->device*[oem-node001*]->interfaces*[bond0*]]% set dhcp yes 
 

 

h. Clear the current IP address. 

 
[nvidia-era-bcm-01->device*[oem-node001*]->interfaces*[bond0*]]% clear ip 
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i. Set the network to internalnet. 

 
[nvidia-era-bcm-01->device*[oem-node001*]->interfaces*[bond0*]]% set network 
internalnet 
 

 

j. Set the bond interfaces to eth2 and eth3. 

set 
[nvidia-era-bcm-01->device*[oem-node001*]->interfaces*[bond0*]]% set interfaces eth2 
eth3 
 

 

k. Set the bond mode to 4 (LACP). 

 
[nvidia-era-bcm-01->device*[oem-node001*]->interfaces*[bond0*]]% set mode 4 
 

 

l. Set the options to miimon=100 and xmit_hash_policy=layer3+4. 

 
[nvidia-era-bcm-01->device*[oem-node001*]->interfaces*[bond0*]]% set options 
“miimon=100 xmit_hash_policy=layer3+4” 
 

 

m. Exit to the interfaces submenu. 

 
[nvidia-era-bcm-01->device*[oem-node001*]->interfaces*[bond0*]]% exit 
 

 

n. List the interfaces. 

 
[nvidia-era-bcm-01->device*[oem-node001*]->interfaces*]% list 
 

 

 

o. Exit to the device submenu. 

 
[nvidia-era-bcm-01->device*[oem-node001*]->interfaces*]% exit 
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p. Set the provisioning interface to bond0. 

 
[nvidia-era-bcm-01->device*[oem-node001*]]% set provisioninginterface bond0 
 

 

q. Commit the changes. 

 
[nvidia-era-bcm-01->device*[oem-node001*]]% commit 
 

 

r. Reboot the node. 

 
[nvidia-era-bcm-01->device[oem-node001]]% reboot 
 

 

7. At this point, the node should come back up with the bond interface active. 

a. Connect to the node again. 

 
[nvidia-era-bcm-01->device[oem-node001]]% rshell 
 

 

b. Run command ip a. 

 
root@oem-node001:~# ip a 
 

 

 

 
Note: Notice that the bond0 interface is up. 
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c. Exit the remote shell. 

 
root@oem-node001:~# exit 
 

 

Once verified, this node configuration can be cloned to create additional nodes with the same bonded 
interface setup. For example, 2 additional nodes can be created by using the following commands: 

 
[nvidia-era-bcm-01->device]% clone oem-node001 oem-node002 --next-ip 
[nvidia-era-bcm-01->device*[oem-node002*]]% exit 
[nvidia-era-bcm-01->device*]% clone oem-node001 oem-node003 --next-ip 
[nvidia-era-bcm-01->device*[oem-node003*]]% exit 
[nvidia-era-bcm-01->device*]% commit 
[nvidia-era-bcm-01->device]% list 
 

 

 

For nodes with different configurations (for example, in a heterogenous cluster with nodes of differing 
models or from different manufacturers) the entire section should be repeated until all nodes are 
configured. (i.e. clone the template-default node, identify and configure the interfaces, set the 
applicable category, clone again.) 
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Appendix A. Related Links 

Document Link 

Base Command Manager Installation Manual installation-manual.pdf 

Base Command Manager Administrator Manual admin-manual.pdf 

 

 

https://support.brightcomputing.com/manuals/10/installation-manual.pdf
https://support.brightcomputing.com/manuals/10/admin-manual.pdf
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