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Appendix - BlueField
Management in NIC Mode

Contents:

Management Architecture

The following diagram illustrates the architecture and connectivity for managing the
BlueField in NIC mode.
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See this page for a detailed description of the interfaces of BlueField-
3.
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See this page for a detailed description of the interfaces of BlueField-

2.

The following table describes the interfaces available to manage the BlueField.

Management
Interface

SMBus (PCle
Golden Fingers)

PCle

20-pin
connector
UART/USB/I2C
with DPU BMC
Data ports

Description

Enables PLDM/NC-SI
over MCTP between

the BlueField and the
host BMC

PCle interface between
the BlueField and host
x86 server

Not in use in the
recommended
approach

Comment

Enables the host BMC to monitor and reset
the BlueField

Enables the host x86 to update and recover
the BlueField using RShim PCle physical
function (PF) when the host is trusted

(D Info

Unavailable while in zero-
trust mode. Use the
1GbE OOB interface
instead.

Recommended Management Approach

The following are recommended approaches for BlueField management in NIC mode:

e From platform BMC using NCSI over SMBus. This method enables the following

capabilities:

o Monitoring of the BlueField device
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o Reset control of the BlueField device

e From host x86 during a maintenance window. This method enables the following
capabilities:

o BlueField and upgrade and recovery

() Note

It is required to enable host PCle RShim for this
maintenance timeslot for upgrade

Management Methods

The following subsections describe the recommended management methods for specific
tasks on the BlueField .

BlueField Update and Recovery
The NVIDIA BlueField file format for performing software upgrade is BlueField bootstream

(BFB). The BFB serves both as a comprehensive upgrade and recovery solution for the
BlueField.

Host PCle RShim is used to push the BFB to facilitate the upgrade and recovery. Please
refer to this page for more information.

(i) Note

After an upgrade/recovery, a system power cycle may be required to
apply changes.

BlueField Monitoring
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BlueField monitoring may be performed from the platform BMC, using NC-SI over SMBus
to obtain the following information:

o BlueField temperatures (board, DDR, and ports), voltages, and link states
e BlueField FRU information about NIC firmware, network interfaces, etc.

» Device sensor data record (SDR), sensor threshold and events, system event logs
(SEL), etc.

Request the NVIDIA Specific NC-S1 OEM Commands Application Note from your NVIDIA
representative for more details.

BlueField and Reset Control

The platform BMC may issue a (soft or hard) reset to the BlueField using NC-SI over
SMBus.

Request the NVIDIA Specific NC-S1 OEM Commands Application Note from your NVIDIA
representative for more details.
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Appendix - BlueField DHCP
Discover

Possible Vendor Classes

Vendor Class String in DHCP
Discover

NVIDIA/BF/OOB BlueField SoC Arm OS over 1GbE OOB

BlueField SoC UEFI BIOS over either 1GbE OOB or
high-speed ports

Originator of the DHCP Discover

NVIDIA/BF/PXE

NVIDIA/BF/DP BlueField SoC Arm OS over high-speed ports
NVIDIA/BF/BMC BlueField BMC over 1GbE OOB

BF2Client BlueField OS/UEFI in older versions
PXEClient BlueField OS/UEFI in older versions
HTTPClient BlueField OS/UEFI in older versions

BlueField DHCP DISCOVER

Sent from the BlueField UEFI BIOS to the DCHP server:

0.0.0.0 -> 255.255.255.255 DHCP 370 DHCP Discover - Transaction
ID oxfd2f32f1
192.168.254.119 -> 255.255.255.255 DHCP 342 DHCP Offer -
Transaction ID Oxfd2f32f1

0.0.0.0 -> 255.255.255.255 DHCP 382 DHCP Request -
Transaction ID Oxfd2f32f1
192.168.254.119 -> 255.255.255.255 DHCP 342 DHCP ACK -
Transaction ID Oxfd2f32f1
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aa:bb:cc:dd:ee:ff -> Broadcast ARP 60 Who has 192.168.254.1197
Tell 192.168.254.139
gg:hh:ii:jj:kk:11 -> aa:bb:cc:dd:ee:ff ARP 60 192.168.254.119 is
at gg:hh:ii:jj:kk:11

192.168.254.139 -> 192.168.254.119 TFTP 98 Read Request, File:
/grubaab4.efi, Transfer type: octet, tsize\000=0\000,
blksize\000=1400\000, windowsize\00B=4\000

192.168.254.119 -> 192.168.254.139 TFTP 84 Option
Acknowledgement, tsize\000=2414472\000, blksize\000=1400\000,
windowsize\000=4\000

192.168.254.139 -> 192.168.254.119 TFTP 72 Error Code, Code:
Option negotiation failed, Message: User aborted the transfer

192.168.254.139 -> 192.168.254.119 TFTP 90 Read Request, File:
/grubaab4.efi, Transfer type: octet, blksize\000=1400\000,
windowsize\000=4\000

192.168.254.119 -> 192.168.254.139 TFTP 70 Option
Acknowledgement, blksize\000=1400\000, windowsize\000=4\000

192.168.254.139 -> 192.168.254.119 TFTP 60 Acknowledgement,
Block: ©

192.168.254.119 -> 192.168.254.139 TFTP 1446 Data Packet,
Block: 1

192.168.254.119 -> 192.168.254.139 TFTP 1446 Data Packet,
Block: 2

192.168.254.119 -> 192.168.254.139 TFTP 1446 Data Packet,
Block: 3

Ethernet II, Src: aa:bb:cc:dd:ee:ff (aa:bb:cc:dd:ee:ff), Dst:
Broadcast (ff:.ff:ff.ff.ff.ff)
Destination: Broadcast (ff:ff:ff.ff:ff:.ff)
Address: Broadcast (ff:ff:ff.ff:ff.ff)
o LG bit: Locally
administered address (this is NOT the factory default)
... ... ... .... =1G bit: Group address
(multicast/broadcast)
Source: aa:bb:cc:dd:ee:ff (aa:bb:cc:dd:ee:ff)
Address: aa:bb:cc:dd:ee:ff (aa:bb:cc:dd:ee:ff)
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B
address (factory default)
..0
address (unicast)

Type: IP (0x0800)
Internet Protocol Version 4, Src: 0.0.0.0 (0.0.0.0), Dst:
255.255.255.255 (255.255.255.255)

Version: 4

Header length: 20 bytes

LG bit: Globally unique

IG bit: Individual

Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN:

0x00: Not-ECT (Not ECN-Capable Transport))
P00 00.. = Differentiated Services Codepoint: Default
(0x00)
.... ..00 = Explicit Congestion Notification: Not-ECT
(Not ECN-Capable Transport) (0x00)
Total Length: 368
Identification: Ox61c7 (25031)

Flags: 0x00
0... = Reserved bit: Not set
0. . = Don't fragment: Not set
..0. = More fragments: Not set

Fragment offset: ©
Time to live: 64
Protocol: UDP (17)
Header checksum: 0x17b7 [validation disabled]
[Good: False]
[Bad: False]
Source: 0.0.0.0 (0.0.0.0)
Destination: 255.255.255.255 (255.255.255.255)
User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps
(67)
Source port: bootpc (68)
Destination port: bootps (67)
Length: 348
Checksum: 0xe557 [validation disabled]
[Good Checksum: False]
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[Bad Checksum: False]
Bootstrap Protocol

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: ©

Transaction ID: Oxfd2f32f1

Seconds elapsed: ©

Bootp flags: 0x8000 (Broadcast)
1... .... .... .... = Broadcast flag: Broadcast
.000 0000 00OV VPO = Reserved flags: Ox0000

Client IP address: 0.0.0.0 (0.0.0.0)

Your (client) IP address: 0.0.0.0 (0.0.0.0)

Next server IP address: 0.0.0.0 (0.0.0.0)

Relay agent IP address: 0.0.0.0 (0.0.0.0)

Client MAC address: aa:bb:cc:dd:ee:ff (aa:bb:cc:dd:ee:ff)

Client hardware address padding: ©000000000000000000V0

Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type
Length: 1
DHCP: Request (3)

Option: (54) DHCP Server Identifier
Length: 4
DHCP Server Identifier: 192.168.254.119 (192.168.254.119)

Option: (50) Requested IP Address
Length: 4
Requested IP Address: 192.168.254.139 (192.168.254.139)

Option: (57) Maximum DHCP Message Size
Length: 2
Maximum DHCP Message Size: 65280

Option: (55) Parameter Request List
Length: 35
Parameter Request List Item: (1) Subnet Mask
Parameter Request List Item: (2) Time Offset
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Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter

Reassembly Size

Service

Parameter
Parameter
Parameter
Domain

Parameter

Service Servers

Servers

Parameter

Parameter

Information

Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter

Identifier

Parameter

server IP [TODO]

Parameter

(vendor specific)
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Request
Request
Request
Request
Request
Request
Request
Request
Request
Request

Request
Request
Request

Request

Request

Request

Request
Request
Request
Request
Request
Request
Request
Request
Request

Request

Request

List
List
List
List
List
List
List
List
List
List

List
List
List

List

List

List

List
List
List
List
List
List
List
List
List

List

List

Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:

Item:
Item:
Item:

Item:

Item:

Item:

Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:

Item:

Item:

Router

Time Server

Name Server

Domain Name Server
) Host Name

) Boot File Size

) Domain Name

) Root Path

) Extensions Path
) Maximum Datagram

Default IP Time-to-Live
8) Broadcast Address
0) Network Information

Network Information

Network Time Protocol

—~
N
w

N—r

Vendor-Specific

Requested IP Address

IP Address Lease Time
DHCP Server Identifier
Renewal Time Value
Rebinding Time Value
Vendor class identifier
TFTP Server Name
Bootfile name
UUID/GUID-based Client

AN N /N /N /N /N /N A/ /—
O O O O o1 o1 U1 O O
~N N o0 O 0o~ 2O
~— N Y Y ~ ~—

(128) DOCSIS full security

(129) PXE - undefined

12



Parameter Request List Item: (130) PXE - undefined
(vendor specific)
Parameter Request List Item: (131) PXE - undefined
(vendor specific)
Parameter Request List Item: (132) PXE - undefined
(vendor specific)
Parameter Request List Item: (133) PXE - undefined
(vendor specific)
Parameter Request List Item: (134) PXE - undefined
(vendor specific)
Parameter Request List Item: (135) PXE - undefined
(vendor specific)
Option: (97) UUID/GUID-based Client Identifier
Length: 17
Client Identifier (UUID): c24e2ad6-a730-ec11-8000-
08cleb58d8ec
Option: (94) Client Network Device Interface
Length: 3
Major Version: 3
Minor Version: 16
Option: (93) Client System Architecture
Length: 2
Client System Architecture: Unknown (17)
Option: (60) Vendor class identifier
Length: 13
Vendor class identifier: NVIDIA/BF/PXE
Option: (255) End
Option End: 255

() Note

Note the "Vendor class identifier" value in line 134.
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Appendix - Relating BlueField
to Host and Port

To associate BlueField with its hosting machine for asset management, follow this
procedure:

1. Get the BlueField's BMC MAC address using the following Redfish command over
the 1GbE OOB port to the BlueField BMC:

curl -k -u root:<password> -H 'Content-Type:

application/json' -X GET https://<BF-BMC-

IP>/redfish/v1/Managers/Bluefield_BMC/EthernetInterfaces/etho
{

"@odata.id":
"/redfish/v1/Managers/Bluefield_BMC/EthernetInterfaces/etho",
"@odata.type":
"#EthernetInterface.v1_6_0.EthernetInterface”,
"DHCPv4" : {
"DHCPEnabled": true,
"UseDNSServers": true,
"UseDomainName" : true,
"UseNTPServers": true

|3
"DHCPV6" : {
"OperatingMode": "Stateful",
"UseDNSServers": true,
"UseDomainName" : true,
"UseNTPServers": true
¥
"Description”: "Management Network Interface"”,

"FQDN": "dpu-bmc",
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"HostName" : "dpu-bmc",
"IPv4Addresses": |
{
"Address": "10.237.40.179",
"AddressOrigin”: "DHCP",
"Gateway": "0.0.0.0",
"SubnetMask": "255.255.0.0"

}
],
"IPv4StaticAddresses": [],

"IPvbAddressPolicyTable": [],
"IPv6Addresses" : |
{
"Address": "fdfd:fdfd:10:237:966d:aeff:fel17:9f5f",
"AddressOrigin": "DHCPv6",
"AddressState": null,
"PrefixLength": 64

"Address": "feB80::966d:aeff:fel17:9f5f",
"AddressOrigin”: "LinklLocal",
"AddressState": null,

"PrefixLength": 64

}
],
"IPv6DefaultGateway": "fe80::445b:ed80:5f97:8900",

"IPv6StaticAddresses": [],

"Id": "etho",

"InterfaceEnabled": true,

"LinkStatus": "LinkUp",

"MACAddress": "94:6d:ae:17:9f:5f",

"MTUSize": 1500,

"Name": "Manager Ethernet Interface"”,

"NameServers": |
"fdfd:fdfd:7:77:250:56ff :fe8b:e4f9"

I,
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"SpeedMbps” : 9,
"StaticNameServers": [],
"Status": {
"Health": "OK",
"HealthRollup": "OK",
"State": "Enabled”
b
"VLANs" : {
"@odata.id":
"/redfish/v1/Managers/Bluefield_BMC/EthernetInterfaces/eth@/VL

}

2. Get the BlueField's high-speed port's MAC addresses using the following Redfish
command over the 1GbE OOB port to the BlueField BMC:

curl -k -u root:<password> -H "Content-Type:
application/octet-stream” -X GET
https://<bmc_ip>/redfish/v1/Chassis/Card1/NetworkAdapters/Nvid
{
"@odata.id":
"/redfish/v1/Chassis/Cardl/NetworkAdapters/NvidiaNetworkAdapte
"@odata.type":
"#NetworkDeviceFunction.v1_9_0.NetworkDeviceFunction",
"Ethernet": {
"MACAddress": "02:b1:b6:12:39:05",
"MTUSize": 1500

¥
"Id": "ethofo",
"Links": {
"OffloadSystem": {
"@odata.id": "/redfish/v1/Systems/Bluefield"”
|3

"PhysicalPortAssignment": {
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"@odata.id":
"/redfish/v1/Chassis/Cardl/NetworkAdapters/NvidiaNetworkAdapte
}
¥

"Name" : "NetworkDeviceFunction",
"NetDevFuncCapabilities": [
"Ethernet"

I
"NetDevFuncType": "Ethernet”
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Appendix - BMC and eROT
Upgrade Process for
BlueField-2

To upgrade BlueField BMC firmware on a BlueField-2 device, follow this procedure:
1. Download openbmctool v1.22 and resolve dependencies.
o sudo pip3 install paramiko
o sudo pip3 install scp

2. Trigger BMC update.

python3 openbmctool.py -H <bmc_ip> -U root -P <password>
firmware flash bmc -f <path-to-signed-bmc-image>

After initiating the BMC firmware secure update, a new task is created. Example:

Attempting login...

Uploading file to BMC

Upload complete.

Firmware activation is in progress. Please wait for

activation task id="0" to get completed before rebooting the
bmc .

User root has been logged out
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(D Info

BMC firmware update takes 15-20 mins .

3. Track the progress of the update by using the task Id received in the response

above (i.e., 0) in your query and monitoring the value of the task’'s TaskProgress
field.

python3 openbmctool.py -H <bmc_ip> -U root -P <password> task
status -1 <task_Id>

Before proceeding to other operations. Keep running this command until it outputs:

TaskState="Completed”
TaskStatus="0K"
TaskProgress="100"

4. Reset/reboot the BMC.

(D Info

This step may be skipped if you intend to perform eROT update.

5. To query the installed version, run:

python3 openbmctool.py -H <bmc_ip> -U root -P <password>
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firmware running_version

(D Info

The BlueField-2 BMC takes about 2.5 minutes to complete boot.

(D Info

Wait a few seconds before attempting to log back into the BMC
as it loses connection during and shortly after reboot.

6. Trigger eROT update.

python3 openbmctool.py -H <bmc_ip> -U root -P <password>
apfirmware flash cec -f <path-to-signed-CEC-0TA-image-file>

A fter initiating the eROT update, the following indication is provided:

Uploading firmware image: 100.00%
Firmware update for cec triggered successfully.

7. Perform h ost power cycle for the eROT update to take effect:

sudo ipmitool power cycle
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Appendix - Software
Upgrade Provisioning Flow

This appendix details the steps for provisioning software components on NVIDIA®
BlueField®-3 networking platform (DPU or SuperNIC).

(D Info

The procedure for BlueField BMC software upgrade is agnostic to the
version of the software. Once upgraded, however, the procedure
assumes you to be running the latest BMC software.

This workflow guarantees the most current software to be installed on various
components of BlueField-3. This includes:

e BlueField BMC
o CEC
e Arm ATF
e Arm UEFI
e Arm OS
e NIC firmware
The process aims to ensure that all these components are up to date.

The following high-level flow diagram outlines the expected steps to be followed
throughout the process:
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1. Establish a connection between the onboard RJ-45 network interface and the
management network. Refer to section "Network Protocol Support” for detailed

instructions on network connectivity.

2. Power on the BlueField device. This can be accomplished manually or by utilizing
either ipmitool or Redfish commands directed at the host's BMC.

o |PMltool example:

ipmitool -H <bmc_ip_or_hostname> -U <username> -P
<password> power on

Replace the parameters with the information relevant for your host BMC.

o Redfish example:

curl -X POST -k -u root:<password> -H "Content-Type:
application/json" -d '{"ResetType": "On"}'
https://<bmc_ip>/redfish/v1/Systems/<System_ID>/Actions/Co
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Replace the parameters with the information relevant for your host BMC.

3. Acquire the BlueField BMC's MAC address from the label affixed to the BlueField
(highlighted in the image). Use the BlueField BMC's MAC address to retrieve the
assigned IP address from the DHCP server to enable communication with the
BlueField BMC over the network.

NVIDIA BlueField-3 DPU 200GbE
P/N: 900-9D3B6-00CV-AAD Rev: AS

Model No: D3B6 2022-04-07

GUID: 946DAE0300FSA1ICC Made in Israel
HOST:S46DAEFSAICC OOB:948DAEFSA1FD

ECPF948DAEFSATDC @ DPU BMC:946DAEFSA1F1
MPF:946DAEFSA1EC S/N: MT23273005C9

MU

4. If BlueField-3 is a new device which has not yet been provisioned, the BlueField BMC
comes from the factory with a default password ( @penBmc ). To establish
communication with the BlueField BMC, you must change the default password.

Refer to section "Changing Default Password" for instructions on changing the
default password of the BlueField BMC.

5. Upgrade BlueField BMC and CEC software. This step is crucial for guaranteeing that
all new features and functionalities are available on your device. Refer to section
"BMC and CEC Firmware Update" for instructions on how to do that.

6. Power cycle the host. This can be accomplished by utilizing either ipmitool or
Redfish commands directed at the host's BMC:

1. IPMltool example:

ipmitool -H <bmc_ip_or_hostname> -U <username> -P
<password> power cycle

Replace the parameters with the information relevant for your host BMC.

2. Redfish example:
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curl -k -u root:<password> -X POST
"https://<host_bmc_ip>/redfish/v1/Systems/1/Actions/Comput
-d '{"ResetType": "ForceRestart"}'

Replace the parameters with the information relevant for your host BMC.

7. Ensure that the RShim is disconnected from the host to enable the BlueField BMC
to take ownership of it. To achieve this, follow the following steps in section
"Enabling RShim on BMC" under "Installing BFB".

8. Install the BFB file and NIC firmware.

# echo WITH_NIC_FW_UPDATE=yes > bf.cfg
# cat <path_to_bfb> bf.cfg > new.bfb

Follow the instructions provided in the BFB image transfer guidelines provided in
section "Transferring BFB Image" under "Installing BFB" while utilizing the newly

created BFB file, new.bfb .

9. To ensure that the new NIC firmware takes effect, perform a final power cycle of the
system as detailed in step 6.
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Appendix - Generic IPMI
Commands

The IPMItool program allows you to remotely manage the IPMI functions of the NVIDIA®
BlueField® BMC. The commands below may be directed to the BMC’s Ethernet interface
by invoking:

ipmitool -C 17 -I lanplus -H <bmc_ip_addr> -U ADMIN -P ADMIN
<ipmitool_arguments>

The following list provides a full list of the IPMItool arguments supported by BlueField
BMC:

e chassis power reset
e chassis status

e fru

e fru print ©

e fru print 1

e fru read 9 /tmp/fru
e fru read 1 /tmp/fru
e lan print

e mc info

e mc reset cold
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e sdr

e sdr
e sdr
e sdr
e sel
e sel
e sel
o sel
e sens
e sol
e user
e user
e user
e user
e user
e user

Appendixes

elist
get <sensor name>
list

type <type>

clear
elist
listsensor get <sensor name>
or list
activate
disable <user id>
enable <user id>
list [<channel number>]
priv <user id> <privilege level(1-4)> [<channel number>]
set name <user id> <user name>

set password <user id> <password>

26



Appendix - NVIDIA OEM IPMI
Commands

Not all functionalities are covered with a standard set of IPMItool commands. Therefore, a
set of custom NVIDIA IPMItool raw commands have been added. The first two

parameters of the raw command are NetFN and CMD.

IPMItool raw commands follow the following format:

ipmitool -C 17 -I lanplus -H <bmc_ip> -U <username> -P <password>
raw <netfunc> <cmd> <data>

Where:

e netfunc - network function which identifies the functional message class, and
clusters IPMI commands into sets

e cmd -one byte command within a network function

o data -optional element which provides additional parameters for a request or
response message

netfunc cmd data Description

0x32 Ox66 | N/A Factory reset

Disable vendor field mode settings to be

2pS2 267 Sl run from Arm OS

Enable vendor field mode settings to be run

Ox32 Ox67/ Ox01 from Arm OS

Fetch vendor field mode settings to be run

Ox32 Ox68 | N/A from Arm OS
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netfunc  cmd data Description
¥x32 Oxba 0 Stops RShim on BMC
Ox32 Pxba 1 Starts RShim on BMC
Retrieves RShim service status on BMC.
Expected output:
0x32 0x69 | N/A e 0Ox00 -RShim inactive (default state)
e 0Ox0OT1T - RShim active
Ox32 Ox6b | N/A Gets the DNS server
Ox0b Ox31 BOx30
Ox2e Ox31T Bx35
Ox32 Ox6¢C Ox2e Ox31 Bx32 Adds the DNS server
Ox2e Ox36 BOx37
Enters NVIDIA® BlueField® into Livefish
Ox32 0x92 | N/A (FNP) mode
Ox32 Ox93 | N/A Disable Livefish (FNP) mode
OEM command 0xal is defined for various
reset controls of BlueField fromm BMC under
Ox32 oxal Ox0 the OEM NetFn group 0x30 .
e 0OXx00 -hard reset of BlueField
Ox32 Oxa7 | N/A Gets NTP servers.
Ox31 Ox2e Ox69
Oxbe Ox2e BOx/0
%32 Oxa8 Ox6T Ox6T Ox6¢C Adds primary NTP server with address
X 0x00 Ox2e Oxb6e Ox74 1.in.pool.ntp.org
Ox70 Ox2e Ox6f
Ox72 Ox67

Appendixes
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netfunc cmd data Description
Adds secondary NTP server with address
1.in.pool.ntp.org
Ox31 Ox2e 0x69
Oxbe Ox2e 0Ox70
onay | 0xa8 | @x6f Ox6f Bx6c () Note
Ox01 Ox2e Oxb6e Ox74 Should be added after a
Ox70 0x2e Ox6T primary server has
Ox72 Ox67 been declared.
Oxa8 :
Ox32 0x01 Enable time sync to NTP server
0x02
Oxa8 . ,
Ox32 00?2 Ox00 Disables NTP time sync
0x32 oxD2 | N/A lrlggers a CEC sglf reset for CEC pending
iIrmware activation

Appendixes
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Notice

This document is provided for information purposes only and shall not be regarded as a warranty of a certain
functionality, condition, or quality of a product. NVIDIA Corporation (“NVIDIA”) makes no representations or warranties,
expressed or implied, as to the accuracy or completeness of the information contained in this document and assumes
no responsibility for any errors contained herein. NVIDIA shall have no liability for the consequences or use of such
information or for any infringement of patents or other rights of third parties that may result from its use. This
document is not a commitment to develop, release, or deliver any Material (defined below), code, or functionality.

NVIDIA reserves the right to make corrections, modifications, enhancements, improvements, and any other changes to
this document, at any time without notice.

Customer should obtain the latest relevant information before placing orders and should verify that such information is
current and complete.

NVIDIA products are sold subject to the NVIDIA standard terms and conditions of sale supplied at the time of order
acknowledgement, unless otherwise agreed in an individual sales agreement signed by authorized representatives of
NVIDIA and customer (“Terms of Sale”). NVIDIA hereby expressly objects to applying any customer general terms and
conditions with regards to the purchase of the NVIDIA product referenced in this document. No contractual obligations
are formed either directly or indirectly by this document.

NVIDIA products are not designed, authorized, or warranted to be suitable for use in medical, military, aircraft, space, or
life support equipment, nor in applications where failure or malfunction of the NVIDIA product can reasonably be
expected to result in personal injury, death, or property or environmental damage. NVIDIA accepts no liability for
inclusion and/or use of NVIDIA products in such equipment or applications and therefore such inclusion and/or use is at
customer’s own risk.

NVIDIA makes no representation or warranty that products based on this document will be suitable for any specified
use. Testing of all parameters of each product is not necessarily performed by NVIDIA. It is customer’s sole responsibility
to evaluate and determine the applicability of any information contained in this document, ensure the product is
suitable and fit for the application planned by customer, and perform the necessary testing for the application in order
to avoid a default of the application or the product. Weaknesses in customer’s product designs may affect the quality
and reliability of the NVIDIA product and may result in additional or different conditions and/or requirements beyond
those contained in this document. NVIDIA accepts no liability related to any default, damage, costs, or problem which
may be based on or attributable to: (i) the use of the NVIDIA product in any manner that is contrary to this document or
(i) customer product designs.

No license, either expressed or implied, is granted under any NVIDIA patent right, copyright, or other NVIDIA intellectual
property right under this document. Information published by NVIDIA regarding third-party products or services does
not constitute a license from NVIDIA to use such products or services or a warranty or endorsement thereof. Use of
such information may require a license from a third party under the patents or other intellectual property rights of the
third party, or a license from NVIDIA under the patents or other intellectual property rights of NVIDIA.

Reproduction of information in this document is permissible only if approved in advance by NVIDIA in writing,
reproduced without alteration and in full compliance with all applicable export laws and regulations, and accompanied by
all associated conditions, limitations, and notices.

THIS DOCUMENT AND ALL NVIDIA DESIGN SPECIFICATIONS, REFERENCE BOARDS, FILES, DRAWINGS, DIAGNOSTICS,
LISTS, AND OTHER DOCUMENTS (TOGETHER AND SEPARATELY, “MATERIALS”) ARE BEING PROVIDED “AS IS.” NVIDIA
MAKES NO WARRANTIES, EXPRESSED, IMPLIED, STATUTORY, OR OTHERWISE WITH RESPECT TO THE MATERIALS, AND
EXPRESSLY DISCLAIMS ALL IMPLIED WARRANTIES OF NONINFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A
PARTICULAR PURPOSE. TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT WILL NVIDIA BE LIABLE FOR ANY
DAMAGES, INCLUDING WITHOUT LIMITATION ANY DIRECT, INDIRECT, SPECIAL, INCIDENTAL, PUNITIVE, OR
CONSEQUENTIAL DAMAGES, HOWEVER CAUSED AND REGARDLESS OF THE THEORY OF LIABILITY, ARISING OUT OF
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ANY USE OF THIS DOCUMENT, EVEN IF NVIDIA HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
Notwithstanding any damages that customer might incur for any reason whatsoever, NVIDIA’'s aggregate and
cumulative liability towards customer for the products described herein shall be limited in accordance with the Terms of
Sale for the product.

Trademarks

NVIDIA and the NVIDIA logo are trademarks and/or registered trademarks of NVIDIA Corporation in the U.S. and other
countries. Other company and product names may be trademarks of the respective companies with which they are
associated.
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