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Overview

The Multi-Subnet UFM feature allows for the management of large fabrics, consisting of
multiple sites, within a single product, namely Multi-Subnet UFM.

This feature is comprised of two layers: UFM Multi-Subnet Provider and UFM Multi-
Subnet Consumer.

The UFM Provider functions as a Multi-Subnet Provider, exposing all local InfiniBand
fabric information to the UFM consumer. On the other hand, the UFM Consumer acts as
a Multi-Subnet Consumer, collecting and aggregating data from currently configured UFM
Providers, enabling users to manage multiple sites in one place. While UFM Consumer
offers similar functionality to regular UFM, there are several behavioral differences
related to aggregation.

Setting Up Multi-Subnet UFM

In /opt/ufm/files/conf/gv.cfg, fill in the section named [Multisubnet] for UFM Multi-Subnet
Provider and Consumer.

To set up UFM as a Multl-Subnet Provider, perform the following:
e Set multisubnet_enabled to true
e Set multisubnet_role to provider

e Set multisubnet_site_name (optional, if not set, it will be randomly generated); e.g.,
provider_1

e Start UFM
To set up UFM as a Multi-Subnet Consumer, perform the following:
e Set multisubnet_enabled tO True

e Set multisubnet_role tO consumer

e Start UFM
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It is important to note that UFM Multi-Subnet Consumer can be configured on a machine
or VM without an established InfiniBand connectivity. Additionally, users may customize
UFM Provider and Consumer using optional configuration parameters found in the
[Multisubnet] section of /opt/ufm/files/conf/gv.cfg.

Functionality

1. Following the initial launch of the Consumer, the Dashboard view is devoid of data,
and a message containing a hyperlink leading to the Provider Management section
is displayed.
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A No providers connected, please go to Provider jement to add providers

2. As shown in the below snapshot, a new section for Provider Management has been
added, enabling users to configure UFM Providers.
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1. To add a provider, the user is required to enter its IP address and credentials.
Unless there are multiple instances of UFM providers on a single machine, the
advanced section parameters should be set with default values. However, if
there are multiple instances, the advanced parameters may be set per
Provider and then be configured in the Providers Management view.
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Add Provider

General

Address

Credential

User Name

Password

Advanced

Topology Port

Proxy Port

Telemetry Port

admin

7102

443

2001

S36 Ty

SEVE

2. By editing the Provider view, you can change Provider's credentials.

User Management Access Tokens Flugin Mznagement roviders Managzment

provider_1000 - Information

General

=+ &dd Provider Displayed Columns »

Site Narme Connected Address 0 . 209 - 36 - T4

Credential

srewider 1000

User Name admin

Password ~ ssssss

Advanced
Wiewing 1-1¢l1 20w
Topology Port

Proxy Port 443

Telemetry Port 3001

3. The "Delete Provider" function removes the selected Provider from the
Consumer. Please note that this action may take some time to complete, and
changes may only be reflected in the view after approximately 30 seconds.
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W Delete

Viewing 1-1 of 1 20 v

3. A general filter has been added to the top right corner of the page, enabling users
to filter displayed data by site.
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Devices ] Local Time (Asia/Jerusalem] ~  Site Last Update: 12 Apr 2023 1635 7 admin v
provider_2000
provider_1000
AlTypes ~ | Al Groups " E
Severity Name GUID Type Madel P Firmware Version
v v v v v
0 Warn_ r-utm#3 Oxecld?a030005 74 host 000 16351048
o Infe sharp? D7 efe?00300aha2al switch & MSRTE00 0.0.0.0
o Infer swirchib Dxecd?a030079dbal switch S FNR 0.0.0.0
o Info utm-host! Dxec0d?a03007d7f0a host 0000
o Info r-utmZha-hyp-04 0xA3F0300dd 1 d3e host 000
o Info r-utm2ha-hyp-03 DxlcdZa10300aca%0 host 0000
0 Warn.. dezal D043 20300206640 switch S DR 0.0.0.0 TR0 D4
0 Infa nade(l01 Dxcecd?a0300c04bt host 0.0.00 16311044 provider 2000
o Info swnox-tor(ll Oxectd?al30046% e host 0000 provider 2000
Wiewing 1-9af9 M “ 4 M PR
Devices ! Local Time [Asia/Jerusalem] + JSite pro v Last Update: 12 Apr 2023 14:35 7?7 adminv
All Types ~ All Groups ~ E Di
Severity Name GUID Type Madel P Firmware Version
v v v v v v v
OWarn r-utm8d Uxec0d?al300bth2t host 0.0.00 16331048 provide 00
OWdl n desc] 0x043{720300206650 switch X EDR 0.000 15.2007.354 provider_2000
o Info node0ll OxecDd%a0300c04abi4 host 0.0.0.0 16311046 provide 100
OIHTD swx-tor01 DxecOd?al300469tc host 0.000 provider_2000
Viewing 1-40fd M« > M |20 v
4. Network m tains “clouds” f h id
. Networ ap contains “clouds” 1or eacn proviaer.
Network Map = LocalTime w| Site | Al v| LastUpdate.200ct 20221444 7 adminv
Layout Hierarchical Graph || Views: | Default - Regex Filters: | W Starts With: E 2 KB £ 2 C
View Zoom In Filters: | S ghlig ab e View Properties
@R e Display Label System Name ~
Type
£ Rack «
= Host «
Gateway «
B switen «
6 Router «
Severity
19 Nodes @ e «
“/ =
. © winor «
provider_1000
provider_2000 Acritical «
Network Analysis
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View Zoom In Filters: Select nodes to highlight and display in Zoomn In tab -

5. A "Site Name" column is present in all Managed Elements sections. The column is
disabled (hidden) by default.

Displayed Columns -

EeAR
= o = in
8 £ & ¢

Multi-Subnet UFM

11



Devices ] Local Time [AsiafJeruselem] | Site | All © LastUpdste 1240r 2023 1636 7 adminw
All Types All Groups
Severity Name GUID Type Model P Restore Default
7 - ¥ ? N Severity v
& into r-utmEs UxecOd9=03006i52%4 host 0000 N
ame
Sl sharp? X 7eled 003002570 swilch A MSRTR0 0000
@ into awitchib Uxecld9al30029dbal awitch @ 0000 suID
@ info ufm-hosi87 Oxec0d9=03007d70a host 0000 Type
@il ¢ ulm25é hyp 04 X437 2030004 | d3e host 0ono Vode,
@ into r-utm2b-hyp-03 UlicA2a103007aca%0 hest 0000
& infs descl OXDA3FTZ0300706450 switch S FNR 0000 P
@ iniw node001 Oxechd9al300e0inls hosl 0.0.00 Firmware Yers.on
@ into swox-tar)] Uxec0d9=03004 65tc host 0000
Site Name
Viewing1-9019 M 4 v M |20«
Devices M' Local Time [Asia/Jerusalem] ~| Site Al v Last Update: 12 Apr 2023 16:56 7 adminv
AllTypes | | Al Groups v B Displayed Columns +
S—
Severity Name GUID Type Model 1P Site Name Restare Default
v 7 v v ? | Severity v
@ inio r-ufm8a Oxec0d9a0300bI5214 host 0000 provider 2001 _—
@ info sharp? 0x7cfe00300a52a0 switch @A MSRTB00 0000 provider_1000
V|
@ into switchib Deec0d9a030029dbal switch S LR 0.0.0.0 provider 1000 B suo
0 Into utm-haost87? (Oxec0d?a03007d710a host 0.0.00 provider 100 Type
@ into rufm254-hyp 04 0x043¢720300dd 1 d3c hast 0000 provider 100 sl
odel
@ inio rufm254 hyp 03 0x0c42a103007acad0 hast 0000 provider_100
@ inlo descl 0x043(720300206650 swilch GHAEDR 0000 2000 P
@ info node01 Uxec0d9a0300c04bis host 0000 provider 2001 Firmware Version
@ into swx-tor] Uxec0d9a0300669ffc hast 0000 provider 2000

Viewing 1-90f9 M« > | M

6. The "Group" and "Telemetry" sections include "Site" filters.
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New Group

Selected Devices

Type Name 1 Site Name > Type Name Site Name
v v v > v v v
swilch descl srovider 2
host node001 srovider 2000 <
host r-ufm83 cr 2 &«

r-ufm294-hyp-03 ) er

r-ufm254-hyp-04 ) er 1 Mo itemns were found

sharp? orovider
switch switchib ] T
host swi-tor()1 p der

Viewing 1-B of § » M I Wiewing 0-0 0f 0 10~

Previous Finish

7. The filter in "Groups" impacts the Members table only.

New Telemetry Session

Telemetry Session

Members

Counters
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Groups

Severity Name

nfo 1U Switches

nfo Alarmed Devices

(<] O < < <<

=~ LocalTime | Site | provider 1000 | Las
< Servers - Members
A . Displayed Columns + Displayed Columns ~
Description Type Name GUID P
ncludes all Switches
& 1-90f9 20w

eving 1-10 of 10 20 v

8. In the System Health tab, subsections for Consumer and Provider are available.

1. Consumer System Health tab contains sections applicable to Consumer UFM
specifically (e.g., logs from Consumer UFM).

UFM Enterprise

Dashboarc

anaged Elements v

NVIDIA. Qe System Health

v Site | Al v Last Update: 12 Apr 2023

] Local Time [AsiafJerusalen

UFMLogs ~ UFMSystem Dump  Daily Reports

Eventlogs ~  Time | Last24 hours - 10000 . Dccurrences| Show m

Log View s
tes in [14.0)
25.0] link that c n [14.0] speed mode.
[504] INFO [i
0] INFO [M2
4] MINOR [Maintenance] Gris
¢ [swx-tar01] node s Up
uned counter delta threshold sxceeded. Threshold is 0, calculated delta

450]: Link-Downed counter delta threshald exceeded.

I: Link-Dewned counter d. Thresh

J: Link-Dewned counter delta threshold exceeded. Thrashold is 0, calculated delta

ster; r-ufm83 [ HCA-1/2) [dev_id; ec0d9a0300b15244]: Link-Downed caunter delta threshald exczeded, Thrashold is 0,

E B E B BDEEEDs===

2. Provider System Health contains sections applicable to one or multiple
providers (e.g., Fabric Health Report can be triggered on multiple Providers

from the Consumer).

Multi-Subnet UFM
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IR\ []ViW < Providers Systern Health = ocal Time lAsia/Jerusalem|
UFM Enterprise UFMHsalth  UFMLogs  UFMSystemDump  FabricHealth  DailyReports  Fabric Validation
@ Dashtoar UFM Health Report
No reports available. Please click en Run New Report to generate cne

<]

UFM Health Report

Show Problems Only | Collapse All

0231731 | 7

admin v

Run New Report

o o o o o o o

Test Status

o o 0o o o o o

10. Fabric Health contains sub report tables for each provider.

Multi-Subnet UFM
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System Health

20 Oct

e

?

admin v

UFM Health ~ UFMLogs  UFM Snapshot Health = DailyReports  Topology Compare  Fabric Validation BDiagnet
Fabric Health Report
Date: 2! 4946 Show Problems Only | Collapse All Run New Report
Displayed Columns +
Fabric Test Warnings Errors Total

Nen-unique and Zere LID Values 0 0 0
Non-unique Node Descriptions 2 0 2
SM Status [ 0 0
Bad Links [ 0 0
Link Width 0 0 0
Link Speed 0 6 s
Firm 2 0 2
UFM Alarms [ 1 1
BER Error and Warning check [ [ 0
Symbel BER Errer and Warning check 0 0 0

Viewing1-100f 11 M (] 0w

Displayed Column:
Fabric Test Warnings Errors Total
Ner-unique and Zero LID Values 0 0 0
Nen-unique Nede Descriptions 2 0 2
0 0 0
0 0 0
0 0 0
Link Speed 0 6 ¢
Firmware Versions 2 0 2
UFM Alarms 198 2 200

BER Error and Warning check 0 0 0
Symbol BER Error and Warning check 0 0 0

Viewing 1-100f 11 | » M L

ric Summary

11. Daily Reports:

1. Consumer Daily reports display consumer reports.

Multi-Subnet UFM
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Consumer System Health ! Local Time (Asia/Jerusalem] ~  Site

UFM Logs UFM System Dump Daily Reports

Displayed Columns ~

Report )

2023-04-11

Viewing 1-10f 1 W 1« M 20 ~

2. Providers Daily reports display reports from all providers.

Providers System Health N1 Local Time [Asia/Jerusalem] ~ | Site

UFM Health UFM Logs UFM System Dump Fabric Health Daily Reports Fabric Validation

Displayed Columns =

Report 4 Site Name

023-04-11 provider_200I

2023-04-10 provider_2000

Viewing 1-20f2 “« M 20~

12. The "Fabric Validation" tab contains sub report tables for each provider.

Multi-Subnet UFM
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Providers System Health u fJerusalem] ~ Site | All v | Last Update: 12 Apr 2023 17:47 7 adminv
UFM Heslth UFM Legs UFM System Dump Fabric Health Dsily Reports Fzbric Validation
Tests Check Lids
Test Created At: 2023-04-12 17:48:06 Site: prov
Status: @ Passed
v
©  Check Links
o Check Subnet Manager
o Check Nuplicate Nades. v v
o Check Duplicate Guids lotal Nodes 7
©  Check Routing 1B Switches 1
o Check Link Speed 18 Channel Adaplers 4
QO Check Link Widih IR Aggregation Nodes 0
©  Check Partition Key 1B Routers 0
©  Check Temperature
o Check Cables Viewing1-50f5 M« M 10w
o Check Cfective BER
©  Check Symhol BER
Created At: 2023-04-12 17:48:06 Site: provide
O Rail Oplimized lopology Validation Status: @ Passed
©  Dragonfly Tapology Validation e — .
©  SHARP Fabric Validation
o Tree Topo alidation
o Socket Direct Mode Reparting
v v
Total Nodes 7
n n .
13. In "UFM Logs" Tab:
1. Consumer logs:
= Local Time [Asia/Jerusslem]  ~  Site | AlL v | LastUpdate: 12 4pr 2023 1801 7 adminv

Consumer System Health

UFM Logs UFM System Dump Daily Reports
EventLegs  ~ Time ast 24 hours ~
Log View

2023041118 11:24 [1] [3527 INFO [ agical_Madel] Grid 1Grd]: Netwark marzqement is added
ce] Grid [Gric]
5] CRITICAL [Maintenance] Grid [Grid]
011 MINOR [Hardware] 1B2urt [default

: Fabric Analysis Report succeeded

space Usage in/

023-04-12 1:06:34 [230] [517] CRITICAL [Fabric_N
2 D4-12 1:06:34 [237] [604] INFO [Maintenancel Grid [Grid]: Fabric
£-12 1:06:47 [236] [540) INFO [Maistenance] Grd [Grid]: Daily

Health Report suzceeded
L Compleled suce

2023-04-12 14:44:10 [638] [332] IN=0 [Faoric_Topology] Site [defaultl0]/ NA / NA S NAL: Site configuration changes: ec0d92030046%ffc [swx-1orD1) node 15 Up

711112 MING [Hardware] IBPart [d=faultl0] / Switch: descl / 28] [de:

A2

re] IBPart [defaultld] ;
HCA-1/1

is 1
2023-

is 87, Peerinlo: defau

D4-12 14:46:20 [&

itch: desc f

amputer: swx-torl 1/ H
2] WARNING [Hardware] IBPort [default|

12 16:29:10 [444] [325] CRITICAL
12 16:29:10 [¢45] [£05) CRITICAL (M2
12 16:31:40 [647] [112 RMING [Hardware] \IBPart [defauislal / Computer:
czleulzted delta is 2. Peer info: defzult3) / Switch 1424

2023-04-12 16:31:40 [448] [112] WARNING [Hardware] [BPort [defautlé] /

Multi-Subnet UFM

esfleg is above the threshold of $0.0%

ully: foptiufm/iil

itch: descl f 78] [dev_|
ch: desel / 30] [dev_id: D43fT20300208450]: Link-Do

{ Computer: r-ulm83 { HCA-1/2] [dev_1d- ecOd9a0200b1

-ufmB3 { HCA-1/2] [de

itch: descl / 26] [dev_ic: D43f720300205450]: Link-Downed counter delta threshol

10000

o
L5

5,
fa,

Uef1%a0): mound a [25.0] Unk that ogerates in [14.0] speed mode.

34] [dev_id: e4102d03000323b0]: Foura 2 [25.0] Lnk that aperates in [14.0] speed mads

otification] Grig [Grid]: FabricHeslth Recort completed with 2 Errors and 2 Warnings

-04-11

043f720300206450]: Limk-Downed counter deltz threshald exceeded. Thresnold is 0, czlculzted delts

770300204450: Link-Dewned counter delta threshold exceeded. Threshald is 0, calculated delta

ed counter delts threshold exceeded, Threshold is 0. calculsted delta

[dev_id: DA3f720300206450]: Link-Downed counter deltz threshold exceeded. Threshold is 0, czleulzted delta

- Link-Downed counter delta threshold sxcesded. Threshold s 0,

14 [r-ufmB3| nade is Up

1
id: ec0d?20300bf5274]; Link-Downed counter delta t

hald exceeded. Thresholdis 0,

ceeded. Thresnold is 0. calculsted delta
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2. Providers logs display providers log separately, displaying logs for all providers
is not supported.

Local Tirme lasizflerusaleml 7 adminv

Providers System Heallh

UFM Health UFM L UFM System Dump Fabric Health Dzily Reports a
EvenlLogs v Time _ast 24 hours M 10000 ~ Occurrences Show
Log View &

Fabric Health Report succee;

Daily Report Comzletes
mail - nor

#11[dev_id: ec0d7a0300445HHc]: GID

ecld 1: Link went down

2023-04-12 20 [&0] [329)
tar] mixS_1lec0d5a0200445

JWARNING [Fabric_Topoleg,
4] INFO [Fabric_Notificaticn] Si

1265

[¢8] [1500]
4:58 [69] [1500] 'NFO 1S
3858 [70] [£04] INFO [Maint
7:38:24 [82] [702 WARNING [Har
#3824 (B3] P02 WARNING [Har

iR 7073-04 5

8

oLy

ware] [BPert [defaultl3l
2] 1BPort [dela

2l /30 [dev_id: 043f720300206650]: Feer Port swx
eex-1orQ 1/ HCA-1/1] [dev_id: ec0d%a03004691c): Pe

SM as urnzalthy dus to FLAPPING
by SM g5 unhe

14. In the "System Dump" tab:

1. "Consumer System Dump" collects system dump for consumer

= ~ocal Time [Asiaf Jerusalem) v Site 1000~ Last Update pra023nz4n  ? adminw

Providers System Health

UFM Health UFM UFM System Ourmp Fabric Health Daily Reports Fabric ¥slidation

Create System Dump

Create Sy

em Durmp of UTM Databsse ara Cenrfiguration Files.

Include Troubleshooting Infarmation

The last systern dumnp fopt/ufmibackup/ufrm-hestBs_2023-04-13_01-40-47 tar.gz was created successfully.Click here 10 download .

2. "Providers System Dump" collect system dumps for one or all providers and
mergeS them into one folder

<
w
T

_oczl Time (A previder_2000  ~

Consumer System Health

UFM Logs | UFM System Cump  Daily Regarts

Create System Dump

Create System Dump of UFM Datzoase 2nd Configuraton Files

Include Troubleshooting Information

Click ner= to down

5 created suce:

Hfufm/backup/ufm-hos 01-03-16.tar.gz »
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15. Under "Settings", subsections for Consumer and Provider are available.

1. "Consumer Settings" contain sections applicable to Consumer UFM specifically
(e.g., creation of access tokens for UFM consumer authentication);

UFM Enterprise

@B Dashboard
Mail Gul Alarm Syslog Log File SNMP Threshold TTLSec) Severity
&5 300 @
&5 .
&5 300 ©n
&6 300 ® nfo .
= 0 -
= @ Vino -
= War -
=
] 0 Vin -
" oV -
b @ vin .
= © Vino -
) [ B
= 0 i -
b wa
b © Vi -
= @ Vino -
b i

2. "Provider Settings" contain sections applicable to one or multiple providers
(e.g., Event Policies can be changed for multiple Providers at once from the
Consumer).
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Consumer Settings
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Plugin Management Praviders Management

Displayed Columns =

Group

Systern Admir

ng 1-1of 1 U~
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