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The following pages provide information on the supported platforms, changes and new
features, and reports on software known issues as well as bug fixes.
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Changes and New Features

Changes and New Features in 25.10-LTSU1

Enhanced Redfish connection management between BMC and UEFI to ensure
proper termination of all open TCP connections

Added support for querying ATF, UEFI, and firmware versions from BMC inventory
independent of DPU OS availability

Updated temperature AEN sensor SEL logging to use descriptive sensor names
instead of generic sensor IDs

Improved BMC log dump performance to reduce execution time:

Changed the default BMC dump file format from .tar.xz  to .zstd . This
update improves dump generation performance.

Customer Affecting Changes
Contents:

Changes in This Release

This section provides a list of changes that took place in the current version and break
compatibility/interface or discontinue support for features or OS versions, etc.

Info

For an archive of changes and features from previous releases, please
refer to "Change Log History".
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Introduced in Version Description Customer Impact and Recommendation

N/A N/A N/A

Changes Planned for Future Releases

This section provides a list of changes that will take place in a future version of the
product and will break compatibility/interface or discontinue support for features or OS
versions, etc.

Planned for Version Description

N/A N/A

Changes in Earlier Releases

This section provides a list of changes that took place throughout the past two major
releases that broke compatibility/interface or discontinued support for features or OS
versions, etc.

Introduced in Version Description Customer Impact and Recommendation

N/A N/A N/A

Discontinued Features

List of features which are supported in previous generations of hardware devices:

N/A
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Supported Platforms and
Interoperability
Supported NVIDIA BlueField-3 Platforms

SKU PSID Description

900-9D3B6-
00CV-AA0

MT_0000000884

NVIDIA BlueField-3 B3220 P-Series FHHL DPU;
200GbE (default mode) / NDR200 IB; Dual-port
QSFP112; PCIe Gen5.0 x16 with x16 PCIe extension
option; 16 Arm cores; 32GB on-board DDR;
integrated BMC; Crypto Enabled

900-9D3B6-
00SV-AA0

MT_0000000965

NVIDIA BlueField-3 B3220 P-Series FHHL DPU;
200GbE (default mode) / NDR200 IB; Dual-port
QSFP112; PCIe Gen5.0 x16 with x16 PCIe extension
option; 16 Arm cores; 32GB on-board DDR;
integrated BMC; Crypto Disabled

900-9D3B6-
00CC-AA0

MT_0000001024

NVIDIA BlueField-3 B3210 P-Series FHHL DPU;
100GbE (default mode) / HDR100 IB; Dual-port
QSFP112; PCIe Gen5.0 x16 with x16 PCIe extension
option; 16 Arm cores; 32GB on-board DDR;
integrated BMC;Crypto Enabled

900-9D3B6-
00SC-AA0

MT_0000001025

NVIDIA BlueField-3 B3210 P-Series FHHL DPU;
100GbE (default mode) / HDR100 IB; Dual-port
QSFP112; PCIe Gen5.0 x16 with x16 PCIe extension
option; 16 Arm cores; 32GB on-board DDR;
integrated BMC; Crypto Disabled

Self-hosted BlueField-3 Platforms

Check the following table for the SKUs of controller board :
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Part
Number

Description

900-
9D3B6-
00CV-DA0

NVIDIA BlueField-3 B3220SH E-Series FHHL Storage Controller, 200GbE
(default mode) / NDR200 IB, Dual-port QSFP112, PCIe Gen5.0 x16 with x16
PCIe extension option, 16 Arm cores, 32GB on-board DDR, integrated BMC,
Crypto Enabled, Tall Bracket

900-
9D3C6-
00CV-GA0

NVIDIA BlueField-3 B3220SH E-Series No Heatsink FHHL Storage
Controller, 200GbE (default mode) / NDR200 IB, Dual-port QSFP112, PCIe
Gen5.0 x16 with x16 PCIe extension option, 16 Arm cores, 48GB on-board
DDR, integrated BMC, Crypto Enabled, Tall Bracket

900-
9D3C6-
00CV-DA0

NVIDIA BlueField-3 B3220SH E-Series FHHL Storage Controller, 200GbE
(default mode) / NDR200 IB, Dual-port QSFP112, PCIe Gen5.0 x16 with x16
PCIe extension option, 16 Arm cores, 48GB on-board DDR, integrated BMC,
Crypto Enabled, Tall Bracket

Supported NVIDIA BlueField-2 Platforms

NVIDIA
SKU

Legacy OPN PSID Description

900-
9D218-
0073-ST1

MBF2H512C-
AESOT

MT_0000000723

BlueField-2 P-Series DPU 25GbE Dual-
Port SFP56; integrated BMC; PCIe Gen4
x8;
Secure Boot Enabled; Crypto Disabled;
16GB on-board DDR; 1GbE OOB
management; FHHL

900-
9D218-
0083-ST2

MBF2H512C-
AECOT

MT_0000000724

BlueField-2 P-Series DPU 25GbE Dual-
Port SFP56; integrated BMC; PCIe Gen4
x8;
Secure Boot Enabled; Crypto Enabled;
16GB on-board DDR; 1GbE OOB
management; FHHL

900-
9D208-
0086-ST4

MBF2M516C-
EECOT

MT_0000000728

BlueField-2 E-Series DPU
100GbE/EDR/HDR100 VPI Dual-Port
QSFP56; integrated BMC; PCIe Gen4 x16;
Secure Boot Enabled; Crypto Enabled;
16GB on-board DDR; 1GbE OOB
management; Tall Bracket; FHHL
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NVIDIA
SKU

Legacy OPN PSID Description

900-
9D208-
0086-SQ0

MBF2H516C-
CECOT

MT_0000000729

BlueField-2 P-Series DPU 100GbE Dual-
Port QSFP56; integrated BMC; PCIe Gen4
x16;
Secure Boot Enabled; Crypto Enabled;
16GB on-board DDR; 1GbE OOB
management; Tall Bracket; FHHL

900-
9D208-
0076-ST5

MBF2M516C-
CESOT

MT_0000000731

BlueField-2 E-Series DPU 100GbE Dual-
Port QSFP56; integrated BMC; PCIe Gen4
x16;
Secure Boot Enabled; Crypto Disabled;
16GB on-board DDR; 1GbE OOB
management; Tall Bracket; FHHL

900-
9D208-
0076-ST6

MBF2M516C-
EESOT

MT_0000000732

BlueField-2 E-Series DPU
100GbE/EDR/HDR100 VPI Dual-Port
QSFP56; integrated BMC; PCIe Gen4 x16;
Secure Boot Enabled; Crypto Disabled;
16GB on-board DDR; 1GbE OOB
management; Tall Bracket; FHHL

900-
9D208-
0086-ST3

MBF2M516C-
CECOT

MT_0000000733

BlueField-2 E-Series DPU 100GbE Dual-
Port QSFP56; integrated BMC; PCIe Gen4
x16;
Secure Boot Enabled; Crypto Enabled;
16GB on-board DDR; 1GbE OOB
management; Tall Bracket; FHHL

900-
9D208-
0076-ST2

MBF2H516C-
EESOT

MT_0000000737

BlueField-2 P-Series DPU
100GbE/EDR/HDR100 VPI Dual-Port
QSFP56; integrated BMC; PCIe Gen4 x16;
Secure Boot Enabled; Crypto Disabled;
16GB on-board DDR; 1GbE OOB
management; Tall Bracket; FHHL

900-
9D208-
0076-ST1

MBF2H516C-
CESOT

MT_0000000738

BlueField-2 P-Series DPU 100GbE Dual-
Port QSFP56; integrated BMC; PCIe Gen4
x16;
Secure Boot Enabled; Crypto Disabled;
16GB on-board DDR; 1GbE OOB
management; Tall Bracket; FHHL
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NVIDIA
SKU

Legacy OPN PSID Description

900-
9D218-
0083-ST4

MBF2H532C-
AECOT

MT_0000000765

BlueField-2 P-Series DPU 25GbE Dual-
Port SFP56; integrated BMC; PCIe Gen4
x8;
Secure Boot Enabled; Crypto Enabled;
32GB on-board DDR; 1GbE OOB
management; FHHL

900-
9D218-
0073-ST0

MBF2H532C-
AESOT

MT_0000000766

BlueField-2 P-Series DPU 25GbE Dual-
Port SFP56; integrated BMC; PCIe Gen4
x8;
Secure Boot Enabled; Crypto Disabled;
32GB on-board DDR; 1GbE OOB
management; FHHL

900-
9D208-
0076-ST3

MBF2H536C-
CESOT

MT_0000000767

BlueField-2 P-Series DPU 100GbE Dual-
Port QSFP56; integrated BMC; PCIe Gen4
x16;
Secure Boot Enabled; Crypto Disabled;
32GB on-board DDR; 1GbE OOB
management; FHHL

900-
9D208-
0086-ST2

MBF2H536C-
CECOT

MT_0000000768

BlueField-2 P-Series DPU 100GbE Dual-
Port QSFP56; integrated BMC; PCIe Gen4
x16;
Secure Boot Enabled; Crypto Enabled;
32GB on-board DDR; 1GbE OOB
management; FHHL

900-
9D218-
0073-ST4

MBF2H512C-
AEUOT

MT_0000000972

BlueField-2 P-Series DPU 25GbE Dual-
Port SFP56; integrated BMC; PCIe Gen4
x8;
Secure Boot Enabled with UEFI disabled;
Crypto Disabled; 16GB on-board DDR;
1GbE OOB management

900-
9D208-
0076-STA

MBF2H516C-
CEUOT

MT_0000000973

BlueField-2 P-Series DPU 100GbE Dual-
Port QSFP56; integrated BMC; PCIe Gen4
x16;
Secure Boot Enabled with UEFI disabled;
Crypto Disabled; 16GB on-board DDR;
1GbE OOB management
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NVIDIA
SKU

Legacy OPN PSID Description

900-
9D208-
0076-STB

MBF2H536C-
CEUOT

MT_0000001008

BlueField®-2 P-Series DPU 100GbE Dual-
Port QSFP56, integrated BMC, PCIe Gen4
x16;
Secure Boot Enabled with UEFI Disabled;
Crypto Disabled; 32GB on-board DDR;
1GbE OOB management; Tall Bracket;
FHHL
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Known Issues

Ref # Issue

4793060

Description: BlueField-3 fwbundle downgrade is not supported via PLDM in
BMC 25.10-LTSU1.

Workaround: N/A

Keyword: Deferred update; downgrade

Reported in version: 25.10

N/A

Description: The IP address range 192.168.240.0–192.168.240.7 is reserved for
internal BMC–UEFI communication. User-configured TCP connections that
utilize addresses within this range may be automatically terminated by the
system.

Workaround: N/A

Keyword: TCP; connection

Reported in version: 25.10

4422284

Description: When the Redfish eROT update command is used, the eROT image
is updated regardless of the value set for the ForceUpdate  flag.

Workaround: N/A

Keyword: eROT force update

Reported in version: 25.10

4650613 Description: On BlueField-2 DPUs, the BMC may not switch to the updated
firmware image after a host power cycle during upgrade. This occurs because
the ERoT (CEC) resets during the cycle, preventing the BMC flash from

Info

Please make sure to also be aware of the known issues and limitations
of the BSP here.

https://docs.nvidia.com/networking/display/BlueFieldDPUOSLatest/Known+Issues
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Ref # Issue

activating the new image. The update becomes effective only after the BMC
itself is rebooted.

Workaround: Reboot the BMC after the host power cycle to activate the new
image.

Keyword: Firmware update; ERoT; CEC

Reported in version: 25.10

4336172

Description: Pushing a PLDM package update to the BMC/CEC without
rebooting the host causes the update process to fail.

Workaround: N/A

Keyword: PLDM; CEC

Reported in version: 25.07

4560376

Description: Performing a BMC factory reset without following up with a
graceful reset leaves the BMC in an incomplete transitional state, resulting in
undefined system behavior.

Workaround: Ensure that after initiating a factory reset, a graceful reset is
performed to complete the process. If skipped, re-run the factory reset
procedure and immediately follow with a graceful reset.

Keyword: Factory; graceful; reset

Reported in version: 25.07

4029375

Description: The Redfish schema for
/Systems/Bluefield/ResetActionInfo  is not supported.

Workaround: N/A

Keyword: Redfish

Reported in version: 25.04

4284756 Description: Boot option re-enabled by UEFI after power reset of DPU.

Workaround:

1. Setting Boot option enable attribute to false.
2. Power reset DPU.
3. Do not reboot or power reset DPU for a second time. If reboot/power

reset DPU does occur, the boot option enable attribute will be recovered
to true on UEFI generated Boot Options, but this issue does not affect
legacy boot options.
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Ref # Issue

4. Completely disable boot options getting reset by UEFI by using
`SYS_DISABLE_AUTO_BOOT_REFRESH=TRUE` configuration in bf.cfg.

Discovered in version: 25.01

4259780

Description: Updating BFB image via HTTPS without CA on BlueField-2 will fail
and may not return the correct failure message.

Workaround: N/A

Discovered in version: 25.01

4261446

Description: When the BlueField-2 SEL log is full, multiple attempts may be
needed to load the SEL database and initialize the log.

Workaround: Retry dump generation command.

Discovered in version: 25.01

4276783

Description: Orchestrated DPU-BMC reboot will not work after upgrade if the
CEC version has not changed.

Workaround: N/A

Discovered in version: 25.01

4177391

Description: BMC Redfish schema contains invalid attributes, causing the
Redfish Mockup creator to return elements not found  errors.

Workaround: N/A

Discovered in version: 25.01

4243159

Description: BMC dump collection is missing procfd.log .

Workaround: N/A

Discovered in version: 25.01

4249132

Description: Copying a file to the BMC that consumes space in the root
filesystem will render the BMC unusable after a reboot.

Workaround: Do not copy any files to the BMC. Doing so will require the
BlueField-3 to be swapped out.

Discovered in version: 25.01

4178704 Description: When deleting an IPv4/6 static IP address via the Redfish
interface, an unexpected failure message may occur even though the operation
has actually succeeded. Example for an IPv6 address:
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Ref # Issue

Workaround: N/A

Discovered in version: 24.10-LTSU1

3922872

Description: In the Systems/Bluefield/LogServices/Dump/Entries
Redfish schema, the Originator  and OriginatorType  fields are not
persistent following a BMC reboot.

Workaround: N/A

Discovered in version: 24.10

4123370

Description: The error notification is not clear on BFB Update when RShim is
not owned by the BMC.

Workaround: N/A

Discovered in version: 24.10

4048673

Description: The AllowableValues in the response for a GET request to the
Chassis/Bluefield_ERoT/ResetActionInfo  scheme are not updated by

the BMC.

Workaround: N/A

Discovered in version: 24.10

4127461

Description: On BlueField-2, when the BMC comes up after reboot and the SEL
buffer is full, it takes about 30 seconds for the BMC to finish setting up all of
the SEL entries. Until then, adding more entries or querying the existing ones
cannot be done.

Workaround: N/A

Discovered in version: 24.10

N/A Description: Ownership of RShim may be ambiguous when ownership is forced
by a new host causing several BMC features to not work due to the ownership
conflict.

Workaround: Reboot the BMC after moving RShim ownership to a new host.
This ensures the BMC correctly synchronizes with the current RShim ownership
status.

redfish/v1/Managers/Bluefield_BMC/EthernetInterfaces/eth0 
-d '{"IPv6StaticAddresses": [{"Address": "0000:0000:0000:0000::0000", "PrefixLength": 64}]}'
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Ref # Issue

Discovered in version: 24.07

3877835

Description: openbmctool  is no longer supported.

Workaround: The supported management interfaces are IPMItool and Redfish.

Discovered in version: 24.07

4027478

Description: BMC's IP aliasing feature allows multiple IP addresses to be
assigned to a single network interface, which permits the interface to respond
to different IP addresses.

Workaround: N/A

Discovered in version: 24.07

3995907

Description: The Redfish schema for BlueField data ports (
Systems/Bluefield/EthernetInterfaces ) displays only the valid IP and

MAC addresses. Other attributes associated with this schema should be
ignored and considered as not current.

Workaround: N/A

Discovered in version: 24.07

3995907

Description: The update to ipmitool  version 1.8.19 has introduced
inconsistencies between the tool and the BMC implementation, leading to
incomplete information being displayed when executing the lan print
command.

Workaround: N/A

Discovered in version: 24.07

3995899

Description: The DPU BMC is equipped to detect ECC errors from the BlueField
Arm system and record these errors in the BMC SEL. For SEL events related to
single-bit ECC errors, the BMC does not recognize the resolution status on the
BlueField Arm and consequently logs "Resolved": false  irrespective of
the actual state.

Workaround: N/A

Discovered in version: 24.07

3925815

Description: When changing the BMC IPv6 address configuration from static to
DHCP, the static IP address in the IPv6 list does not get disabled.

Workaround: N/A

Discovered in version: 24.07
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Ref # Issue

3899719

Description: After executing sel clear , the event log in LogServices
generates Error.LogsCleared .

Workaround: N/A

Discovered in version: 24.07

4005373

Description: DPU BMC does not support the following attributes and schemas
within the Systems/Bluefield  Redfish schema: MemorySummary ,

Memory , Processors , Storage , GraphicalConsole , and PowerMode .

Workaround: N/A

Discovered in version: 24.07

3995906

Description: The BlueField power cycle relies on the PCIe PERST/ALL_STANDBY.
If the host does not disconnect the PCIe link, the DPU BMC would cancel the
power cycle request to avoid causing server errors. Since the power cycle
command is asynchronous, it always returns success; however, if it fails, a new
SEL log is created to indicate that the command has not executed.

Workaround: Get the status from the BMC SEL.

Discovered in version: 24.07

3998661

Description: The ipmitool set static ip  command deletes both IPv4
and IPv6 then creates IPv4 static IP, then changes the IPv4 address causing 1
more create and delete events.

Workaround: N/A

Discovered in version: 24.07

3914629

Description: When "Force PXE" is set right before installing a BFB image via
BMC RShim, BlueField PXE boot fails to boot from NET-OOB-IPV4.

Workaround: N/A

Discovered in version: 24.04

4064373

Description: The DPU BMC LLDP represents the eth0 interface. If the user
initiates a VLAN interface on top of eth0, the LLDP schema does not function
as expected and the transmitted data does not accurately describe the eth0
attribute or the newly created VLAN.

Workaround: N/A

Discovered in version: 24.04
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Ref # Issue

3994990

Description: During a power cycle of the BlueField, the ipmb_host  driver
running on the BlueField OS may crash due to communication issues with the
BlueField BMC, causing the BlueField OS to become stuck.

Workaround: Perform an additional reboot or reset to the BlueField.

Discovered in version: 24.01

3725502

Description: Recording user operations takes place regardless of the action's
success.

Workaround: N/A

Discovered in version: 24.01

3598450

Description: The boot process may stall following a non-graceful reboot.

Workaround: Do not issue force reboot to the BlueField BMC.

Discovered in version: 24.01

3664596

Description: When declaring only a secondary NTP server, this server acts as
the primary one.

Workaround: N/A

Discovered in version: 24.01

3747285

Description: The ipmitool command to force PXE in BMC modifies both the
IPMI and Redfish request settings. When Redfish is enabled in UEFI, Redfish
takes priority, so all PXE boot entries are attempted and before regular boot
continues.

Workaround: Redfish must be disabled if IPMI force PXE retry behavior is
expected.

Discovered in version: 24.01

3662417

Description: The Arm UEFI is crucial for rapid system booting, activating the NIC
for host network communication. The Arm UEFI tries to fetch Redfish host
credentials from the DPU BMC during boot-up. If not done within a designated
timeframe, UEFI skips Redfish setup and boots the OS, ignoring any Redfish
server settings or updates.

Workaround: Reboot the BlueField Arm core again.

Discovered in version: 24.01

3668925 Description: If a VLAN setup is necessary for a specific interface on the BMC,
finish all other network configurations (such as DHCP/STATIC) on the interface
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Ref # Issue

before implementing the VLAN setting (because the VLAN inherits all
configurations from the existing interface).

Workaround:

1. Initialize the network interface:

2. Set the VLAN:

Discovered in version: 23.10

3534150

Description: The BMC and BlueField utilize a shared IPMB channel for IPMI
communication. If multiple requests coincide on this interface, users may
encounter command failures with timeout indications.

Workaround: Raise the retry counter for IPMItool requests by using the
command ipmitool -R 20 * .

Discovered in version: 23.10

3631199

Description: If Redfish is enabled in the UEFI menu (default), then Secure Boot
configuration done from Redfish overrides Secure Boot configuration done
from UEFI.

Workaround: Disable Redfish in UEFI menu and update secure boot state.

Discovered in version: 23.10

3654930

Description: If the BlueField BMC firmware has been upgraded from version
2.8.2-x or older to version 23.03 or newer, it is necessary to execute a factory
reset of the BlueField BMC.

Workaround: N/A

Discovered in version: 23.03

ipmitool lan set 1 ipsrc static

ipmitool lan set 1 ipaddr <ip>
ipmitool lan set 1 netmask <netmask>
ipmitool lan set 1 defgw ipaddr <gateway-ip>

ipmitool lan set 1 vlan id <vlan-id>

https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/BMC-Management
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/BMC-Management
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Ref # Issue

3637527

Description: The BlueField Redfish BIOS/UEFI supports only UEFI mode for
BootSourceOverrideMode . If a user configures the

BootSourceOverrideMode  to legacy , all override settings are disregarded
by the BIOS/UEFI.

Workaround: Set BootSourceOverrideMode  to UEFI .

Discovered in version: 23.10

3634649

Description: In the Redfish Systems/Bluefield  schema, the

LastResetTime  attribute does not accurately capture the system reset
values.

Workaround: N/A

Discovered in version: 23.09

3634603

Description: When the BlueField operates in NIC mode, the Arm core does not
load any OS. In this scenario, any BMC functionality that relies on extracting
data from the OS through the IPMB channel will be unavailable or limited.
including:

Firmware inventory schema
Chassis schema
Sensors

Workaround: N/A

Discovered in version: 23.10

3609525

Description: Following a reboot of BlueField's BMC, it is necessary to wait 30
seconds to allow for the complete loading of system services before initiating a
reboot of BlueField itself.

Workaround: N/A

Discovered in version: 23.09

3590634

Description: When updating the BMC's firmware, it is critical to maintain the
system powered on until the update process is finished.

Workaround: N/A

Discovered in version: 23.09

3599824 Description: In NIC mode, the BMC's Redfish chassis schema contains only
limited information about BlueField. This is because, in this mode, the OS is not
available to supply the necessary information to the BMC.
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Ref # Issue

Workaround: N/A

Discovered in version: 23.09

3605254

Description: Following a system power cycle, both the BlueField and BMC boot
independently which may lead to BlueField's UEFI boot process to complete
before the BMC's. As a result, when attempting to establish Redfish
communication, the BMC may not yet be prepared to respond.

Workaround: Power cycle; Redfish; boot

Discovered in version: 23.09

3388059

Description: When BlueField-2 boots and its services are loaded, there is a
possibility that the IPMI over RMCP may become unresponsive due to the
default timeout for commands being set to 1 second.

Workaround: Increase the default timeout to 10 seconds when sending IPMI
RMCP commands using the -N  option. Example command:

Discovered in version: N/A

sudo ipmitool -I lanplus -C 17 -N 10 -H <BMC-IP> -U <BMC-
User> -P <BMC-Password> mc info
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Bug Fixes in This Version

Ref # Issue

4662191

Description: The BMC pending version may be displayed in a non-standard
format (e.g., the version BF-24.10-36 may appear as 02410036).

Reported in version: 25.10

4658475

Description: The BMC pending version string generated by the BMC may
include an unwanted leading zero in the last segment of the version (e.g.,
00250804 is exposed as BF-25.08-04 instead of BF-25.08-4).

Reported in version: 25.10

4686938

Description: After a successful BFB update via SCP, subsequent updates may
show incorrect progress messages (e.g., “Transfer progress: 100%”) that do
not reflect the actual update status.

Reported in version: 25.10

4664471

Description: When creating a VLAN using ipmitool , the interface

incorrectly appeared as a second entry in the DedicatedNetworkPorts
collection. This results in redundant port entries showing identical LLDP data.

Reported in version: 25.10

Info

For an archive of bug fixes from previous releases, please refer to Bug
Fixes History.
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Bug Fixes History
Ref # Issue

4064373

Description: The DPU BMC LLDP represents the eth0  interface. If a VLAN
interface is initiated on top of eth0, the LLDP schema does not function as
expected and the transmitted data does not accurately describe the eth0
attribute or the newly created VLAN.

Fixed in version: 25.10

4365835

Description: There is a mistake in the message displayed when the BISO
secure boot setting is changed through the DPU BMC where the event log
shows ScureCurrentBoot  instead of SecureBootCurrentBoot .

Fixed in version: 25.10

4549368

Description: Power sensors available via ipmitool sensor  command are
not available when DPU is in kernel lockdown mode.

Fixed in version: 25.10

4551450

Description: After BMC factory reset, the ipmitool network interface may
fail to connect to the DPU BMC via the RMCP interface.

Fixed in version: 25.10

4525138

Description: SoC power sensors are not reported via BMC, resulting in
missing power telemetry data in ipmitool and WebUI.

Fixed in version: 25.07

4484568

Description: BMC fails to boot due to No Space Left  on

/var/lib/phosphor-debug-collector/dumps  directory, leading to
inaccessible BMC.

Fixed in version: 25.07

4458182

Description: If a corrupted or unauthenticated BFB image is transferred
from the BMC to the DPU, the system halts the installation process as part
of a built-in security mechanism. Once triggered, the recovery path
remains locked to prevent potential compromise.

Fixed in version: 25.07
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Ref # Issue

4484640

Description: Certain BMC users fail to authenticate via IPMI lanplus
interface (RAKP unauthorized name error).

Fixed in version: 25.07

4517562

Description: After upgrading the BMC to version 24.10 or later, SEL entries
generated by earlier versions may no longer appear in ipmitool sel output.

Fixed in version: 25.07

4530693

Description: Over-temperature warnings in ipmitool SEL logs lack port
identifiers and show inconsistent sensor IDs compared to WebUI/Redfish,
complicating troubleshooting.

Fixed in version: 25.07

4331648

Description: If user sets SEL capacity to a lower size than the previous
setting, some existing SEL entries might be erased rather than preserved.

Fixed in version: 25.04

4376078
Description: IPMI SEL is missing output while WEBUI SEL displays in full.

Fixed in version: 25.04

4052874

Description: UefiSignatureOwner  field is not supported. If this field is
populated with data, an exception occurs.

Fixed in version: 25.01

4158416

Description: When updating the BFB image on a BlueField-2 system via
HTTP/HTTPS using Redfish, the operation may fail if the system is
overloaded.

Fixed in version: 25.01

4128189

Description: When updating the BFB image on a BlueField-2 system via
HTTP/HTTPS using Redfish, the operation may fail if the system is
overloaded.

Fixed in version: 24.10-LTSU1

4129718

Description: If the path of installation of the bfb image is called and the
RShim on the host is not connected, the BMC takes the RShim. If the
RShim on the host is connected, calling this path returns an error.

Fixed in version: 24.10-LTSU1

4135001 Description: The serial number is missing from SMBIOS table 3 and from
Redfish schema /Chassis/Card1  .
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Ref # Issue

Fixed in version: 24.10-LTSU1

4151178

Description: The ipmid  and netipmid  processes have an inconsistent

view of the user database until changes propagate to netipmid  .

Fixed in version: 24.10-LTSU1

4047689

Description: While running the reprovisioning script from BMC, the RShim
boot device appears to be busy which causes the script to fail without
completing the process.

Fixed in version: 24.10

4146640

Description: In the event of a server reboot, the BMC may boot before the
host and take control of the RShim before the host.

Fixed in version: 24.10

3991930

Description: The reported dump entry creation date is not initialized
properly and reports the default system date
1970-01-01T00:28:43.991149+00:00  when creating a dump entry

using the LogService on the Redfish interface.

Fixed in version: 24.10

4064371

Description: The BMC dump collection is missing the varfilelist.log
and slabinfo.log  files.

Fixed in version: 24.10

3906500

Description: Using the header connection: close  in a Redfish request

terminates the x-auth-token  session

Fixed in version: 24.07

3875280

Description: UUID and SKU properties are intermittently unavailable after
BlueField BMC reboot.

Fixed in version: 24.07

3888140 Description: When warm rebooting the BlueField OS, the IPMB channel
between the BlueField and BlueField BMC may fail to function due to
underlying I2C channel issues. If this o ccurs, all functionality relying on this
channel are affected, including:

IPMI commands from the BlueField OS to the BlueField BMC and vice
versa
Redfish BlueField inventory schema
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Ref # Issue

Redfish network schema of the BlueField OOB and network
interfaces
BlueField sensor information

Fixed in version: 24.07

3878990

Description: The BMC may provide incorrect bootstrap credentials to the
UEFI. This results in the failure of any BIOS configurations.

Fixed in version: 24.07

3855648

Description: The manager factory reset action is named
ResetToDefaults  instead of ResetType  as per the Redfish Data

Model specification.

Fixed in version: 24.07

3599016

Description: After a BFB update, it takes the BMC ~30 seconds to sync
with the true values from the DPU reflected in the command
ipmitool sensor list .

Fixed in version: 24.04

3837485

Description: In some instances, consecutive core dumps occur, and since
extracting the NIC debug log is a lengthy operation, this could result in log
mismatch and inaccurate information.

Fixed in version: 24.04

3780188
Description: Add bad syndrome pipe also in dynamic mode.

Fixed in version: 24.04

3634701

Description: In the Redfish Systems/Bluefield  schema, the

Description  attribute is of a generic type and does not specify the DPU
system.

Fixed in version: 24.04

3662417

Description: The BMC may provide incorrect bootstrap credentials to the
UEFI. This would result in the failure of any BIOS configurations.

Fixed in version: 24.01

3715528 Description: The TransferProtocol@Redfish.AllowableValues
under the simpleUpdate  service is held in a double list, deviating from
the DMTF definition.
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Ref # Issue

Fixed in version: 24.01

3561677

Description: It is not possible to modify the values of the BootOrder,
BootOverride, and Secure Boot attributes from the UEFI menu because
they are set by default to be configured from Redfish interface.

Fixed in version: 23.09

3566036

Description: After performing BF BMC factory reset, the
/home/root/.ssh  directory is deleted which causes the first attempt to

confirm the host identity and initiate a BFB update procedure to fail while
displaying the error message Host is unknown .

Fixed in version: 23.09

3587968

Description: VLAN 4040 serves as a dedicated VLAN for facilitating Redfish
communication between UEFI and DPU BMC. However, if the OOB RJ45
port is connected to an unmanaged switch or hub, the VLAN traffic from
VLAN 4040 may spill over into the broader LAN network which may lead
the local UEFI to unintentionally communicate with a remote BMC instead
of the intended local BMC.

Fixed in version: 23.09

3478796

Description: Rarely, it is possible for the BMC to exceed the boot timeout
set by the root of trust. In such case, the RoT initiates a second reboot of
the BMC, which is expected to result in a successful boot.

Fixed in version: 23.09

3604148

Description: In the uncommon scenario where, following a system power
cycle, the DPU fails to boot successfully, the BMC would be unable to
retrieve network data from the DPU's operating system. This leads to an
absence of information in the Redfish chassis schema, which is responsible
for describing the network adapters.

Fixed in version: 23.09

3600004

Description: Description: In dual-port DPU, the DPU's Redfish schema,
specifically the "chassis NetworkAdapters", will replicate the data from port
1 into port 2.

Fixed in version: 23.09

3560559 Description: If the DPU OS's OOB interface is disabled, it may lead to an
issue that results in the DPU BMC losing network connectivity. This
problem arises when the UEFI enables the OOB port (e.g., PXE, Redfish), but
the OS does not load the necessary services and OOB kernel driver. In this
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Ref # Issue

scenario, the physical link remains active despite the OS driver not
functioning, causing the hardware queue to become filled. Consequently,
flow control pause packets are sent to the onboard 3-port switch, which
may eventually lead to the DPU BMC losing its network connectivity.

Fixed in version: 23.09

N/A

Description: If the NIC BMC boots with non-default network configuration
under /run/initramfs/rw/cow/etc/systemd/network/* , then the
dedicated VLAN 4040 which supports the Redfish host interface with the
UEFI BIOS device is not created.

Fixed in version: 23.09

3554128

Description: dmidecode  output does not match " ipmitool fru print
" output.

Fixed in version: 23.07

2930671
Description: A power cycle of the system might result in BMC MAC change.

Fixed in version: 2.8.2-34

3444360
Description: IPMI LAN print does not work in stateful DHCPv6.

Fixed in version: 2.8.2

200767989
Description: SOL console receives a garbage message when it is connected.

Fixed in version: 2.8.2

200748177

Description: PXE boot via OOB interface enters grub mode when cold
rebooting the x86 host against BFB version 3.7.0.

Fixed in version: 2.8.2
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Change Log History
Changes and New Features in 25.10

Implemented a deferred firmware update flow that enables updating all firmware
components from the DPU-BMC without service interruption in DPU mode

Enhanced security through mandatory kernel module signing and verification,
ensuring all kernel modules are cryptographically signed and verified by the Linux
kernel before loading

Added user-accessible functionality to force BMC RShim ownership, enabling
recovery scenarios where manual intervention is required to reclaim RShim control
for troubleshooting and system recovery operations

Changes and New Features in 25.07

Added Redfish system/processor schema support for BlueField-3 to provide
comprehensive hardware inventory information through standard Redfish interfaces
(System Processor)

Implemented ATX power loss SEL event reporting to BMC during AC power cycles for
BlueField-3 systems to improve power state monitoring and diagnostics (ATX Power
Error)

Enhanced ipmitool bootdev commands with automatic 60-second invalidation when
no reboot or power reset execution occurs on host (BlueField Arm) (Boot Source
Override Config Using IPMI)

Support live firmware upgrades, enabling firmware updates without hots (BlueField
Arm) downtime (section "BFB Live Firmware Update" in Installation for DPU Mode)

Changes and New Features in 25.04

Extended Arm-UEFI support to ensure seamless operation until BlueField BMC
initialization completes

Added RTC battery voltage monitoring to the SDR list for enhanced system
diagnostics

https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/System-Processor
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/System-Logs
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/System-Logs
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/Boot-Configuration
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/Boot-Configuration
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/Installation-for-DPU-Mode
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/BMC-Sensor-Data
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Implemented Redfish mutual authentication support for BlueField-3 platforms

Updated BMC FRU content to enhance backward compatibility

Introduced a unified, time-synchronized logging system for BlueField-3 BMC to
ensure consistent event order and accurate timestamps across IPMI and Redfish
interfaces. The system will begin assigning new SEL IDs starting from 1. If existing
SEL entries have overlapping IDs, they will be overwritten by new entries. After
upgrading to the new version, it is advised to clear all SEL entries to prevent
potential ID conflicts and ensure optimal log integrity.

Added BMC Redfish support for remote attestation over Redfish specifically for
SPDM:

BlueField NIC

CEC1736 (BMC ERoT)

Security Hardening: Implemented several Linux kernel configuration changes to
improve system security and activated kernel module signature. The following table
summarizes key modifications:

Parameter
Old
Value

New
Value

Reason

CONFIG_KEXEC yes Not set
Enables replacement of
running kernel using
kexec  command.

CONFIG_SLAB_MERGE_DEFAULT yes Not set

Prevents merging
similar-sized slab
caches, mitigating
cross-slab heap
attacks

CONFIG_SHUFFLE_PAGE_ALLOCATOR
Not
set yes

Enables randomization
of the high-order page
allocation freelist

CONFIG_SECURITY_DMESG_RESTRICT Not
set

yes

Prevents kernel
memory address
leakage through
dmesg

CONFIG_DEBUG_FS yes Not set Disables debugfs ,
reducing the kernel’s

https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/DPU-BMC-SPDM-Attestation-via-Redfish
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Parameter
Old
Value

New
Value

Reason

attack surface

CONFIG_BPF_SYSCALL yes Not set

Disables the bpf()
syscall, restricting
manipulation of BPF
programs and maps

CONFIG_USER_NS yes Not set

Disables user
namespaces to prevent
privilege escalation via
namespace exploits

CONFIG_BUG_ON_DATA_CORRUPTION Not
set

yes

Enables kernel
validation checks for
detecting data
corruption

CONFIG_STATIC_USERMODEHELPER Not
set

yes

Forces all usermode
helper calls to a single,
fixed executable to
prevent manipulation

CONFIG_DEFAULT_MMAP_MIN_ADDR 4096 32768

Increases the minimum
mmap address to
mitigate kernel NULL
pointer dereference
exploits

CONFIG_DEBUG_KMEMLEAK yes Not set

Disabled due to its
dependency on
CONFIG_DEBUG_FS ,

which is also now
disabled
This parameter
changed only in
BlueField-2 (already not
set in BlueField-3).

CONFIG_MODULE_SIG Not
set

yes Kernel module
signature

CONFIG_MODULE_SIG_ALL Not
set

yes

CONFIG_MODULE_SIG_FORCE Not
set

yes
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Parameter
Old
Value

New
Value

Reason

CONFIG_MODULE_SIG_SHA512
Not
set yes

Changes and New Features in 24.10 LTSU2

System now logs comprehensive power events (CPER and SEL) in the DPU BMC if
ATX power is disconnected from the BlueField-3 card during card operation.

Added a dedicated sensor to the DPU BMC sensor suite that provides real-time
visibility into SoC power consumption.

Added support for capturing BlueField-3 PCIe errors and presenting them in the
DPU BMC's CPER and SEL logs, improving troubleshooting and diagnostics.

Changes and New Features in 25.01

Bug fixes

Changes and New Features in 24.10 LTSU1

Added Redfish support to get OOB network 3-port switch port link status

Added current limitation alarm events to BMC system event log (SEL)

Integrated UE/CE memory/CPU cache ECC error recording into BMC CPER logger

Added support for ipmitool commands to configure IPv6 gateway

Added support for RAS logging

Info

Changes to the kernel configuration parameters were made in
accordance with recommended security hardening practices
from the Linux Kernel Self-Protection Project (KSPP), grsecurity
and CLIP OS.

https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/OOB-Network-3-Port-Switch-Control
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/System-Logs
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/Network-Protocol-Support
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/System-Logs
https://kspp.github.io/
https://grsecurity.net/
https://docs.clip-os.org/clipos/kernel.html#configuration
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Changes and New Features in v24.10

To ensure FRU device information is consistent across different system components,
NVIDIA Networking is aligning the BlueField BMC FRU board product name with the
system product name. This means that there would be two variations of BlueField
BMC FRUs in the field. The following are the supported deviations:

FRU Field Rev-1 (Old) Rev-2 (New)

FRU Device Description Nvidia-BMCMezz (ID 169) BlueField-3 DPU (ID 243)

Board Manufacturing Date <Board-mfg-date> <Board-mfg-date>

Board Manufacturer Nvidia Nvidia

Board Product Nvidia-BMCMezz BlueField-3 DPU

Board Serial <Board-serial> <Board-serial>

Board Part Number <Board-part-number> <Board-part-number>

Security enhancements – Introduced a new BIOS option to disable the IPMI channel
between the BlueField Arm cores and its BMC. By default, this interface is enabled.
However, a new BIOS attribute accessible via Redfish now permits disabling this
interface for enhanced security.

IPMB channel relocation – The IPMB channel used by the BlueField BMC to retrieve
data from the BlueField Arm is now utilizing a dedicated I2C interface. This change is
aimed at improving the serviceability of the interface.

Temperature monitoring – Added the BlueField Arm DDR sensor to the BlueField
BMC sensor list. This addition enables the monitoring of DDR temperature
(ddr_temp), ensuring better performance and reliability.

Event logging enhancements – Introduced several new event alarms:

BlueField data port module over current event (Module Critical Power
Consumption)

BlueField data port module temperature event (Module Temperature Going
High/Low)

BlueField Arm frequency change event (Arm Frequency Change)

Note

https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/BMC-Sensor-Data
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/System-Logs
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/System-Logs
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/System-Logs
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/System-Logs
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/System-Logs
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BIOS Debug Mode – An option has been added to enable BIOS debug mode,
facilitating advanced troubleshooting and system analysis

Changes and New Features in v24.07

Extended DHCP mode setting to provide control for each IP version. In the current
version, IPMITool includes a dedicated function to control the mode for both IPv4
and IPv6. For more details, please refer to section "Configuring IPv6 Mode".

Updated Linux kernel from version 5.15 to 6.1

Upgraded BlueField BMC Linux packages:

libpam 1.6 to 1.61

curl 8.5 to 8.7.1

bash 3.2.57 to 5.2.21

DNSmasq 2.9

glibc 2.39

ipmitool 1.8.19

busybox 1.36.1

rsyslog 8.2402.0

The DPU BMC no longer supports openbmctool; all APIs are now accessible via
Redfish

The Redfish schema at /redfish/v1/Cables/  is no longer supported. The data
port link state is now accessible through the
Chassis/Card1/NetworkAdapters/NvidiaNetworkAdapter/Ports  schema

which includes the link state for the available data ports.

The size of the BMC dump entry container is no longer limited to only two BMC
dump entries. The limit now applies to the total amount of memory stored in the

These alarms are now logged to the BMC System Event
Log (SEL) for better event tracking and system diagnostics.

https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/BIOS-Configuration
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/Network-Protocol-Support
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container, thus allowing more BMC dump entries to be stored in it depending on
their size (Creating BMC Dump Task).

Added support for the IPMI OEM command to configure the guest tunnel ( Guest
Tunnel)

Extended the BMC log to capture Redfish/IPMI command configurations initiated by
the user of the BMC (System Logs)

RAS record UE/CE faults of MEM into BMC SEL (RAS Errors)

Enhanced Redfish BFB SimpleUpdate to support HTTP/HTTPS file transfer policy
(Installing BFB)

Introduced rsyslog capability to log BMC SEL entries and Arm console output to a
remote server (Rsyslog)

Network re-provisioning (Bare-metal Reprovisioning):

Added an option in network re-provisioning for BMC to halt instead of reset
after provisioning, allowing users to choose when to reset the DPU after
provisioning is complete

Added support for ATF/UEFI and NIC firmware golden image versioning

Added support for RShim force ownership request

Changes and New Features in v24.04

Updated RShim user space driver to version 2.0.27

Added an additional FRU device to the DPU BMC to reflect DPU Arm FRU
information (System FRU)

Introduced a redfish command to reset the DPU BMC eROT (Glacier) (Activating New
CEC)

Implemented support for sending sysrq controls to the DPU Arm through the SOL
interface (SysRq Support in SOL)

Change the Redfish BFB software update and Redfish system dump to try
automatically to acquire the RShim interface

https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/BMC-and-BlueField-Logs
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/Guest-Tunnel
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/Guest-Tunnel
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/System-Logs
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/System-Logs
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/Deploying-Software-Using-BFB
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/Rsyslog
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/Bare-metal-Reprovisioning
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/System-FRU
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/CEC-and-BMC-Firmware-Operations
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/CEC-and-BMC-Firmware-Operations
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/Serial-Over-LAN
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Added Redfish schema to provide DPU description, base MAC, and base GUID (DPU
Information)

Introduced Redfish schema to support MultipartHttp UpdateService  for DPU
BMC and CEC Firmware update (BMC and CEC Firmware Operations)

Added Redfish schema for the BlueField Arm network interfaces (OOB and data
ports) (BlueField Host Network Interface)

Included LLDP Redfish schema for the BlueField BMC's 1Gb/s interface (LLDP in
Redfish)

Enhanced Redfish support for the service identification property (Product Instance
Identifier)

Enforced ipmitool user privilege policy

Changes and New Features in v24.01

Expanded the BMC dump log to incorporate data from the NIC firmware. A new log
containing NIC device debug information has been introduced and is now accessible
on NVIDIA® BlueField®-3 systems.

Enabled DPU BMC to facilitate soft shutdown requests to the embedded CPU via
both IPMI and Redfish protocols

Upgraded the Linux Kernel version to 5.15 in the OpenBMC system

Added IPMI and Redfish commands to disable/enable DPU Arm out-of-band (OOB)
access to the management network

Added new entries to the BMC system event log (SEL) or BMC operation log,
enhancing support for BMC operations

Incorporated a Redfish command for the deployment of BIOS CA certificates

Updated BMC password policy

Added support for simple HttpMultiPart  update for BMC and eROT firmware

Changes and New Features in v23.10

NVIDIA® BlueField®-3 Redfish enhancements:

https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/DPU-Information
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/DPU-Information
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/CEC-and-BMC-Firmware-Operations
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/BlueField-Host-Network-Interface
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/Product-Instance-Identifier
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/Product-Instance-Identifier
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/Connecting-to-BMC-Interfaces
https://docs.nvidia.com/networking/display/bluefieldbmcv2510ltsu1/BMC-Management
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Included phosphor-logging entry for dumping /dev/rshim/misc  messages

Implemented Redfish-based firmware configuration for switching between
BlueField DPU mode and NIC mode for BlueField-3

Added an OEM API for enabling/disabling BMC RShim, offering more control
over this critical component

Enhanced debuggability for the DPU BMC which includes the ability to store DPU
console/serial logs for troubleshooting and analysis

Deployment of a more restrictive firewall policy to enhance system security

Added power-capping control capabilities from the DPU BMC, providing greater
power management flexibility

Added an OEM API for key-based authentication

Incorporated the wget  application into the BMC OS

Enhanced the system with the ability to enable\disable the DPU OOB port using IPMI
commands

Removed DPU BMC SMBus master capabilities

CEC1736 EC firmware upgrade to version 00.02.0152.0000 – t he boot completion
timeout for CEC1736 has been increased from 2 minutes to 8 minutes in this
version to ensure that the BMC completes its boot process within the allotted time.
If the BMC fails to boot within that period, the CEC1736 initiates a reset of the BMC.

Note

This change may lead to undesired system behavior:

If a new BMC firmware update is in progress during this
period, the CEC1736 reverts to the previous version of the
BMC firmware
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Changes and New Features in v23.09

The NCSIoMCTPoSMBus interface has been activated to facilitate communication
between the DPU BMC and the NIC subsystem. This activation has introduced
several enhanced functionalities to the NIC subsystem's firmware, including:

Configuring and retrieving the DPU's operational mode

Configuring and retrieving the status of the RShim

Retrieving the strap values of the NIC subsystem on the DPU

Obtaining information about the OS state

Added the ability to control BIOS secure boot configuration through the Redfish
interface

Changes and New Features in v23.07

Allow programmatic changing of BIOS/UEFI parameters via the Redfish API

Support UEFI HTTP boot using Redfish

Allow programmatic mechanism for changing BIOS/UEFI boot order using Redfish

Implemented the Certificate, CertificateLocations, and CertificateService schema in
the NIC BMC, including certificate information

Implemented Redfish-based firmware update using the SimpleUpdate SCP schema
for DPU recovery

DPU BMC indication of the reset/reboot state

Changes and New Features in v23.04-3

Added support for BMCs of BlueField-3 DPUs

Add support for Serial Console Redirection

If the BMC fails to provide six boot complete indications,
the CEC1736 interrupts the BMC boot process,
necessitating a full reset cycle to recover the DPU BMC
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Added Redfish service with the underlying schemas:

Redfish chassis schema to represent the DPU chassis elements including:

/redfish/v1/Chassis/Card1

/redfish/v1/Chassis/Bluefield_BMC

/redfish/v1/Chassis/Bluefield_ERoT

Redfish sensor schema:

/redfish/v1/Chassis/Card1/Sensors/

NetworkAdapter schema representing a physical network adapter capable of
connecting to a computer network:

/redfish/v1/Chassis/Card1/NetworkAdapters

NetworkDeviceFunction schema representing a logical interface that a network
adapter exposes:

/redfish/v1/Chassis/Card1/NetworkAdapters/{NetworkAdapter

Port schema containing properties that describe a port of a switch, controller,
chassis, or any other device that could be connected to another entity:

/redfish/v1/Chassis/Card1/NetworkAdapters/{NetworkAdapter

Management subsystem schema:

/redfish/v1/Managers/Bluefield_BMC

Updated service and the properties that affect the service itself for Redfish
implementation:

/redfish/v1/UpdateService

Redfish FirmwareInventory schema:

/redfish/v1/UpdateService/FirmwareInventory



Release Notes 38

Redfish log service:

/redfish/v1/Managers/Bluefield_BMC/LogServices

Redfish user account for the system manager:

/redfish/v1/AccountService

/redfish/v1/AccountService/Roles

/redfish/v1/SessionService/Sessions

Redfish session service properties:

/redfish/v1/SessionService

Redfish task service:

/redfish/v1/TaskService

Changes and New Features in 2.8.2-34

Updated LLDPAD to be enabled by default

Changes and New Features in 2.8.2

First software GA release
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Notice

This document is provided for information purposes only and shall not be regarded as a warranty of a certain
functionality, condition, or quality of a product. NVIDIA Corporation (“NVIDIA”) makes no representations or warranties,
expressed or implied, as to the accuracy or completeness of the information contained in this document and assumes
no responsibility for any errors contained herein. NVIDIA shall have no liability for the consequences or use of such
information or for any infringement of patents or other rights of third parties that may result from its use. This
document is not a commitment to develop, release, or deliver any Material (defined below), code, or functionality.

NVIDIA reserves the right to make corrections, modifications, enhancements, improvements, and any other changes to
this document, at any time without notice.

Customer should obtain the latest relevant information before placing orders and should verify that such information is
current and complete.

NVIDIA products are sold subject to the NVIDIA standard terms and conditions of sale supplied at the time of order
acknowledgement, unless otherwise agreed in an individual sales agreement signed by authorized representatives of
NVIDIA and customer (“Terms of Sale”). NVIDIA hereby expressly objects to applying any customer general terms and
conditions with regards to the purchase of the NVIDIA product referenced in this document. No contractual obligations
are formed either directly or indirectly by this document.

NVIDIA products are not designed, authorized, or warranted to be suitable for use in medical, military, aircraft, space, or
life support equipment, nor in applications where failure or malfunction of the NVIDIA product can reasonably be
expected to result in personal injury, death, or property or environmental damage. NVIDIA accepts no liability for
inclusion and/or use of NVIDIA products in such equipment or applications and therefore such inclusion and/or use is at
customer’s own risk.

NVIDIA makes no representation or warranty that products based on this document will be suitable for any specified
use. Testing of all parameters of each product is not necessarily performed by NVIDIA. It is customer’s sole responsibility
to evaluate and determine the applicability of any information contained in this document, ensure the product is
suitable and fit for the application planned by customer, and perform the necessary testing for the application in order
to avoid a default of the application or the product. Weaknesses in customer’s product designs may affect the quality
and reliability of the NVIDIA product and may result in additional or different conditions and/or requirements beyond
those contained in this document. NVIDIA accepts no liability related to any default, damage, costs, or problem which
may be based on or attributable to: (i) the use of the NVIDIA product in any manner that is contrary to this document or
(ii) customer product designs.

No license, either expressed or implied, is granted under any NVIDIA patent right, copyright, or other NVIDIA intellectual
property right under this document. Information published by NVIDIA regarding third-party products or services does
not constitute a license from NVIDIA to use such products or services or a warranty or endorsement thereof. Use of
such information may require a license from a third party under the patents or other intellectual property rights of the
third party, or a license from NVIDIA under the patents or other intellectual property rights of NVIDIA.

Reproduction of information in this document is permissible only if approved in advance by NVIDIA in writing,
reproduced without alteration and in full compliance with all applicable export laws and regulations, and accompanied by
all associated conditions, limitations, and notices.

THIS DOCUMENT AND ALL NVIDIA DESIGN SPECIFICATIONS, REFERENCE BOARDS, FILES, DRAWINGS, DIAGNOSTICS,
LISTS, AND OTHER DOCUMENTS (TOGETHER AND SEPARATELY, “MATERIALS”) ARE BEING PROVIDED “AS IS.” NVIDIA
MAKES NO WARRANTIES, EXPRESSED, IMPLIED, STATUTORY, OR OTHERWISE WITH RESPECT TO THE MATERIALS, AND
EXPRESSLY DISCLAIMS ALL IMPLIED WARRANTIES OF NONINFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A
PARTICULAR PURPOSE. TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT WILL NVIDIA BE LIABLE FOR ANY
DAMAGES, INCLUDING WITHOUT LIMITATION ANY DIRECT, INDIRECT, SPECIAL, INCIDENTAL, PUNITIVE, OR
CONSEQUENTIAL DAMAGES, HOWEVER CAUSED AND REGARDLESS OF THE THEORY OF LIABILITY, ARISING OUT OF
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ANY USE OF THIS DOCUMENT, EVEN IF NVIDIA HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
Notwithstanding any damages that customer might incur for any reason whatsoever, NVIDIA’s aggregate and
cumulative liability towards customer for the products described herein shall be limited in accordance with the Terms of
Sale for the product.

Trademarks

NVIDIA and the NVIDIA logo are trademarks and/or registered trademarks of NVIDIA Corporation in the U.S. and other
countries. Other company and product names may be trademarks of the respective companies with which they are
associated.
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