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BMC supports configuring the NVIDIA® BlueField®'s BIOS using Redfish commands.

BIOS Configuration Schema

The BIOS schema includes properties associated with the BIOS attribute registry, which
defines system-specific BIOS attributes and the actions needed to modify BIOS settings.
If the @Redfish.Settings  term is present in this resource, a client can use it to
request changes to the BIOS settings by updating the resource identified by the
@Redfish.Settings  annotation.

Getting BIOS Attributes List

Output example:

Info

After running factory reset, the BIOS configuration attributes list is
updated only after rebooting the BlueField as the list gets its values
from UEFI as BlueField is booting and Redfish is enabled.

curl -k -u root:'<password>' -X GET 
https://<bmc_ip>/redfish/v1/Registries/BiosAttributeRegistry/BiosAt

Info

In the following output, there is only one BIOS attribute,
UefiPassword .
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{
  "@Redfish.Settings": {
    "@odata.type": "#Settings.v1_3_5.Settings",
    "SettingsObject": {
      "@odata.id": "/redfish/v1/Systems/Bluefield/Bios/Settings"
    }
  },
  "@odata.id": "/redfish/v1/Systems/Bluefield/Bios",
  "@odata.type": "#Bios.v1_2_0.Bios",
  "Actions": {
    "#Bios.ChangePassword": {
      "target": 
"/redfish/v1/Systems/Bluefield/Bios/Actions/Bios.ChangePassword"
    },
    "#Bios.ResetBios": {
      "target": 
"/redfish/v1/Systems/Bluefield/Bios/Actions/Bios.ResetBios"
    }
  },
  "Attributes": {
    "BootPartitionProtection": false,
    "CeThreshold": 5000,
    "CurrentUefiPassword": "",
    "DateTime": "2024-10-17T19:47:04Z",
    "DefaultPasswordPolicy": true,
    "DisableHEST": false,
    "DisableI2c1": false,
    "DisablePCIe": false,
    "DisableSPMI": false,
    "DisableTMFF": false,
    "EmmcWipe": false,
    "Enable2ndeMMC": false,
    "EnableDdr5600": false,
    "EnableOPTEE": false,
    "EnableSMMU": true,
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    "FieldMode": false,
    "ForcePxeRetryDisable": false,
    "HostPrivilegeLevel": "Restricted",
    "InternalCPUModel": "Embedded",
    "L3CachePartitionLevel": 0,
    "LegacyPasswordEnable": false,
    "NicMode": "DpuMode",
    "NvmeWipe": false,
    "OsArgs": "",
    "ResetEfiVars": false,
    "SPCR_UART": "Disabled",
    "UefiArgs": "",
    "UefiPassword": ""
  },
  "Description": "BIOS Configuration Service",
  "Id": "BIOS",
  "Links": {
    "SoftwareImages": [
      {
        "@odata.id": 
"/redfish/v1/UpdateService/FirmwareInventory/DPU_ATF"
      },
      {
        "@odata.id": 
"/redfish/v1/UpdateService/FirmwareInventory/DPU_BOARD"
      },
      {
        "@odata.id": 
"/redfish/v1/UpdateService/FirmwareInventory/DPU_BSP"
      },
      {
        "@odata.id": 
"/redfish/v1/UpdateService/FirmwareInventory/DPU_NIC"
      },
      {
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        "@odata.id": 
"/redfish/v1/UpdateService/FirmwareInventory/DPU_NODE"
      },
      {
        "@odata.id": 
"/redfish/v1/UpdateService/FirmwareInventory/DPU_OFED"
      },
      {
        "@odata.id": 
"/redfish/v1/UpdateService/FirmwareInventory/DPU_OS"
      },
      {
        "@odata.id": 
"/redfish/v1/UpdateService/FirmwareInventory/DPU_SYS_IMAGE"
      },
      {
        "@odata.id": 
"/redfish/v1/UpdateService/FirmwareInventory/DPU_UEFI"
      }
    ],
    "SoftwareImages@odata.count": 9
  },
  "Name": "BIOS Configuration",
  "ResetBiosToDefaultsPending": false
}

Info

For information on each of the attributes listed in output, please refer
to section "System Configuration" in the UEFI Menu page of the
NVIDIA BlueField BSP manual.

https://docs.nvidia.com/networking/display/bluefieldbsp/uefi+menu
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Getting Current BIOS Attributes Value

Output example:

curl -k -u root:'<password>' -X GET 
https://<bmc_ip>/redfish/v1/Systems/Bluefield/Bios/

Info

The current value of UefiPassword  is an empty string.

{ 
 "@Redfish.Settings": { 
   "@odata.type": "#Settings.v1_3_5.Settings", 
   "SettingsObject": { 
     "@odata.id": "/redfish/v1/Systems/Bluefield/Bios/Settings" 
   } 
 }, 
 "@odata.id": "/redfish/v1/Systems/Bluefield/Bios", 
 "@odata.type": "#Bios.v1_2_0.Bios", 
 ... 
 "Attributes": { 
   "UefiPassword": "" 
 }, 
 "Description": "BIOS Configuration Service", 
 "Id": "BIOS", 
 "Name": "BIOS Configuration", 
 ... 
}
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Changing BIOS Attributes Value

Follow this command template to request changing BIOS attribute values:

At the next boot cycle of the BlueField, the UEFI changes the requested attribute if the
requested value is valid.

Getting Pending BIOS Attribute Values

Pending values are a list of values that that user has requested to change. The list of
pending values is purged once the UEFI changes the pending attributes.

Output example:

curl -k -u root:'<password>' -X PATCH 
https://<bmc_ip>/redfish/v1/Systems/Bluefield/Bios/Settings -d 
'{Attributes:{<attribute-name> : <attribute-value>}}'

curl -k -u root:'<password>' -X GET 
https://<bmc_ip>/redfish/v1/Systems/Bluefield/Bios/Settings

Info

UefiPassword  appears in the pending attributes list.
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BIOS Configuration Examples

Changing Default UEFI Password Using Redfish

1. Look for the "Attributes" property to make sure the UEFI version being used has all
the necessary attributes. See section "Get BIOS Attributes List" for instructions.

2. Perform PATCH to BIOS pending settings URI as follows:

{ 
 "@odata.id": "/redfish/v1/Systems/Bluefield/Bios/Settings", 
 "@odata.type": "#Bios.v1_2_0.Bios", 
 "Attributes": { 
   "UefiPassword": "NewPassword123" 
 }, 
 "Description": "BIOS Settings", 
 "Id": "BIOS_Settings", 
 "Name": "BIOS Configuration" 
}

Info

The active BIOS attribute list is updated only after the UEFI approves
the changes during the next reboot cycle.
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3. Reboot BlueField using the Redfish System schema over 1GbE OOB to the BlueField
BMC. See section "Reset Control" for instructions.

4. If CurrentUefiPassword  is correct, then the UEFI password is updated during the
UEFI Redfish phase of the boot.

BIOS CA Certificates

Viewing Currently Installed BIOS CA Certificates

1. Trigger the following GET request to view the content of the system's Truststore:

For example, the following is the response when there are two certificates installed:

curl -k -u root:<password> -X PATCH -H "Content-Type: 
application/json" 
https://<bmc_ip>/redfish/v1/Systems/Bluefield/Bios/Settings -
d '{"Attributes":
{"CurrentUefiPassword":"CurrentPassword","UefiPassword":"NewPa

Warning

The certificates installed on the UEFI may differ from the certificate
presented on the BlueField BMC. This discrepancy arises from a
distinct certificate validation processed implemented in the UEFI and
BlueField BMC.

curl -k -u root:<password> -X GET 
https://<bmc_ip>/redfish/v1/Systems/Bluefield/Oem/Nvidia/Truststore/Certificates

https://docs.nvidia.com/networking/display/bluefieldbmcv2601/Reset-Control
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2. Trigger the following GET request to view the details of a specific certificate:

For example:

{
  "@Redfish.SupportedCertificates": [
    "PEM"

  ],
  "@odata.id": "/redfish/v1/Systems/Bluefield/Oem/Nvidia/Truststore/Certificates",
  "@odata.type": "#CertificateCollection.CertificateCollection",
  "Members": [
    {
      "@odata.id": "/redfish/v1/Systems/Bluefield/Oem/Nvidia/Truststore/Certificates/1"

    },
    {
      "@odata.id": "/redfish/v1/Systems/Bluefield/Oem/Nvidia/Truststore/Certificates/2"

    }
  ],
  "Members@odata.count": 2,
  "Name": "TruststoreBios Certificate Collection"

}

curl -k -u root:<password> -X GET 
https://<bmc_ip>/redfish/v1/Systems/Bluefield/Oem/Nvidia/Truststore/Certificates/<cert_num>
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BIOS CA Certificates Collection Operations

{
  "@odata.id": "/redfish/v1/Systems/Bluefield/Boot/Certificates/1",
  "@odata.type": "#Certificate.v1_7_0.Certificate",
  "CertificateString": "<cert_str>",
  "CertificateType": "PEM",
  "Id": "1",
  "Issuer": {
    "City": "Santa Clara",
    "CommonName": "Kg639IcpJtYMRzvh.nvidia",
    "Country": "US",
    "Organization": "NVIDIA",
    "OrganizationalUnit": "NBU",
    "State": "California"

  },
  "KeyUsage": [
    "CRLSigning"

  ],
  "Name": "TruststoreBios Certificate",
  "Subject": {
    "City": "Santa Clara",
    "CommonName": "Kg639IcpJtYMRzvh.nvidia",
    "Country": "US",
    "Organization": "NVIDIA",
    "OrganizationalUnit": "NBU",
    "State": "California"

  },
  "UefiSignatureOwner": "<UEFI_Owner>",
  "ValidNotAfter": "2043-01-01T00:00:00+00:00",
  "ValidNotBefore": "2023-01-01T00:00:00+00:00"

}
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1. Request for an operation:

To install a certificate, trigger the following POST request which contains the
certificate string and type in JSON format:

The content of CAcert.json  must be

{"CertificateString": "<cert_string>", "CertificateType": "
<cert_type>"}

. Where:

Note

The BMC certificate must be replaced with a CA signed
certificate before installing new CA certificates, and after
BMC factory reset. See section "Example for CSR
Generation, Certificate Creation and Replacement" for
instructions.

Warning

If an invalid certificate is installed, the BMC rejects it and
does not display it. However, it is still accepted by the UEFI
and it must be deleted manually through the UEFI menu.

curl -k -u root:<password> -X POST 
https://<bmc_ip>/redfish/v1/Systems/Bluefield/Oem/Nvidia/T
-d @CAcert.json

https://docs.nvidia.com/networking/display/bluefieldbmcv2601/Redfish-Certificate-Management
https://docs.nvidia.com/networking/display/bluefieldbmcv2601/Redfish-Certificate-Management
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cert_string  – certification string which starts with

-----BEGIN CERTIFICATE-----\n  and ends with

-----END CERTIFICATE-----\n .

cert_type  – certification type. Only "PEM" is supported.

1. 

To delete a CA certificate, trigger the following DELETE  request with the CA
certificate URI that should be deleted, this only delete it from the BMC trust
store:

To reset all certificates in the Truststore, trigger the following
TruststoreCertificates.ResetKeys  action with the DeleteAllKeys

option:

Note

The "\n" at the end are mandatory.

curl -k -u root:<password> -H "Content-Type: 
application/json" -X DELETE 
https://<bmc_ip>/redfish/v1/Systems/Bluefield/Oem/Nvidia/T

curl -k -u root:<password> -H "Content-Type: application/json" -
X POST 
https://<bmc_ip>/redfish/v1/Systems/Bluefield/Oem/Nvidia/Actions/TruststoreCertificates.Re
-d '{"ResetKeysType":"DeleteAllKeys"}'
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2. Verify the new task is Pending :

The responses of these requests indicate the creation of a new task for the UEFI:

3. Perform BlueField soft reset in order for the UEFI to start handling the pending
tasks:

4. Wait until task is Completed .

The task details and status can be checked using the following GET  request:

The task status can be either:

Pending – Initial state.

{
  "@odata.id": "/redfish/v1/TaskService/Tasks/<task_id>",
  "@odata.type": "#Task.v1_4_3.Task",
  "Id": "<task_id>",
  "TaskState": "Pending",
  "TaskStatus": "OK"
}

curl -k -u root:<password> -H "Content-Type: 
application/json" -X POST 
https://<bmc_ip>/redfish/v1/Systems/Bluefield/Actions/ComputerS
-d '{"ResetType" : "GracefulRestart"}'

curl -k -u root:<password> -H "Content-Type: 
application/json" -X GET 
https://<bmc_ip>/redfish/v1/TaskService/Tasks/<task_id>
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If the task remains in a "Pending" state after BlueField reset completes, please
check the UEFI-BMC communication.

If a communication failure occurs, consider either:

Replacing the BMC certificate with one signed by a CA whose certificate
was installed and resetting BlueField

Removing all CA certificates from the UEFI menu

Completed – Finished state.

Exception – Failure state.

{
  "@odata.id": "/redfish/v1/TaskService/Tasks/<task_id>",
  "@odata.type": "#Task.v1_4_3.Task",
  ...
  "PercentComplete": 0,
  ...
  "TaskState": "Pending",
  "TaskStatus": "OK"

}

{
  "@odata.id": "/redfish/v1/TaskService/Tasks/<task_id>",
  "@odata.type": "#Task.v1_4_3.Task",
  ...
  "PercentComplete": 100,
  ...
  "TaskState": "Completed",
  "TaskStatus": "OK"

}
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In this case, verify that the certificate is valid.

5. Check updates in Truststore. See section "Viewing Currently Installed BIOS CA
Certificates" for details.

BIOS Attributes

For a full list of the BIOS attributes, please refer to the "Redfish" section of the NVIDIA
BlueField BSP documentation.

BIOS Debug Mode

BIOS debug mode allows users to view the UEFI debug logs when the BlueField Arm OS is
booting up.

To enable the logs, run:

Returns 01 if successful.

To disable debug mode, run:

{
  "@odata.id": "/redfish/v1/TaskService/Tasks/<task_id>",
  "@odata.type": "#Task.v1_4_3.Task",
  ...
  "PercentComplete": 0,
  ...
  "TaskState": "Exception",
  "TaskStatus": "OK"

}

ipmitool raw 0x3e 0x24 0x1

https://docs.nvidia.com/networking/display/bluefielddpuos/redfish
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Returns 00 if successful.

To query the current applied mode, run:

Returns:

00 – Normal (default) mode

01 – Debug mode

After setting your desired mode, reset the BlueField Arm OS to view the logs.

Power cycling the system or hard resetting the BlueField SoC resets the BIOS mode value
back to its default normal mode.

ipmitool raw 0x3e 0x24 0x0

ipmitool raw 0x3e 0x24 0x2
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Notice

This document is provided for information purposes only and shall not be regarded as a warranty of a certain
functionality, condition, or quality of a product. NVIDIA Corporation (“NVIDIA”) makes no representations or warranties,
expressed or implied, as to the accuracy or completeness of the information contained in this document and assumes
no responsibility for any errors contained herein. NVIDIA shall have no liability for the consequences or use of such
information or for any infringement of patents or other rights of third parties that may result from its use. This
document is not a commitment to develop, release, or deliver any Material (defined below), code, or functionality.

NVIDIA reserves the right to make corrections, modifications, enhancements, improvements, and any other changes to
this document, at any time without notice.

Customer should obtain the latest relevant information before placing orders and should verify that such information is
current and complete.

NVIDIA products are sold subject to the NVIDIA standard terms and conditions of sale supplied at the time of order
acknowledgement, unless otherwise agreed in an individual sales agreement signed by authorized representatives of
NVIDIA and customer (“Terms of Sale”). NVIDIA hereby expressly objects to applying any customer general terms and
conditions with regards to the purchase of the NVIDIA product referenced in this document. No contractual obligations
are formed either directly or indirectly by this document.

NVIDIA products are not designed, authorized, or warranted to be suitable for use in medical, military, aircraft, space, or
life support equipment, nor in applications where failure or malfunction of the NVIDIA product can reasonably be
expected to result in personal injury, death, or property or environmental damage. NVIDIA accepts no liability for
inclusion and/or use of NVIDIA products in such equipment or applications and therefore such inclusion and/or use is at
customer’s own risk.

NVIDIA makes no representation or warranty that products based on this document will be suitable for any specified
use. Testing of all parameters of each product is not necessarily performed by NVIDIA. It is customer’s sole responsibility
to evaluate and determine the applicability of any information contained in this document, ensure the product is
suitable and fit for the application planned by customer, and perform the necessary testing for the application in order
to avoid a default of the application or the product. Weaknesses in customer’s product designs may affect the quality
and reliability of the NVIDIA product and may result in additional or different conditions and/or requirements beyond
those contained in this document. NVIDIA accepts no liability related to any default, damage, costs, or problem which
may be based on or attributable to: (i) the use of the NVIDIA product in any manner that is contrary to this document or
(ii) customer product designs.

No license, either expressed or implied, is granted under any NVIDIA patent right, copyright, or other NVIDIA intellectual
property right under this document. Information published by NVIDIA regarding third-party products or services does
not constitute a license from NVIDIA to use such products or services or a warranty or endorsement thereof. Use of
such information may require a license from a third party under the patents or other intellectual property rights of the
third party, or a license from NVIDIA under the patents or other intellectual property rights of NVIDIA.

Reproduction of information in this document is permissible only if approved in advance by NVIDIA in writing,
reproduced without alteration and in full compliance with all applicable export laws and regulations, and accompanied by
all associated conditions, limitations, and notices.

THIS DOCUMENT AND ALL NVIDIA DESIGN SPECIFICATIONS, REFERENCE BOARDS, FILES, DRAWINGS, DIAGNOSTICS,
LISTS, AND OTHER DOCUMENTS (TOGETHER AND SEPARATELY, “MATERIALS”) ARE BEING PROVIDED “AS IS.” NVIDIA
MAKES NO WARRANTIES, EXPRESSED, IMPLIED, STATUTORY, OR OTHERWISE WITH RESPECT TO THE MATERIALS, AND
EXPRESSLY DISCLAIMS ALL IMPLIED WARRANTIES OF NONINFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A
PARTICULAR PURPOSE. TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT WILL NVIDIA BE LIABLE FOR ANY
DAMAGES, INCLUDING WITHOUT LIMITATION ANY DIRECT, INDIRECT, SPECIAL, INCIDENTAL, PUNITIVE, OR
CONSEQUENTIAL DAMAGES, HOWEVER CAUSED AND REGARDLESS OF THE THEORY OF LIABILITY, ARISING OUT OF
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ANY USE OF THIS DOCUMENT, EVEN IF NVIDIA HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
Notwithstanding any damages that customer might incur for any reason whatsoever, NVIDIA’s aggregate and
cumulative liability towards customer for the products described herein shall be limited in accordance with the Terms of
Sale for the product.

Trademarks

NVIDIA and the NVIDIA logo are trademarks and/or registered trademarks of NVIDIA Corporation in the U.S. and other
countries. Other company and product names may be trademarks of the respective companies with which they are
associated.

© Copyright 2026, NVIDIA. PDF Generated on 02/28/2026
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