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Possible Vendor Classes

Vendor Class String in DHCP
Discover

NVIDIA/BF/OOB BlueField SoC Arm OS over 1GbE OOB

BlueField SoC UEFI BIOS over either 1GbE OOB or
high-speed ports

Originator of the DHCP Discover

NVIDIA/BF/PXE

NVIDIA/BF/DP BlueField SoC Arm OS over high-speed ports
NVIDIA/BF/BMC BlueField BMC over 1GbE OOB

BF2Client BlueField OS/UEFI in older versions
PXEClient BlueField OS/UEFI in older versions
HTTPClient BlueField OS/UEFI in older versions

BlueField DHCP DISCOVER

Sent from the BlueField UEFI BIOS to the DCHP server:
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0.0.0.0 -> 255.255.255.255 DHCP 370 DHCP Discover - Transaction
ID 0xfd2f32f1
192.168.254.119 -> 255.255.255.255 DHCP 342 DHCP Offer -
Transaction ID Oxfd2f32f1
©.0.0.0 -> 255.255.255.255 DHCP 382 DHCP Request -

Transaction ID Oxfd2f32f1
192.168.254.119 -> 255.255.255.255 DHCP 342 DHCP ACK -
Transaction ID Oxfd2f32f1
aa:bb:cc:dd:ee:ff -> Broadcast ARP 60 Who has 192.168.254.1197
Tell 192.168.254.139
gg:hh:ii:jj:kk:11 -> aa:bb:cc:dd:ee:ff ARP 60 192.168.254.119 is
at gg:hh:ii:jj:kk:11

192.168.254.139 -> 192.168.254.119 TFTP 98 Read Request, File:
/grubaab4.efi, Transfer type: octet, tsize\000=0\000,
blksize\000=1400\000, windowsize\000=4\000

192.168.254.119 -> 192.168.254.139 TFTP 84 Option
Acknowledgement, tsize\000=2414472\000, blksize\000=1400\000,
windowsize\000=4\000

192.168.254.139 -> 192.168.254.119 TFTP 72 Error Code, Code:
Option negotiation failed, Message: User aborted the transfer

192.168.254.139 -> 192.168.254.119 TFTP 90 Read Request, File:
/grubaab4.efi, Transfer type: octet, blksize\000=1400\000,
windowsize\000=4\000

192.168.254.119 -> 192.168.254.139 TFTP 70 Option
Acknowledgement, blksize\000=1400\000, windowsize\000=4\000

192.168.254.139 -> 192.168.254.119 TFTP 60 Acknowledgement,
Block: ©

192.168.254.119 -> 192.168.254.139 TFTP 1446 Data Packet,
Block: 1

192.168.254.119 -> 192.168.254.139 TFTP 1446 Data Packet,
Block: 2

192.168.254.119 -> 192.168.254.139 TFTP 1446 Data Packet,
Block: 3
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Ethernet II, Src: aa:bb:cc:dd:ee:ff (aa:bb:cc:dd:ee:ff), Dst:
Broadcast (ff:ff:ff:ff.ff:ff)
Destination: Broadcast (ff:ff:ff.ff:ff:.ff)
Address: Broadcast (ff:ff:.ff.ff.ff.ff)

e oo oo ... ... = LG bit: Locally
administered address (this is NOT the factory default)
1o ... ... .... = 1G bit: Group address

(multicast/broadcast)
Source: aa:bb:cc:dd:ee:ff (aa:bb:cc:dd:ee:ff)
Address: aa:bb:cc:dd:ee:ff (aa:bb:cc:dd:ee:ff)
oo, .00 o0 oo ... .... = LG bit: Globally unique
address (factory default)
.0 ... ... ... ... =1G bit: Individual
address (unicast)
Type: IP (0x0800)
Internet Protocol Version 4, Src: 0.0.0.0 (0.0.0.0), Dst:
255.255.255.255 (255.255.255.255)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN:
0x00: Not-ECT (Not ECN-Capable Transport))
P00 00.. = Differentiated Services Codepoint: Default
(0x00)
.... ..00 = Explicit Congestion Notification: Not-ECT
(Not ECN-Capable Transport) (0x00)
Total Length: 368
TIdentification: ©x61c7 (25031)

Flags: 0x00
0... = Reserved bit: Not set
0. . = Don't fragment: Not set
..0. = More fragments: Not set

Fragment offset: ©

Time to live: 64

Protocol: UDP (17)

Header checksum: 0x17b7 [validation disabled]
[Good: False]
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[Bad: False]
Source: 0.0.0.0 (0.0.0.0)
Destination: 255.255.255.255 (255.255.255.255)
User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps
(67)
Source port: bootpc (68)
Destination port: bootps (67)
Length: 348
Checksum: ©xe557 [validation disabled]
[Good Checksum: False]
[Bad Checksum: False]
Bootstrap Protocol
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: ©
Transaction ID: Oxfd2f32f1
Seconds elapsed: 0
Bootp flags: 0Ox8000 (Broadcast)
1... .... .... .... = Broadcast flag: Broadcast
.000 0000 00VO VPO = Reserved flags: Ox0000
Client IP address: 0.0.0.0 (0.0.0.0)
Your (client) IP address: ©.0.0.0 (0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 0.0.0.0 (0.0.0.0)
Client MAC address: aa:bb:cc:dd:ee:ff (aa:bb:cc:dd:ee:ff)
Client hardware address padding: ©0000000000000B0VLBOO
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type
Length: 1
DHCP: Request (3)
Option: (54) DHCP Server Identifier
Length: 4
DHCP Server Identifier: 192.168.254.119 (192.168.254.119)
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Option: (50) Requested IP Address

Length: 4

Requested IP Address: 192.168.254.139 (192.168.254.139)
Option: (57) Maximum DHCP Message Size

Length: 2

Maximum DHCP Message Size: 65280
Option: (55) Parameter Request List

Length: 35

Parameter Request List Item: (1) Subnet Mask

Parameter Request List Item: (2) Time Offset

Parameter Request List Item: (3) Router

Parameter Request List Item: (4) Time Server

Parameter Request List Item: (5) Name Server

Parameter Request List Item: (6) Domain Name Server

Parameter Request List Item: (12) Host Name

Parameter Request List Item: (13) Boot File Size

Parameter Request List Item: (15) Domain Name

Parameter Request List Item: (17) Root Path

Parameter Request List Item: (18) Extensions Path

Parameter Request List Item: (22) Maximum Datagram
Reassembly Size

Parameter Request List Item: (23) Default IP Time-to-Live

Parameter Request List Item: (28) Broadcast Address

Parameter Request List Item: (40) Network Information

Service Domain

Parameter Request List Item: (47) Network Information
Service Servers

Parameter Request List Item: (42) Network Time Protocol
Servers

Parameter Request List Item: (43) Vendor-Specific
Information

Parameter Request List Item: ©) Requested IP Address
Parameter Request List Item: 1) IP Address Lease Time
4) DHCP Server Identifier
8)
9)

Renewal Time Value

(
(
Parameter Request List Item: (
Parameter Request List Item: (

(

Parameter Request List Item: Rebinding Time Value
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Parameter Request List Item:
TFTP Server Name
Bootfile name

Parameter Request List Item:

Parameter Request List Item:

Parameter Request List Item:
Identifier

Vendor class identifier

UUID/GUID-based Client

Parameter Request List Item: (128) DOCSIS full security

server IP [TODO]
Parameter Request List Item: (129) PXE - undefined
(vendor specific)
Parameter Request List Item: (130) PXE - undefined
(vendor specific)
Parameter Request List Item: (131) PXE - undefined
(vendor specific)
Parameter Request List Item: (132) PXE - undefined
(vendor specific)
Parameter Request List Item: (133) PXE - undefined
(vendor specific)
Parameter Request List Item: (134) PXE - undefined
(vendor specific)
Parameter Request List Item: (135) PXE - undefined
(vendor specific)
Option: (97) UUID/GUID-based Client Identifier
Length: 17
Client Identifier (UUID): c24e2ad6-a730-ec11-8000-
08cleb58d8ec
Option: (94) Client Network Device Interface
Length: 3
Major Version: 3
Minor Version: 16
Option: (93) Client System Architecture
Length: 2
Client System Architecture: Unknown (17)
Option: (60) Vendor class identifier
Length: 13
Vendor class identifier: NVIDIA/BF/PXE
Option: (255) End
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Option End: 255

() Note

Note the "Vendor class identifier" value in line 134.
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Notice

This document is provided for information purposes only and shall not be regarded as a warranty of a certain
functionality, condition, or quality of a product. NVIDIA Corporation (“NVIDIA”) makes no representations or warranties,
expressed or implied, as to the accuracy or completeness of the information contained in this document and assumes
no responsibility for any errors contained herein. NVIDIA shall have no liability for the consequences or use of such
information or for any infringement of patents or other rights of third parties that may result from its use. This
document is not a commitment to develop, release, or deliver any Material (defined below), code, or functionality.

NVIDIA reserves the right to make corrections, modifications, enhancements, improvements, and any other changes to
this document, at any time without notice.

Customer should obtain the latest relevant information before placing orders and should verify that such information is
current and complete.

NVIDIA products are sold subject to the NVIDIA standard terms and conditions of sale supplied at the time of order
acknowledgement, unless otherwise agreed in an individual sales agreement signed by authorized representatives of
NVIDIA and customer (“Terms of Sale”). NVIDIA hereby expressly objects to applying any customer general terms and
conditions with regards to the purchase of the NVIDIA product referenced in this document. No contractual obligations
are formed either directly or indirectly by this document.

NVIDIA products are not designed, authorized, or warranted to be suitable for use in medical, military, aircraft, space, or
life support equipment, nor in applications where failure or malfunction of the NVIDIA product can reasonably be
expected to result in personal injury, death, or property or environmental damage. NVIDIA accepts no liability for
inclusion and/or use of NVIDIA products in such equipment or applications and therefore such inclusion and/or use is at
customer’s own risk.

NVIDIA makes no representation or warranty that products based on this document will be suitable for any specified
use. Testing of all parameters of each product is not necessarily performed by NVIDIA. It is customer’s sole responsibility
to evaluate and determine the applicability of any information contained in this document, ensure the product is
suitable and fit for the application planned by customer, and perform the necessary testing for the application in order
to avoid a default of the application or the product. Weaknesses in customer’s product designs may affect the quality
and reliability of the NVIDIA product and may result in additional or different conditions and/or requirements beyond
those contained in this document. NVIDIA accepts no liability related to any default, damage, costs, or problem which
may be based on or attributable to: (i) the use of the NVIDIA product in any manner that is contrary to this document or
(i) customer product designs.

No license, either expressed or implied, is granted under any NVIDIA patent right, copyright, or other NVIDIA intellectual
property right under this document. Information published by NVIDIA regarding third-party products or services does
not constitute a license from NVIDIA to use such products or services or a warranty or endorsement thereof. Use of
such information may require a license from a third party under the patents or other intellectual property rights of the
third party, or a license from NVIDIA under the patents or other intellectual property rights of NVIDIA.

Reproduction of information in this document is permissible only if approved in advance by NVIDIA in writing,
reproduced without alteration and in full compliance with all applicable export laws and regulations, and accompanied by
all associated conditions, limitations, and notices.

THIS DOCUMENT AND ALL NVIDIA DESIGN SPECIFICATIONS, REFERENCE BOARDS, FILES, DRAWINGS, DIAGNOSTICS,
LISTS, AND OTHER DOCUMENTS (TOGETHER AND SEPARATELY, “MATERIALS”) ARE BEING PROVIDED “AS IS.” NVIDIA
MAKES NO WARRANTIES, EXPRESSED, IMPLIED, STATUTORY, OR OTHERWISE WITH RESPECT TO THE MATERIALS, AND
EXPRESSLY DISCLAIMS ALL IMPLIED WARRANTIES OF NONINFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A
PARTICULAR PURPOSE. TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT WILL NVIDIA BE LIABLE FOR ANY
DAMAGES, INCLUDING WITHOUT LIMITATION ANY DIRECT, INDIRECT, SPECIAL, INCIDENTAL, PUNITIVE, OR
CONSEQUENTIAL DAMAGES, HOWEVER CAUSED AND REGARDLESS OF THE THEORY OF LIABILITY, ARISING OUT OF
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ANY USE OF THIS DOCUMENT, EVEN IF NVIDIA HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
Notwithstanding any damages that customer might incur for any reason whatsoever, NVIDIA’s aggregate and
cumulative liability towards customer for the products described herein shall be limited in accordance with the Terms of
Sale for the product.

Trademarks

NVIDIA and the NVIDIA logo are trademarks and/or registered trademarks of NVIDIA Corporation in the U.S. and other
countries. Other company and product names may be trademarks of the respective companies with which they are
associated.
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