NVIDIA.

BlueField OOB Ethernet Interface



Table of contents

OOB Interface MAC Address

Supported ethtool Options for OOB Interface
IP Address Configuration for OOB Interface
OOB VLAN

BlueField OOB Ethernet Interface



The NVIDIA® BlueField® networking platform's (DPU or SuperNIC) OOB interface is a
gigabit Ethernet interface which provides TCP/IP network connectivity to the Arm cores.

This interface is named oob_net® and is intended to be used for management traffic
(e.g., file transfer protocols, SSH, etc). The Linux driver that controls this interface is
named mlxbf_gige.ko ,and is automatically loaded upon boot. This interface can be

configured and monitored using of standard tools (e.g., ifconfig, ethtool, etc). The OOB
interface is subject to the following design limitations:

e Only supports 1Gb/s full-duplex setting
¢ Only supports GMIl access to external PHY device
e Supports maximum packet size of 2KB (i.e., no support for jumbo frames)

The OOB interface can also be used for PXE boot. This OOB port is not a path for the
BlueField boot stream. Any attempt to push a BFB to this port would not work.

OOB Interface MAC Address

The MAC address to be used for the OOB port is burned into Arm-accessible UPVS
EEPROM during the manufacturing process. This EEPROM device is different from the SPI
Flash storage device used for the NIC firmware and associated NIC MACs/GUIDs. The
value of the OOB MAC address is specific to each platform and is visible on the board-
level sticker.

/\ Warning

It is not recommended to reconfigure the MAC address from the MAC
configured during manufacturing.

If there is a need to re-configure this MAC for any reason, follow these steps to configure
a UEFI variable to hold new value for OOB MAC.:

() Note

The creation of an OOB MAC address UEFI variable will override the
OOB MAC address defined in EEPROM, but the change can be
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reverted.

1. Log into Linux from the Arm console.

2.lssue the command 1s /sys/firmware/efi/efivars to show whether efivarfs
is mounted. If it is not mounted, run

mount -t efivarfs none /sys/firmware/efi/efivars

3. Run:

chattr -i /sys/firmware/efi/efivars/OobMacAddr-8be4df61-93ca-
11d2-2a0d-00e098032b8c

4. Set the MAC address to 00:1a:ca:ff:ff:03 (the last six bytes of the printf value).

printf "\x07\x00\x00\x00\x00\xTa\xca\xff\xff\x03" >
/sys/firmware/efi/efivars/0OobMacAddr-8be4df61-93ca-11d2-aadd-
P0eB98032b8c

5. Reboot the device for the change to take effect.

To revert this change and go back to using the MAC as programmed during
manufacturing, follow these steps:

1. Log into UEFI from the Arm console, go to "Boot Manager" then "EFI Internal Shell".

2. Delete the OOB MAC UEFI variable. Run:

dmpstore -d OobMacAddr
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3. Reboot the device by running "reset” from UEFI.

4. Log into Linux from the Arm console.

5. Issue the command 1s /sys/firmware/efi/efivars toshow whether efivarfs
is mounted. If it is not mounted, run:

mount -t efivarfs none /sys/firmware/efi/efivars
6. Run:

chattr -i /sys/firmware/efi/efivars/OobMacAddr-8be4df61-93ca-
11d2-2a0d-00e098032b8¢c

7. Reconfigure the original MAC address burned by the manufacturer in the format
aa\bb\cc\dd\ee\ff .Run:

printf "\x07\x00\x00\x00\x00\<original-MAC-address>" >
/sys/firmware/efi/efivars/0obMacAddr-8be4df61-93ca-11d2-aa0d-
00eb98032b8c

8. Reboot the device for the change to take effect.

Supported ethtool Options for OOB Interface

The Linux driver for the OOB port supports the handling of some basic ethtool requests:
get driver info, get/set ring parameters, get registers, and get statistics.

To use the ethtool options available, use the following format:

S ethtool [<option>] <interface>
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Where <option> may be:

For example:

<no-argument> -display interface link information

-1 —display driver general information

-S —display driver statistics

-d —dump driver register set

-g —display driver ring information

-G - configure driver ring(s)

-k —display driver offload information

-a - query the specified Ethernet device for pause parameter information

-r —restart auto-negotiation on the specified Ethernet device if auto-negotiation is

S ethtool oob_net®
Settings for oob_net@:

Supported ports: [ TP ]

Supported 1link modes: 1000baseT/Full

Supported pause frame use: Symmetric

Supports auto-negotiation: Yes

Supported FEC modes: Not reported

Advertised link modes: 1006baseT/Full

Advertised pause frame use: Symmetric

Advertised auto-negotiation: Yes

Advertised FEC modes: Not reported

Link partner advertised link modes: 1000baseT/Full
Link partner advertised pause frame use: Symmetric
Link partner advertised auto-negotiation: Yes
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Link partner advertised FEC modes: Not reported
Speed: 1000Mb/s

Duplex: Full

Port: Twisted Pair

PHYAD: 3

Transceiver: internal

Auto-negotiation: on

MDI-X: Unknown

Link detected: yes

S ethtool -i oob_net®
driver: mlxbf_gige
version:

firmware-version:
expansion-rom-version:
bus-info: MLNXBF17:00
supports-statistics: yes
supports-test: no
supports-eeprom-access: no
supports-register-dump: yes
supports-priv-flags: no

# Display statistics specific to BlueField-2 design (i.e.
statistics that are not shown in the output of "
oob@_net")

S ethtool -S oob_net®d

NIC statistics:

hw_access_errors: 0

ifconfig

tx_invalid_checksums: 0
tx_small_frames: 1
tx_index_errors: @
sw_config_errors: 0
sw_access_errors: 0
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rx_truncate_errors: ©
rx_mac_errors: 0
rx_din_dropped_pkts: ©
tx_fifo_full: ©
rx_filter_passed_pkts: 5549
rx_filter_discard_pkts: 4

IP Address Configuration for OOB Interface

The files that control IP interface configuration are specific to the Linux distribution. The
udev rules file ( /etc/udev/rules.d/92-oob_net.rules ) that renames the OOB

interface to oob_net® and is the same for Yocto, CentOS, and Ubuntu:

SUBSYSTEM=="net", ACTION=="add",
DEVPATH=="/devices/platform/MLNXBF17:00/net/eth[0-9]",
NAME="o0ob_net0"

The files that control IP interface configuration are slightly different for CentOS and
Ubuntu:

e CentOS configuration of IP interface:

o Configuration file for oob_neto :
/etc/sysconfig/network-scripts/ifcfg-oob_neto

o For example, use the following to enable DHCP:

NAME="00b_net@"
DEVICE="o0ob_net@d"
NM_CONTROLLED="yes"
PEERDNS="yes"
ONBOOT="yes"
BOOTPROTO="dhcp"
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TYPE=Ethernet

o For example, to configure static IP use the following

NAME="o00b_net@"
DEVICE="o0ob_net@d"
IPVOINIT="no"
NM_CONTROLLED="no"
PEERDNS="yes"
ONBOOT="yes"
BOOTPROTO="static"
IPADDR="192.168.200.2"
PREFIX=30
GATEWAY="192.168.200.1"
DNS1="192.168.200.1"
TYPE=Ethernet

e For Ubuntu configuration of IP interface, please refer to section "Default Network
Interface Configuration”.

OOB VLAN

The VLAN interface is created by default on the BlueField BMC and UEFI to allow secure
Redfish transactions between the BMC and BlueField.

The OOB VLAN 4040 is displayed in the UEFI menu, under Device Manager > Network
Device List. The OOB MAC is directly followed by \0FC8 indicating VLAN ID 4040 (e.g.,

MAC : XX : XX : XX : XX : XX : XX\QFC8)
The VLAN interface is also used during the BFB installation to update several components.

On the BlueField OS, the VLAN interface is not created by default but the user may create
it as follows:

sudo ip link add link oob_net® name vlan4040 type vlan id 4040
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https://docs.nvidia.com/networking/display/bluefieldbsp4131/Deploying-BlueField-Software-from-Host
https://docs.nvidia.com/networking/display/bluefieldbsp4131/Deploying-BlueField-Software-from-Host

sudo ip addr add 192.168.2402/29 brd + dev v1an4040
sudo ip 1link set dev vl1an4040 up
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Notice

This document is provided for information purposes only and shall not be regarded as a warranty of a certain
functionality, condition, or quality of a product. NVIDIA Corporation (“NVIDIA”) makes no representations or warranties,
expressed or implied, as to the accuracy or completeness of the information contained in this document and assumes
no responsibility for any errors contained herein. NVIDIA shall have no liability for the consequences or use of such
information or for any infringement of patents or other rights of third parties that may result from its use. This
document is not a commitment to develop, release, or deliver any Material (defined below), code, or functionality.

NVIDIA reserves the right to make corrections, modifications, enhancements, improvements, and any other changes to
this document, at any time without notice.

Customer should obtain the latest relevant information before placing orders and should verify that such information is
current and complete.

NVIDIA products are sold subject to the NVIDIA standard terms and conditions of sale supplied at the time of order
acknowledgement, unless otherwise agreed in an individual sales agreement signed by authorized representatives of
NVIDIA and customer (“Terms of Sale”). NVIDIA hereby expressly objects to applying any customer general terms and
conditions with regards to the purchase of the NVIDIA product referenced in this document. No contractual obligations
are formed either directly or indirectly by this document.

NVIDIA products are not designed, authorized, or warranted to be suitable for use in medical, military, aircraft, space, or
life support equipment, nor in applications where failure or malfunction of the NVIDIA product can reasonably be
expected to result in personal injury, death, or property or environmental damage. NVIDIA accepts no liability for
inclusion and/or use of NVIDIA products in such equipment or applications and therefore such inclusion and/or use is at
customer’s own risk.

NVIDIA makes no representation or warranty that products based on this document will be suitable for any specified
use. Testing of all parameters of each product is not necessarily performed by NVIDIA. It is customer’s sole responsibility
to evaluate and determine the applicability of any information contained in this document, ensure the product is
suitable and fit for the application planned by customer, and perform the necessary testing for the application in order
to avoid a default of the application or the product. Weaknesses in customer’s product designs may affect the quality
and reliability of the NVIDIA product and may result in additional or different conditions and/or requirements beyond
those contained in this document. NVIDIA accepts no liability related to any default, damage, costs, or problem which
may be based on or attributable to: (i) the use of the NVIDIA product in any manner that is contrary to this document or
(i) customer product designs.

No license, either expressed or implied, is granted under any NVIDIA patent right, copyright, or other NVIDIA intellectual
property right under this document. Information published by NVIDIA regarding third-party products or services does
not constitute a license from NVIDIA to use such products or services or a warranty or endorsement thereof. Use of
such information may require a license from a third party under the patents or other intellectual property rights of the
third party, or a license from NVIDIA under the patents or other intellectual property rights of NVIDIA.

Reproduction of information in this document is permissible only if approved in advance by NVIDIA in writing,
reproduced without alteration and in full compliance with all applicable export laws and regulations, and accompanied by
all associated conditions, limitations, and notices.

THIS DOCUMENT AND ALL NVIDIA DESIGN SPECIFICATIONS, REFERENCE BOARDS, FILES, DRAWINGS, DIAGNOSTICS,
LISTS, AND OTHER DOCUMENTS (TOGETHER AND SEPARATELY, “MATERIALS”) ARE BEING PROVIDED “AS IS.” NVIDIA
MAKES NO WARRANTIES, EXPRESSED, IMPLIED, STATUTORY, OR OTHERWISE WITH RESPECT TO THE MATERIALS, AND
EXPRESSLY DISCLAIMS ALL IMPLIED WARRANTIES OF NONINFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A
PARTICULAR PURPOSE. TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT WILL NVIDIA BE LIABLE FOR ANY
DAMAGES, INCLUDING WITHOUT LIMITATION ANY DIRECT, INDIRECT, SPECIAL, INCIDENTAL, PUNITIVE, OR
CONSEQUENTIAL DAMAGES, HOWEVER CAUSED AND REGARDLESS OF THE THEORY OF LIABILITY, ARISING OUT OF
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ANY USE OF THIS DOCUMENT, EVEN IF NVIDIA HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
Notwithstanding any damages that customer might incur for any reason whatsoever, NVIDIA’s aggregate and
cumulative liability towards customer for the products described herein shall be limited in accordance with the Terms of
Sale for the product.

Trademarks

NVIDIA and the NVIDIA logo are trademarks and/or registered trademarks of NVIDIA Corporation in the U.S. and other
countries. Other company and product names may be trademarks of the respective companies with which they are
associated.
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