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Ref #

4064373

4365835

4549368

4551450

4525138

4484568

4458182

4484640

4517562

Issue

Description: The DPU BMC LLDP represents the eth® interface. If a VLAN

interface is initiated on top of ethO, the LLDP schema does not function as
expected and the transmitted data does not accurately describe the ethO
attribute or the newly created VLAN.

Fixed in version: 25.10

Description: There is a mistake in the message displayed when the BISO
secure boot setting is changed through the DPU BMC where the event log

shows ScureCurrentBoot instead of SecureBootCurrentBoot .
Fixed in version: 25.10

Description: Power sensors available via ipmitool sensor command are
not available when DPU is in kernel lockdown mode.

Fixed in version: 25.10

Description: After BMC factory reset, the ipmitool network interface may
fail to connect to the DPU BMC via the RMCP interface.

Fixed in version: 25.10

Description: SoC power sensors are not reported via BMC, resulting in
missing power telemetry data in ipmitool and WebUI.

Fixed in version: 25.07

Description: BMC fails to boot due to No Space Left on

/var/lib/phosphor-debug-collector/dumps directory, leading to
inaccessible BMC.

Fixed in version: 25.07

Description: If a corrupted or unauthenticated BFB image is transferred
from the BMC to the DPU, the system halts the installation process as part
of a built-in security mechanism. Once triggered, the recovery path
remains locked to prevent potential compromise.

Fixed in version: 25.07

Description: Certain BMC users fail to authenticate via IPMI lanplus
interface (RAKP unauthorized name error).

Fixed in version: 25.07

Description: After upgrading the BMC to version 24.10 or later, SEL entries
generated by earlier versions may no longer appear in ipmitool sel output.
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Ref #

4530693

4331648

4376078

4052874

4158416

4128189

4129718

4135001

4151178

Issue
Fixed in version: 25.07

Description: Over-temperature warnings in ipmitool SEL logs lack port
identifiers and show inconsistent sensor IDs compared to WebUI/Redfish,
complicating troubleshooting.

Fixed in version: 25.07

Description: If user sets SEL capacity to a lower size than the previous
setting, some existing SEL entries might be erased rather than preserved.

Fixed in version: 25.04
Description: IPMI SEL is missing output while WEBUI SEL displays in full.

Fixed in version: 25.04

Description: UefiSignatureOwner field is not supported. If this field is
populated with data, an exception occurs.

Fixed in version: 25.01

Description: When updating the BFB image on a BlueField-2 system via
HTTP/HTTPS using Redfish, the operation may fail if the system is
overloaded.

Fixed in version: 25.01

Description: When updating the BFB image on a BlueField-2 system via
HTTP/HTTPS using Redfish, the operation may fail if the system is
overloaded.

Fixed in version: 24.10-LTSU1

Description: If the path of installation of the bfb image is called and the
RShim on the host is not connected, the BMC takes the RShim. If the
RShim on the host is connected, calling this path returns an error.

Fixed in version: 24.10-LTSU1

Description: The serial number is missing from SMBIOS table 3 and from
Redfish schema /Chassis/Card1l .

Fixed in version: 24.10-LTSU 1

Description: The ipmid and netipmid processes have an inconsistent
view of the user database until changes propagate to netipmid .

Fixed in version: 24.10-LTSU1
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Ref #

4047689

4146640

3991930

4064371

3906500

3875280

3888140

Issue

Description: While running the reprovisioning script from BMC, the RShim
boot device appears to be busy which causes the script to fail without
completing the process.

Fixed in version: 24.10

Description: In the event of a server reboot, the BMC may boot before the
host and take control of the RShim before the host.

Fixed in version: 24.10

Description: The reported dump entry creation date is not initialized
properly and reports the default system date

1970-01-01T00:28:43.991149+00 :00 when creating a dump entry
using the LogService on the Redfish interface.

Fixed in version: 24.10

Description: The BMC dump collection is missing the varfilelist.log
and slabinfo.log files.

Fixed in version: 24.10

Description: Using the header connection: close ina Redfish request
terminates the x-auth-token session

Fixed in version: 24.07

Description: UUID and SKU properties are intermittently unavailable after
BlueField BMC reboot.

Fixed in version: 24.07

Description: When warm rebooting the BlueField OS, the IPMB channel
between the BlueField and BlueField BMC may fail to function due to
underlying 12C channel issues. If this o ccurs, all functionality relying on this
channel are affected, including:

e |PMI commands from the BlueField OS to the BlueField BMC and vice
versa

e Redfish BlueField inventory schema

e Redfish network schema of the BlueField OOB and network
interfaces

e BlueField sensor information

Fixed in version: 24.07
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Ref #

3878990

3855648

3599016

3837485

3780188

3634701

3662417

3715528

3561677

Issue

Description: The BMC may provide incorrect bootstrap credentials to the
UEFI. This results in the failure of any BIOS configurations.

Fixed in version: 24.07

Description: The manager factory reset action is named
ResetToDefaults instead of ResetType as per the Redfish Data
Model specification.

Fixed in version: 24.07

Description: After a BFB update, it takes the BMC ~30 seconds to sync
with the true values from the DPU reflected in the command

ipmitool sensor 1list.
Fixed in version: 24.04

Description: In some instances, consecutive core dumps occur, and since
extracting the NIC debug log is a lengthy operation, this could result in log
mismatch and inaccurate information.

Fixed in version: 24.04
Description: Add bad syndrome pipe also in dynamic mode.

Fixed in version: 24.04

Description: In the Redfish Systems/Bluefield schema, the

Description attribute is of a generic type and does not specify the DPU
system.

Fixed in version: 24.04

Description: The BMC may provide incorrect bootstrap credentials to the
UEFI. This would result in the failure of any BIOS configurations.

Fixed in version: 24.01

Description: The TransferProtocol@Redfish.AllowableValues

under the simpleUpdate service is held in a double list, deviating from
the DMTF definition.

Fixed in version: 24.01

Description: It is not possible to modify the values of the BootOrder,
BootOverride, and Secure Boot attributes from the UEFI menu because
they are set by default to be configured from Redfish interface.

Fixed in version: 23.09
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Ref #

3566036

3587968

3478796

3604148

3600004

3560559

Issue

Description: After performing BF BMC factory reset, the
/home/root/.ssh directory is deleted which causes the first attempt to
confirm the host identity and initiate a BFB update procedure to fail while
displaying the error message Host is unknown .

Fixed in version: 23.09

Description: VLAN 4040 serves as a dedicated VLAN for facilitating Redfish
communication between UEFI and DPU BMC. However, if the OOB RJ45
port is connected to an unmanaged switch or hub, the VLAN traffic from
VLAN 4040 may spill over into the broader LAN network which may lead
the local UEFI to unintentionally communicate with a remote BMC instead
of the intended local BMC.

Fixed in version: 23.09

Description: Rarely, it is possible for the BMC to exceed the boot timeout
set by the root of trust. In such case, the RoT initiates a second reboot of
the BMC, which is expected to result in a successful boot.

Fixed in version: 23.09

Description: In the uncommon scenario where, following a system power
cycle, the DPU fails to boot successfully, the BMC would be unable to
retrieve network data from the DPU's operating system. This leads to an
absence of information in the Redfish chassis schema, which is responsible
for describing the network adapters.

Fixed in version: 23.09

Description: Description: In dual-port DPU, the DPU's Redfish schema,
specifically the "chassis NetworkAdapters", will replicate the data from port
1 into port 2.

Fixed in version: 23.09

Description: If the DPU OS's OOB interface is disabled, it may lead to an
issue that results in the DPU BMC losing network connectivity. This
problem arises when the UEFI enables the OOB port (e.g., PXE, Redfish), but
the OS does not load the necessary services and OOB kernel driver. In this
scenario, the physical link remains active despite the OS driver not
functioning, causing the hardware queue to become filled. Consequently,
flow control pause packets are sent to the onboard 3-port switch, which
may eventually lead to the DPU BMC losing its network connectivity.

Fixed in version: 23.09
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Ref #

Issue

Description: If the NIC BMC boots with non-default network configuration
under /run/initramfs/rw/cow/etc/systemd/network/* ,then the

N/A dedicated VLAN 4040 which supports the Redfish host interface with the

UEFI BIOS device is not created.

Fixed in version: 23.09

Description: dmidecode output does not match " ipmitool fru print
3554128 | output.

Fixed in version: 23.07

Description: A power cycle of the system might result in BMC MAC change.
2930671

Fixed in version: 2.8.2-34

Description: IPMI LAN print does not work in stateful DHCPv6.
3444360

Fixed in version: 2.8.2

Description: SOL console receives a garbage message when it is connected.
200767989

Fixed in version: 2.8.2

Description: PXE boot via OOB interface enters grub mode when cold
200748177 | rebooting the x86 host against BFB version 3.7.0.

Fixed in version: 2.8.2
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Notice

This document is provided for information purposes only and shall not be regarded as a warranty of a certain
functionality, condition, or quality of a product. NVIDIA Corporation (“NVIDIA”) makes no representations or warranties,
expressed or implied, as to the accuracy or completeness of the information contained in this document and assumes
no responsibility for any errors contained herein. NVIDIA shall have no liability for the consequences or use of such
information or for any infringement of patents or other rights of third parties that may result from its use. This
document is not a commitment to develop, release, or deliver any Material (defined below), code, or functionality.

NVIDIA reserves the right to make corrections, modifications, enhancements, improvements, and any other changes to
this document, at any time without notice.

Customer should obtain the latest relevant information before placing orders and should verify that such information is
current and complete.

NVIDIA products are sold subject to the NVIDIA standard terms and conditions of sale supplied at the time of order
acknowledgement, unless otherwise agreed in an individual sales agreement signed by authorized representatives of
NVIDIA and customer (“Terms of Sale”). NVIDIA hereby expressly objects to applying any customer general terms and
conditions with regards to the purchase of the NVIDIA product referenced in this document. No contractual obligations
are formed either directly or indirectly by this document.

NVIDIA products are not designed, authorized, or warranted to be suitable for use in medical, military, aircraft, space, or
life support equipment, nor in applications where failure or malfunction of the NVIDIA product can reasonably be
expected to result in personal injury, death, or property or environmental damage. NVIDIA accepts no liability for
inclusion and/or use of NVIDIA products in such equipment or applications and therefore such inclusion and/or use is at
customer’s own risk.

NVIDIA makes no representation or warranty that products based on this document will be suitable for any specified
use. Testing of all parameters of each product is not necessarily performed by NVIDIA. It is customer’s sole responsibility
to evaluate and determine the applicability of any information contained in this document, ensure the product is
suitable and fit for the application planned by customer, and perform the necessary testing for the application in order
to avoid a default of the application or the product. Weaknesses in customer’s product designs may affect the quality
and reliability of the NVIDIA product and may result in additional or different conditions and/or requirements beyond
those contained in this document. NVIDIA accepts no liability related to any default, damage, costs, or problem which
may be based on or attributable to: (i) the use of the NVIDIA product in any manner that is contrary to this document or
(i) customer product designs.

No license, either expressed or implied, is granted under any NVIDIA patent right, copyright, or other NVIDIA intellectual
property right under this document. Information published by NVIDIA regarding third-party products or services does
not constitute a license from NVIDIA to use such products or services or a warranty or endorsement thereof. Use of
such information may require a license from a third party under the patents or other intellectual property rights of the
third party, or a license from NVIDIA under the patents or other intellectual property rights of NVIDIA.

Reproduction of information in this document is permissible only if approved in advance by NVIDIA in writing,
reproduced without alteration and in full compliance with all applicable export laws and regulations, and accompanied by
all associated conditions, limitations, and notices.

THIS DOCUMENT AND ALL NVIDIA DESIGN SPECIFICATIONS, REFERENCE BOARDS, FILES, DRAWINGS, DIAGNOSTICS,
LISTS, AND OTHER DOCUMENTS (TOGETHER AND SEPARATELY, “MATERIALS”) ARE BEING PROVIDED “AS IS.” NVIDIA
MAKES NO WARRANTIES, EXPRESSED, IMPLIED, STATUTORY, OR OTHERWISE WITH RESPECT TO THE MATERIALS, AND
EXPRESSLY DISCLAIMS ALL IMPLIED WARRANTIES OF NONINFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A
PARTICULAR PURPOSE. TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT WILL NVIDIA BE LIABLE FOR ANY
DAMAGES, INCLUDING WITHOUT LIMITATION ANY DIRECT, INDIRECT, SPECIAL, INCIDENTAL, PUNITIVE, OR
CONSEQUENTIAL DAMAGES, HOWEVER CAUSED AND REGARDLESS OF THE THEORY OF LIABILITY, ARISING OUT OF
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ANY USE OF THIS DOCUMENT, EVEN IF NVIDIA HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
Notwithstanding any damages that customer might incur for any reason whatsoever, NVIDIA’s aggregate and
cumulative liability towards customer for the products described herein shall be limited in accordance with the Terms of
Sale for the product.

Trademarks

NVIDIA and the NVIDIA logo are trademarks and/or registered trademarks of NVIDIA Corporation in the U.S. and other
countries. Other company and product names may be trademarks of the respective companies with which they are
associated.
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