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Rev 4.8.0 – August 14, 2024

Added:

Section "Ubuntu Password Policy"
Section "RShim Ownership"
Page "Deploying BlueField Software Using BFB with PXE"
Page "Deploying BlueField Software Using ISO with PXE"
Page "Customizing BlueField Software Deployment Using bf.cfg"
Note on host type interoperability limitation to "Multi-host"
Troubleshooting page "Ubuntu Kernel Debug"

Updated:

Page "Deploying BlueField Software Using PXE"
Step 2 under section "Installing Local Repo Package for Host Dependencies"
The note at the top of the "fTPM over OP-TEE" page
Section "Zero-trust Mode"

Rev 4.7.0 – May 06, 2024

Added:

Section "UEFI Menu"

Section "Redfish"

Section "BlueField SR-IOV"

Section "NVIDIA BlueField Reset and Reboot Procedures" and updated graceful
shutdown guidance with pointers to this section

Updated:

Section "Software Installation and Upgrade" with bf-fwbundle-<version>.prod.bfb

information

Section "BFB Installation"

file:///networking/display/bluefieldbsp480/Default+Passwords+and+Policies#src-3094733948_DefaultPasswordsandPolicies-UbuntuPasswordPolicy
file:///networking/display/bluefieldbsp480/SoC+Management+Interface#src-3094733982_SoCManagementInterface-RShimOwnership
file:///networking/display/bluefieldbsp480/Deploying+BlueField+Software+Using+BFB+with+PXE
file:///networking/display/bluefieldbsp480/Deploying+BlueField+Software+Using+ISO+with+PXE
https://docs.nvidia.com/networking/display/bluefieldbsp480/Customizing+BlueField+Software+Deployment+Using+bf-cfg
https://docs.nvidia.com/networking/display/bluefieldbsp480/Multi-host
file:///networking/display/bluefieldbsp480/Ubuntu+Kernel+Debug
file:///networking/display/bluefieldbsp480/Deploying+BlueField+Software+Using+PXE
file:///networking/display/bluefieldbsp480/Installing+Repo+Package+on+Host+Side#src-3094733902_InstallingRepoPackageonHostSide-InstallingLocalRepoPackageforHostDependencies
file:///networking/display/bluefieldbsp480/fTPM+over+OP-TEE
file:///networking/display/bluefieldbsp480/Modes+of+Operation#src-3094733988_ModesofOperation-Zero-trustMode
file:///networking/display/bluefieldbsp480/UEFI+Menu
https://docs.nvidia.com/networking/display/bluefieldbsp480/Redfish
file:///networking/display/bluefieldbsp480/BlueField+SR-IOV
file:///networking/display/bluefieldbsp480/NVIDIA+BlueField+Reset+and+Reboot+Procedures
file:///networking/display/bluefieldbsp480/Software+Installation+and+Upgrade
file:///networking/display/bluefieldbsp480/Deploying+BlueField+Software+Using+BFB+from+Host#src-3094733887_DeployingBlueFieldSoftwareUsingBFBfromHost-BFBInstallation
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Section "Changing Default Credentials for 'ubuntu' User via bf.cfg"

Section "Configuring NIC Mode on BlueField-3 Using Redfish"

Rev 4.6.0 – February 08, 2024

Added:

Page "Default Passwords and Policies"

Section "VF Msix_num/Queue Requirement"

Updated:

Section "Customization of BFB Installation Using bf.cfg"

Section "bf.cfg Parameters"

Section "Configuring NIC Mode on BlueField-3 Using Redfish"

Section "Configuring NIC Mode on BlueField-3 from UEFI"

Section "NIC Mode for BlueField-2"

Section "Default Ports and OVS Configuration"

Section "SystemD Service"

Rev 4.5.0 – December 12, 2023

Added:

Section "Updating Software Using Redfish"

Section "Sanitizing DPU eMMC and SSD Storage"

Section "How to perform graceful shutdown"

Section "BFB installation monitoring"

Updated:

file:///networking/display/bluefieldbsp480/Customizing+BlueField+Software+Deployment+Using+bf.cfg#src-3094733900_CustomizingBlueFieldSoftwareDeploymentUsingbf.cfg-ChangingDefaultCredentialsforubuntuUserviabf.cfg
file:///networking/display/bluefieldbsp480/Modes+of+Operation#src-3094733988_ModesofOperation-ConfiguringNICModeonBlueField-3UsingRedfish
file:///networking/display/bluefieldbsp480/Default+Passwords+and+Policies
file:///networking/display/bluefieldbsp480/Virtio-net+Emulated+Devices#src-3094734034_safe-id-VmlydGlvbmV0RW11bGF0ZWREZXZpY2VzLVZGTXNpeF9udW0vUXVldWVSZXF1aXJlbWVudA
file:///networking/display/bluefieldbsp480/Deploying+BlueField+Software+Using+BFB+from+Host#src-3094733887_DeployingBlueFieldSoftwareUsingBFBfromHost-CustomizationofBFBInstallationUsingbf.cfg
file:///networking/display/bluefieldbsp480/Deploying+BlueField+Software+Using+BFB+from+Host#src-3094733887_DeployingBlueFieldSoftwareUsingBFBfromHost-bf.cfgParameters
file:///networking/display/bluefieldbsp480/Modes+of+Operation
file:///networking/display/bluefieldbsp480/Modes+of+Operation
file:///networking/display/bluefieldbsp480/Modes+of+Operation
file:///networking/display/bluefieldbsp480/Deploying+BlueField+Software+Using+BFB+from+Host#src-3094733887_DeployingBlueFieldSoftwareUsingBFBfromHost-DefaultPortsandOVSConfiguration
file:///networking/display/bluefieldbsp480/Virtio-net+Emulated+Devices#src-3094734034_VirtionetEmulatedDevices-SystemDService
file:///networking/display/bluefieldbsp480/Deploying+BlueField+Software+Using+ISO+with+PXE#src-3094733899_DeployingBlueFieldSoftwareUsingISOwithPXE-UpdatingSoftwareUsingRedfish
file:///networking/display/bluefieldbsp480/Installation+Troubleshooting+and+How-Tos#src-3094734054_InstallationTroubleshootingandHowTos-SanitizingDPUeMMCandSSDStorage
file:///networking/display/bluefieldbsp480/Installation+Troubleshooting+and+How-Tos#src-3094734054_InstallationTroubleshootingandHowTos-Howtoperformgracefulshutdown
file:///networking/display/bluefieldbsp480/RShim+Troubleshooting+and+How-Tos#src-3094734046_RShimTroubleshootingandHowTos-BFBinstallationmonitoring
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Page "Updating BlueField Software Packages Using Standard Linux Tools"

Section "RShim Logging"

Section "NIC Mode"

Section "Enabling OVS-DPDK Hardware Offload"

Section "Enabling IPsec Packet Offload"

Section "Setting IPSec Packet Offload Using strongSwan"

Section "Running strongSwan Example"

Section "Building strongSwan"

Section "IPsec Packet Offload and OVS Offload"

Rev 4.2.2 – October 24, 2023

Updated:

Section "NIC Mode"

Rev 4.2.0 – August 10, 2023

Updated:

Step 3 under section "PXE Server Preparations"

Section "Removing Previously Installed DOCA Runtime Packages"

Section "NIC Mode"

Sections "Connection Tracking With NAT" and "Querying Connection Tracking
Offload Status" with conntack command for Ubuntu 22.04 kernels

Section "LAG Configuration"

Section "SystemD Service"

Page "QoS Configuration"

file:///networking/display/bluefieldbsp480/Updating+BlueField+Software+Packages+Using+Standard+Linux+Tools
https://docs.nvidia.com/networking/display/bluefieldbsp480/Logging
file:///networking/display/bluefieldbsp480/Modes+of+Operation#src-3094733988_ModesofOperation-NICMode
file:///networking/display/bluefieldbsp480/Virtual+Switch+on+BlueField#src-3094734001_VirtualSwitchonBlueField-EnablingOVS-DPDKHardwareOffload
file:///networking/display/bluefieldbsp480/IPsec+Functionality#src-3094734020_IPsecFunctionality-EnablingIPsecPacketOffload
file:///networking/display/bluefieldbsp480/IPsec+Functionality#src-3094734020_IPsecFunctionality-SettingIPSecPacketOffloadUsingstrongSwan
file:///networking/display/bluefieldbsp480/IPsec+Functionality#src-3094734020_IPsecFunctionality-RunningstrongSwanExample
file:///networking/display/bluefieldbsp480/IPsec+Functionality#src-3094734020_IPsecFunctionality-BuildingstrongSwan
file:///networking/display/bluefieldbsp480/IPsec+Functionality#src-3094734020_IPsecFunctionality-IPsecPacketOffloadandOVSOffload
file:///networking/display/bluefieldbsp480/Modes+of+Operation#src-3094733988_ModesofOperation-NICMode
file:///networking/display/bluefieldbsp480/Deploying+BlueField+Software+Using+BFB+with+PXE#src-3094733895_DeployingBlueFieldSoftwareUsingBFBwithPXE-PXEServerPreparations
file:///networking/display/bluefieldbsp480/Installing+Repo+Package+on+Host+Side#src-3094733902_InstallingRepoPackageonHostSide-RemovingPreviouslyInstalledDOCARuntimePackages
file:///networking/display/bluefieldbsp480/Modes+of+Operation#src-3094733988_ModesofOperation-NICMode
file:///networking/display/bluefieldbsp480/Virtual+Switch+on+BlueField#src-3094734001_VirtualSwitchonBlueField-ConnectionTrackingWithNAT
file:///networking/display/bluefieldbsp480/Virtual+Switch+on+BlueField#src-3094734001_VirtualSwitchonBlueField-QueryingConnectionTrackingOffloadStatus
file:///networking/display/bluefieldbsp480/Virtual+Switch+on+BlueField#src-3094734001_VirtualSwitchonBlueField-QueryingConnectionTrackingOffloadStatus
file:///networking/display/bluefieldbsp480/Link+Aggregation#src-3094734005_LinkAggregation-LAGConfiguration
file:///networking/display/bluefieldbsp480/Virtio-net+Emulated+Devices#src-3094734034_VirtionetEmulatedDevices-SystemDService
file:///networking/display/bluefieldbsp480/QoS+Configuration
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Section "bf.cfg Parameters"

Rev 4.0.2 – May 08, 2023

Added:

Page "SoC Management Interface"

Page "Legal Notices and 3rd Party Licenses"

Section "Unable to load BL2, BL2R, or PSC image"

Updated:

Section "Default Ports and OVS Configuration" with new step 2

Section "BlueField Linux Drivers" with gpio-mlxbf3, mlxbf-ptm, pwr-mlxbf, and pinctrl-mlxbf

Page "Updating BlueField Software Packages Using Standard Linux Tools"

Page "UEFI Secure Boot"

Section "IPsec Hardware Offload: Full Offload" with Canonical note

Section "How to upgrade ConnectX firmware from Arm side"

Section "VirtIO-net PF Device Configuration" by removing ECPF_ESWITCH_MANAGER and
ECPF_PAGE_SUPPLIER from step 4

Section "Virtio-net SR-IOV VF Device Configuration" by removing
ECPF_ESWITCH_MANAGER and ECPF_PAGE_SUPPLIER from step 7.b

Section "vDPA over VirtIO Full Emulation"

Rev 3.9.3 – November 02, 2022

Added:

Section "DHCP Client Configuration"

Section "Updating BlueField Software Packages Using Standard Linux Tools"

file:///networking/display/bluefieldbsp480/Installation+Troubleshooting+and+How-Tos#src-3094734054_InstallationTroubleshootingandHowTos-bf.cfgParameters
file:///networking/display/bluefieldbsp480/SoC+Management+Interface
file:///networking/display/bluefieldbsp480/Legal+Notices+and+3rd+Party+Licenses
file:///networking/display/bluefieldbsp480/Installation+Troubleshooting+and+How-Tos#src-3094734054_safe-id-SW5zdGFsbGF0aW9uVHJvdWJsZXNob290aW5nYW5kSG93VG9zLVVuYWJsZXRvbG9hZEJMMixCTDJSLG9yUFNDaW1hZ2U
file:///networking/display/bluefieldbsp480/Deploying+BlueField+Software+Using+BFB+from+Host#src-3094733887_DeployingBlueFieldSoftwareUsingBFBfromHost-DefaultPortsandOVSConfiguration
file:///networking/display/bluefieldbsp480/Installing+Popular+Linux+Distributions+on+BlueField#src-3094733905_InstallingPopularLinuxDistributionsonBlueField-BlueFieldLinuxDrivers
file:///networking/display/bluefieldbsp480/Updating+BlueField+Software+Packages+Using+Standard+Linux+Tools
file:///networking/display/bluefieldbsp480/UEFI+Secure+Boot
file:///networking/display/bluefieldbsp480/Installation+Troubleshooting+and+How-Tos#src-3094734054_InstallationTroubleshootingandHowTos-HowToupgradeConnectXfirmwarefromArmside
file:///networking/display/bluefieldbsp480/Virtio-net+Emulated+Devices#src-3094734034_VirtionetEmulatedDevices-VirtIO-netPFDeviceConfiguration
file:///networking/display/bluefieldbsp480/Virtio-net+Emulated+Devices#src-3094734034_VirtionetEmulatedDevices-Virtio-netSR-IOVVFDeviceConfiguration
file:///networking/display/bluefieldbsp480/Virtio-net+Emulated+Devices#src-3094734034_VirtionetEmulatedDevices-vDPAoverVirtIOFullEmulation
file:///networking/display/bluefieldbsp480/Deploying+BlueField+Software+Using+BFB+from+Host#src-3094733887_DeployingBlueFieldSoftwareUsingBFBfromHost-DHCPClientConfiguration
file:///networking/display/bluefieldbsp480/Updating+BlueField+Software+Packages+Using+Standard+Linux+Tools
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Section "Creating Transitional Hotplug VirtIO-net PF Device"

Section "Transitional VirtIO-net VF Device Support"

Updated:

Section "Upgrading Boot Software" by specifying that the "Reset EFI Variables"
action also wipes the BOOT option variables and secure boot keys

Section "BlueField Linux Drivers"

Section "Configuring Uplink MTU"

Section "Disabling Host Networking PFs" by adding instructions for reactivating host
networking for single-port DPUs

Section "Configuring RegEx Acceleration on BlueField-2"

Section "Virtio-net SR-IOV VF Device Configuration"

PXE_DHCP_CLASS_ID in section "bf.cfg Parameters"

Removed:

Step 7 in section "Configuring Host Server Side"

Separated Mode from "Modes of Operation"

Rev 3.9.2 – August 02, 2022

Added:

Section "Updating NVConfig Params"

Page "System Configuration and Services"

Section "Enrolling New NVIDIA Certificates"

Section "bf.cfg Parameters"

Support for OpenSSL version 3.0.2 in section "PKA Use Cases"

file:///networking/display/bluefieldbsp480/Virtio-net+Emulated+Devices#src-3094734034_VirtionetEmulatedDevices-TransitionalVirtIO-netPFDeviceSupport
file:///networking/display/bluefieldbsp480/Virtio-net+Emulated+Devices#src-3094734034_VirtionetEmulatedDevices-TransitionalVirtIO-netVFDeviceSupport
file:///networking/display/bluefieldbsp480/Upgrading+Boot+Software
file:///networking/display/bluefieldbsp480/Installing+Popular+Linux+Distributions+on+BlueField#src-3094733905_InstallingPopularLinuxDistributionsonBlueField-BlueFieldLinuxDrivers
file:///networking/display/bluefieldbsp480/Configuring+Uplink+MTU
file:///networking/display/bluefieldbsp480/Controlling+Host+PF+and+VF+Parameters#src-3094734014_ControllingHostPFandVFParameters-DisablingHostNetworkingPhysicalFunctions
https://docs.nvidia.com/pages/createpage.action?spaceKey=bluefieldbsp480&title=RegEx+Acceleration&linkCreation=true&fromPageId=3094734063
file:///networking/display/bluefieldbsp480/Virtio-net+Emulated+Devices#src-3094734034_VirtionetEmulatedDevices-CreatingHotplugVirtIO-netVFDevice
file:///networking/display/bluefieldbsp480/Installation+Troubleshooting+and+How-Tos#src-3094734054_InstallationTroubleshootingandHowTos-bf.cfgParameters
file:///networking/display/bluefieldbsp480/Host-side+Interface+Configuration#src-3094733924_HostsideInterfaceConfiguration-ConfiguringHostServerSide
file:///networking/display/bluefieldbsp480/Modes+of+Operation
file:///networking/display/bluefieldbsp480/Deploying+BlueField+Software+Using+BFB+from+Host#src-3094733887_DeployingBlueFieldSoftwareUsingBFBfromHost-UpdatingNVConfigParams
file:///networking/display/bluefieldbsp480/System+Configuration+and+Services
file:///networking/display/bluefieldbsp480/UEFI+Secure+Boot#src-3094733934_UEFISecureBoot-EnrollingNewNVIDIACertificates
file:///networking/display/bluefieldbsp480/Installation+Troubleshooting+and+How-Tos#src-3094734054_InstallationTroubleshootingandHowTos-bf.cfgParameters
file:///networking/display/bluefieldbsp480/Public+Key+Acceleration#src-3094734019_PublicKeyAcceleration-PKAUseCases
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Section "How to change the default network configuration during BFB installation"

Updated:

Section "Firmware Upgrade"

Section "Customizations During BFB Installation"

Section "UEFI System Configuration"

Page "Host-side Interface Configuration"

Section "Enrolling Certificates Using Capsule"

Section "NIC Mode" with supported MLNX_OFED versions

Section "PKA Use Cases" with support for OpenSSL version 3.0.2

Rev 3.9 – May 03, 2022

Added:

Section "GRUB Password Protection"

New note under step 2 in section "Default Ports and OVS Configuration"

Section "BlueField Linux Drivers"

Canonical db certificate to section "Existing DPU Certificates"

New note under section "Enrolling Certificates Using Capsule"

New power cycle note under section "Enabling Host Restriction"

New power cycle note under section "Disabling Host Restriction"

Section "NIC Mode"

Section "LAG on Multi-host"

New power cycle note under section "Disabling Host Networking PFs"

file:///networking/display/bluefieldbsp480/Installation+Troubleshooting+and+How-Tos#src-3094734054_InstallationTroubleshootingandHowTos-HowtochangethedefaultnetworkconfigurationduringBFBinstallation
file:///networking/display/bluefieldbsp480/Deploying+BlueField+Software+Using+BFB+from+Host#src-3094733887_DeployingBlueFieldSoftwareUsingBFBfromHost-FirmwareUpgrade
file:///networking/display/bluefieldbsp480/Deploying+BlueField+Software+Using+BFB+from+Host#src-3094733887_DeployingBlueFieldSoftwareUsingBFBfromHost-CustomizationsDuringBFBInstallation
file:///networking/display/bluefieldbsp480/Upgrading+Boot+Software#src-3094733907_UpgradingBootSoftware-UEFISystemConfiguration
file:///networking/display/bluefieldbsp480/Host-side+Interface+Configuration
file:///networking/display/bluefieldbsp480/UEFI+Secure+Boot#src-3094733934_UEFISecureBoot-EnrollingCertificatesUsingCapsule
file:///networking/display/bluefieldbsp480/Modes+of+Operation#src-3094733988_ModesofOperation-NICMod
file:///networking/display/bluefieldbsp480/Public+Key+Acceleration#src-3094734019_PublicKeyAcceleration-PKAUseCases
file:///networking/display/bluefieldbsp480/Deploying+BlueField+Software+Using+BFB+from+Host#src-3094733887_DeployingBlueFieldSoftwareUsingBFBfromHost-GRUBPasswordProtection
file:///networking/display/bluefieldbsp480/Deploying+BlueField+Software+Using+BFB+from+Host#src-3094733887_DeployingBlueFieldSoftwareUsingBFBfromHost-DefaultPortsandOVSConfiguration
file:///networking/display/bluefieldbsp480/Installing+Popular+Linux+Distributions+on+BlueField#src-3094733905_InstallingPopularLinuxDistributionsonBlueField-BlueFieldLinuxDrivers
file:///networking/display/bluefieldbsp480/UEFI+Secure+Boot#src-3094733934_UEFISecureBoot-ExistingDPUCertificates
file:///networking/display/bluefieldbsp480/UEFI+Secure+Boot#src-3094733934_UEFISecureBoot-EnrollingCertificatesUsingCapsule
file:///networking/display/bluefieldbsp480/Modes+of+Operation#src-3094733988_ModesofOperation-EnablingHostRestriction
file:///networking/display/bluefieldbsp480/Modes+of+Operation#src-3094733988_ModesofOperation-EnablingHostRestriction
file:///networking/display/bluefieldbsp480/Modes+of+Operation#src-3094733988_ModesofOperation-NICMode
file:///networking/display/bluefieldbsp480/Link+Aggregation#src-3094734005_LinkAggregation-LAGonMulti-host
file:///networking/display/bluefieldbsp480/Controlling+Host+PF+and+VF+Parameters#src-3094734014_ControllingHostPFandVFParameters-DisablingHostNetworkingPhysicalFunctions
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Section "PKA Prerequisites"

Section "OVS IPsec"

Section "Rate Limiting VF Group"

Note to section "User Frontend"

Section "Controller Live Update"

Updated:

Code block in section "Customizations During BFB Installation"

Section "Building Your Own BFB Installation Image"

Section "Configuring VXLAN Tunnel"

Step 2 in section "Prerequisites"

Section "Enabling IPsec Full Offload"

Code block under step 1 in section "LAG Configuration"

Rev 3.8.5 – January 19, 2022

Added:

Section "Another backend already attached"

Updated:

Section "Ensure RShim Running on Host"
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file:///networking/display/bluefieldbsp480/IPsec+Functionality#src-3094734020_IPsecFunctionality-OVSIPsec
file:///networking/display/bluefieldbsp480/QoS+Configuration#src-3094734033_QoSConfiguration-RateLimitingVFGroup
file:///networking/display/bluefieldbsp480/Virtio-net+Emulated+Devices#src-3094734034_VirtionetEmulatedDevices-UserFrontend
file:///networking/display/bluefieldbsp480/Virtio-net+Emulated+Devices#src-3094734034_VirtionetEmulatedDevices-ControllerLiveUpdate
https://docs.nvidia.com/pages/createpage.action?spaceKey=bluefieldbsp480&title=.Deploying+DPU+OS+Using+BFB+from+Host+v3.9&linkCreation=true&fromPageId=3094734063
file:///networking/display/bluefieldbsp480/Installing+Popular+Linux+Distributions+on+BlueField#src-3094733905_InstallingPopularLinuxDistributionsonBlueField-BuildingYourOwnCentOSBFB
file:///networking/display/bluefieldbsp480/Virtual+Switch+on+BlueField#src-3094734001_VirtualSwitchonBlueField-ConfiguringVXLANTunnel
file:///networking/display/bluefieldbsp480/Link+Aggregation#src-3094734005_LinkAggregation-Prerequisites
https://docs.nvidia.com/pages/createpage.action?spaceKey=bluefieldbsp480&title=.IPsec+Functionality+v3.9&linkCreation=true&fromPageId=3094734063
file:///networking/display/bluefieldbsp480/Link+Aggregation#src-3094734005_LinkAggregation-BFLAGconfig
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