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Performance Monitoring
Counters

The performance modules in NVIDIA® BlueField® are present in several hardware blocks
and each block has a certain set of supported events.

The mlx_pmc driver provides access to all of these performance modules through a

sysfs interface. The driver creates a directory under /sys/class/hwmon under which
each of the blocks explained above has a subdirectory. Please note that all directories
under /sys/class/hwmon are named as " hwmon<N> " where N isthe hwmon device
number corresponding to the device. This is assigned by Linux and could change with the
addition of more devices to the hwmon class. Each hwmon directory has a " name " node
which can be used to identify the correct device. In this case, reading the " name " file
should return " bfperf "

The hardware blocks that include performance modules are:
 Tile (block containing 2 cores and a shared L2 cache) has 2 sets of counters, one set
for HNF and HNF_NET events. These are present as "tile" and "tilenet" directories in
the sysfs interface of the driver.
e TRIO (PCle root complex) has 3 sets of counters, one each for TRIO, SMGEN and
PCIE TLR events. The sysfs directories for these are called "trio", "triogen” and "pcie”
respectively.

e MSS (memory sub-system containing the memory controller and L3 cache)

e GIC and SMMU with one set of counters each for the SMGEN events. These are
simply labelled "gic" and "smmu" respectively.

The number of Tile, TRIO and MSS blocks depends on the system. There is a maximum of
8 Tile, 3 TRIO and 2 MSS blocks in BlueField, and this is added as a suffix to the sysfs
directory names. For example, this is a list of directories present in a BlueField-2 system:

ubuntu@bf:/S 1s /sys/class/hwmon/hwmon@/
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device 13cachehalf@ pcie@ smmu@ tilel tilenet® tilenet3 triogen®
ecc 13cachehalf1 pciel subsystem tile? tilenetl trio®@ triogeni
gic® name power tile@ tile3 tilenet2 triol uevent

The PCle TLR statistics for each TRIO are under the "pcie" block.

BlueField-2 Performance Monitoring Counters

Performance Data Collection Mechanisms

The performance data of the BlueField hardware is collected using two mechanisms:
1. Programming hardware counters to monitor specific events
2. Reading registers that hold performance/event statistics

All blocks except "ecc"” and "pcie” use the mechanism 1.

Using Hardware Counters

For blocks that use hardware counters to collect data, each counter present in the block is
represented by " event<N> "and " counter<N> " sysfs files.

For example:

ubuntu@bf:/S 1s /sys/class/hwmon/hwmon@/tile@/
counter® counter1 counter?2 counter3 eventd eventl event? event3
event_list

An event<N> and counter<N> pair can be used to program and monitor events. The "

event_list " sysfs file displays the list of events supported by that block along with the
hexadecimal value corresponding to each event.

Use the echo command to write the event number to the event<N> file, and use the
cat command to read the counter value from the corresponding counter ( counter<N>

).
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The counters are enabled individually once the event number is written to the
corresponding event file. However, the L3 cache performance counters cannot be enabled
or disabled individually and can only be triggered or stopped all at the same time.

So in the example provided, all 4 event files may be programmed with the necessary event
numbers and then the "enable” file may be used to start the counters. Writing @ to the
enable file stops the counters while 1 starts them.

Reading Registers

For "ecc" and "pcie" blocks, the counters cannot be started or stopped by the user, instead
the statistics are automatically collected by HW and stored in registers. These register
names are exposed within the directory and can be read by the user at any time.

List of Supported Events

SMGEN Performance Module

Hex Value | Name

Description

0x0 AW_REQ Reserved for internal use
Ox1 AW_BEATS Reserved for internal use
Ox2 AW_TRANS Reserved for internal use
Ox3 AW_RESP Reserved for internal use
Ox4 AW_STL Reserved for internal use
0x5 AW_LAT Reserved for internal use
Ox6 AW_REQ_TBU | Reserved for internal use
Ox8 AR_REQ Reserved for internal use
0x9 AR_BEATS Reserved for internal use
Oxa AR_TRANS Reserved for internal use
Oxb AR_STL Reserved for internal use
Oxc AR_LAT Reserved for internal use
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Hex Value | Name

Oxd

Oxe

Oxf

Ox10

Ox11

AR_REQ_TBU
TBU_MISS

TX_DAT_AF

RX_DAT_AF

RETRYQ_CRED

Description
Reserved for internal use
The number of TBU miss

Mesh Data channel write FIFO almost Full.
This is from the TRIO toward the Arm memory.

Mesh Data channel read FIFO almost Full.
This is from the Arm memory toward the TRIO.

Reserved for internal use

Tile HNF Performance Module

Hex
Value

Ox45
Ox46
Ox47
Ox48
Ox49

Ox4a

Ox4b
Ox4c
Ox4d
Ox4e
Ox4f

Ox50

Ox51

Name

HNF_REQUESTS
HNF_REJECTS
ALL_BUSY
MAF_BUSY
MAF_REQUESTS

RNF_REQUESTS

REQUEST_TYPE
MEMORY_READS
MEMORY_WRITES
VICTIM_WRITE
POC_FULL

POC_FAIL

POC_SUCCESS

Management

Description

Number of REQs that were processed in HNF
Reserved for internal use
Reserved for internal use
Reserved for internal use
Reserved for internal use

Number of REQs sent by the RN-F selected by
HNF_PERF_CTL register RNF_SEL field

Reserved for internal use
Number of reads to MSS
Number of writes to MSS
Number of victim lines written to memory
Reserved for internal use

Number of times that the POC Monitor sent
RespErr Okay status to an Exclusive WriteNoSnp or
CleanUnique REQ

Number of times that the POC Monitor sent
RespErr ExOkay status to an Exclusive WriteNoSnp
or CleanUnique REQ



Hex

Value Name Description

o2 | poc wares T

0x53 | POC_READS lglrtgr:(leosesrec:jfg;ggsciv'\e/lEfiingIean/ReadShared REQs

Ox54 | FORWARD Reserved for internal use

Ox55 | RXREQ_HNF Reserved for internal use

Ox56 | RXRSP_HNF Reserved for internal use

Ox57 | RXDAT_HNF Reserved for internal use

Ox58 | TXREQ_HNF Reserved for internal use

Ox59 | TXRSP_HNF Reserved for internal use

Ox5a | TXDAT_HNF Reserved for internal use

Ox5b | TXSNP_HNF Reserved for internal use

Ox5c | INDEX_MATCH Reserved for internal use

S et e Ve, Copya O

Ox5e |10 _ACCESS Accgsses requests (Reads, Writes) from DMA 10
devices

Ox5f | TSO_WRITE Totql Store Order write Requests from DMA 10
devices

Ox60 | TSO_CONFLICT Reserved for internal use

Ox61 DIR_HIT Requests that hit in directory

Ox62 | HNF_ACCEPTS Reserved for internal use

Ox63 | REQ_BUF_EMPTY Number of cycles when request buffer is empty

Ox64 | REQ_BUF_IDLE_MAF Reserved for internal use

Ox65 | TSO_NOARB Reserved for internal use

Ox66 | TSO_NOARB_CYCLES Reserved for internal use

Ox67 | MSS_NO_CREDIT ch\lou’\n/qltsagrdoufecglgIlzséik;aftcar;i?suest could not be sent

Ox68 | TXDAT_NO_LCRD Reserved for internal use
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Hex

Value Name Description

Ox69 | TXSNP_NO_LCRD Reserved for internal use
Ox6a | TXRSP_NO_LCRD Reserved for internal use
Ox6b | TXREQ_NO_LCRD Reserved for internal use
Ox6c | TSO_CL_MATCH Reserved for internal use

Ox6d | MEMORY_READS_BYPASS | Number of reads to MSS that bypass Home Node
Ox6e | TSO_NOARB_TIMEOUT Reserved for internal use

Ox6f | ALLOCATE Number of times that Directory entry was allocated

0x70 | VICTIM Num!oer of time; that Directory entry allocation did
not find an Invalid way in the set

Ox71 A72_WRITE Write requests from A72 clusters

Ox72 | A72_Read Read requests from A72 clusters

Ox73 | IO_WRITE Write requests from DMA 10 devices

Ox74 | I0O_Reads Read requests from DMA 10 devices

Ox75 | TSO_Reject
Ox80 | TXREQ_RN
Ox81 | TXRSP_RN
Ox82 | TXDAT_RN
Ox83 | RXSNP_RN
0x84 | RXRSP_RN
Ox85 | RXDAT_RN

TRIO Performance Module

Hex

Value Name

Oxa0 TPIO_DATA_BEAT

Oxal TDMA_DATA_BEAT

Management

Reserved for internal use
Reserved for internal use
Reserved for internal use
Reserved for internal use
Reserved for internal use
Reserved for internal use

Reserved for internal use

Description

Data beats from Arm PIO to TRIO

Data beats from Arm memory to PCI

completion



Hex
Value

Oxaz2
Oxa3
Oxa4d

Oxab

Oxab
Oxa7

Oxa8

0Oxa9

Oxaa

Oxab

Oxac

Oxad

Oxae

Oxaf

Oxb0

Oxb1

Oxb?2

Oxb3

Name

MAP_DATA_BEAT
TXMSG_DATA_BEAT
TPIO_DATA_PACKET

TDMA_DATA_PACKET

MAP_DATA_PACKET
TXMSG_DATA_PACKET

TDMA_RT_AF

TDMA_PBUF_MAC_AF

TRIO_MAP_WRQ_BUF_EMPTY
TRIO_MAP_CPL_BUF_EMPTY

TRIO_MAP_RDQO_BUF_EMPTY

TRIO_MAP_RDQ1_BUF_EMPTY

TRIO_MAP_RDQ2_BUF_EMPTY

TRIO_MAP_RDQ3_BUF_EMPTY

TRIO_MAP_RDQ4_BUF_EMPTY

TRIO_MAP_RDQ5_BUF_EMPTY

TRIO_MAP_RDQ6_BUF_EMPTY

TRIO_MAP_RDQ7_BUF_EMPTY

L3 Cache Performance Module

Management

Description

Reserved for internal use
Reserved for internal use
Data packets from Arm PIO to TRIO

Data packets from Arm memory to PCI
completion

Reserved for internal use
Reserved for internal use

The in-flight PCI DMA READ request queue is
almost full

Indicator of the buffer of Arm memory reads is
too full awaiting PCle access

PCle write transaction buffer is empty
Arm PIO request completion queue is empty

The buffer of MACO's read transaction is
empty

The buffer of MAC1's read transaction is
empty

The buffer of MAC?2's read transaction is
empty
The buffer of MAC3's read transaction is
empty
The buffer of MAC4's read transaction is
empty
The buffer of MACS5's read transaction is
empty
The buffer of MACB's read transaction is
empty

The buffer of MAC7's read transaction is
empty



®

Hex
Value

0x00
Ox01

0x02
0x03
Ox04
0Ox05

Ox06

Ox07
0x08
0x09
Ox0a
Ox0b
Ox0c
Ox0Od
Ox0e
OxOf
Ox10

Management

Note

The L3 cache interfaces with the Arm cores via the SkyMesh. The
CDN is used for control data. The NDN is used for responses. The
DDN is for the actual data transfer.

Name Description
DISABLE Reserved for internal use
CYCLES Timestamp counter

Read Transaction control request from

TOTAL_RD_REQ_IN the CDN of the SkyMesh

Write transaction control request from

TOTAL_WR_REQ_IN the CDN of the SkyMesh

Write transaction control responses from

TOTAL_WR_DBID_ACK the NDN of the SkyMesh

Write transaction data from the DDN of

TOTAL_WR_DATA_IN the SkyMesh

Write completion response from the NDN

TOTAL_WR_COMP of the SkyMesh

TOTAL_RD_DATA_OUT
TOTAL_CDN_REQ_IN_BANKO
TOTAL_CDN_REQ_IN_BANKT

Read transaction data from the DDN
CHI CDN Transactions Bank O
CHI CDN Transactions Bank 1

TOTAL_DDN_REQ_IN_BANKO CHI DDN Transactions Bank O
TOTAL_DDN_REQ_IN_BANK1

TOTAL_EMEM_RD_RES_IN_BANKO
TOTAL_EMEM_RD_RES_IN_BANKI1

TOTAL_CACHE_RD_RES_IN_BANKO

CHI DDN Transactions Bank 1

Total EMEM Read Response Bank O
Total EMEM Read Response Bank 1
Total Cache Read Response Bank O
TOTAL_CACHE_RD_RES_IN_BANKI1
TOTAL_EMEM_RD_REQ_BANKO

Total Cache Read Response Bank 1
Total EMEM Read Request Bank O
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Hex

Value -

Description

Ox11 TOTAL_EMEM_RD_REQ_BANKT

Total EMEM Read Request Bank 1

Ox12 TOTAL_EMEM_WR_REQ_BANKO

Total EMEM Write Request Bank O

Ox13 TOTAL_EMEM_WR_REQ_BANKI1

Total EMEM Write Request Bank 1

Ox14 TOTAL_RD_REQ_OUT

EMEM Read Transactions Out

Ox15 TOTAL_WR_REQ_OUT

EMEM Write Transactions Out

Ox16 TOTAL_RD_RES_IN

EMEM Read Transactions In

Ox17 HITS_BANKO

Number of Hits Bank O

Ox18 HITS_BANKI

Number of Hits Bank 1

Ox19 MISSES_BANKO

Number of Misses Bank O

Ox1la MISSES_BANKI

Number of Misses Bank 1

Ox1b ALLOCATIONS_BANKO

Number of Allocations Bank O

Ox1c ALLOCATIONS_BANKT

Number of Allocations Bank 1

Ox1d EVICTIONS_BANKO

Number of Evictions Bank O

Ox1le EVICTIONS_BANKI1

Number of Evictions Bank 1

Ox1f DBID_REJECT

Reserved for internal use

0x20 WRDB_REJECT_BANKO

Reserved for internal use

Ox21 WRDB_REJECT_BANKT

Reserved for internal use

Ox22 CMDQ_REJECT_BANKO

Reserved for internal use

Ox23 CMDQ_REJECT_BANKI

Reserved for internal use

Ox24 COB_REJECT_BANKO

Reserved for internal use

Ox25 COB_REJECT_BANKT

Reserved for internal use

Ox26 TRB_REJECT_BANKO

Reserved for internal use

Ox27 TRB_REJECT_BANKIT

Reserved for internal use

Ox28 TAG_REJECT_BANKO

Reserved for internal use

Ox29 TAG_REJECT_BANKI1

Reserved for internal use

Ox2a ANY_REJECT_BANKO

Reserved for internal use

Ox2b ANY_REJECT_BANKT

Reserved for internal use

Management
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PCle TLR Statistics

Hex Value | Name

Ox0

Ox10
Ox18
0x20
Ox28
O0x30
Ox38
0x40
Ox48
0x50
Ox58
Ox60

PCIE_TLR_IN_P_PKT_CNT
PCIE_TLR_IN_NP_PKT_CNT
PCIE_TLR_IN_C_PKT_CNT
PCIE_TLR_OUT_P_PKT_CNT
PCIE_TLR_OUT_NP_PKT_CNT
PCIE_TLR_OUT_C_PKT_CNT
PCIE_TLR_IN_P_BYTE_CNT
PCIE_TLR_IN_NP_BYTE_CNT
PCIE_TLR_IN_C_BYTE_CNT
PCIE_TLR_OUT_C_BYTE_CNT
PCIE_TLR_OUT_NP_BYTE_CNT
PCIE_TLR_OUT_C_BYTE_CNT

Tile HNFNET Performance Module

Hex
Value

Ox12
Ox13
Ox14

Ox15

Ox16

Ox17

Name

Description

Incoming posted packets
Incoming non-posted packets
Incoming completion packets
Outgoing posted packets
Outgoing non-posted packets
Outgoing completion packets
Incoming posted bytes
Incoming non-posted bytes
Incoming completion bytes
Outgoing posted bytes
Outgoing non-posted bytes
Outgoing completion bytes

Description

CDN_REQ
DDN_REQ
NDN_REQ

CDN_DIAG_N_OUT_OF_CRED

CDN_DIAG_S_OUT_OF_CRED

CDN_DIAG_E_OUT_OF_CRED

Management

The number of CDN requests
The number of DDN requests
The number of NDN requests

Number of cycles that north input port FIFO

runs out of credits in the CDN network

Number of cycles that south input port FIFO

runs out of credits in the CDN network

Number of cycles that east input port FIFO runs

out of credits in the CDN network
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Hex
Value

Ox18

Ox19

Ox1a

Ox1b

Ox1c

Ox1d

Oxle

Ox1f

0x20

Ox21

Ox22

Ox23

Ox24

Ox25

Ox26

Ox27

Name

CDN_DIAG_W_OUT_OF_CRED

CDN_DIAG_C_OUT_OF_CRED

CDN_DIAG_N_EGRESS

CDN_DIAG_S_EGRESS

CDN_DIAG_E_EGRESS

CDN_DIAG_W_EGRESS

CDN_DIAG_C_EGRESS

CDN_DIAG_N_INGRESS

CDN_DIAG_S_INGRESS

CDN_DIAG_E_INGRESS

CDN_DIAG_W_INGRESS

CDN_DIAG_C_INGRESS

CDN_DIAG_CORE_SENT

DDN_DIAG_N_OUT_OF_CRED

DDN_DIAG_S_OUT_OF_CRED

DDN_DIAG_E_OUT_OF_CRED

Management

Description
Number of cycles that west input port FIFO
runs out of credits in the CDN network

Number of cycles that core input port FIFO runs
out of credits in the CDN network

Packets sent out from north port in the CDN
network

Packets sent out from south port in the CDN
network

Packets sent out from east port in the CDN
network

Packets sent out from west port in the CDN
network

Packets sent out from core port in the CDN
network

Packets received by north port in the CDN
network

Packets received by south port in the CDN
network

Packets received by east port in the CDN
network

Packets received by west port in the CDN
network

Packets received by core port in the CDN
network

Packets completed from core port in the CDN
network

Number of cycles that north input port FIFO
runs out of credits in the DDN network

Number of cycles that south input port FIFO
runs out of credits in the DDN network

Number of cycles that east input port FIFO runs
out of credits in the DDN network
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Hex
Value

Ox28

0Ox29

Ox2a

Ox2b

Ox2c

Ox2d

Ox2e

Ox2f

0x30

Ox31

Ox32

Ox33

Ox34

Ox35

Ox36

Ox37

Name

DDN_DIAG_W_OUT_OF_CRED

DDN_DIAG_C_OUT_OF_CRED

DDN_DIAG_N_EGRESS

DDN_DIAG_S_EGRESS

DDN_DIAG_E_EGRESS

DDN_DIAG_W_EGRESS

DDN_DIAG_C_EGRESS

DDN_DIAG_N_INGRESS

DDN_DIAG_S_INGRESS

DDN_DIAG_E_INGRESS

DDN_DIAG_W_INGRESS

DDN_DIAG_C_INGRESS

DDN_DIAG_CORE_SENT

NDN_DIAG_N_OUT_OF_CRED

NDN_DIAG_S_OUT_OF_CRED

NDN_DIAG_E_OUT_OF_CRED

Management

Description
Number of cycles that west input port FIFO
runs out of credits in the DDN network

Number of cycles that core input port FIFO runs
out of credits in the DDN network

Packets sent out from north port in the DDN
network

Packets sent out from south port in the DDN
network

Packets sent out from east port in the DDN
network

Packets sent out from west port in the DDN
network

Packets sent out from core port in the DDN
network

Packets received by north port in the DDN
network

Packets received by south port in the DDN
network

Packets received by east port in the DDN
network

Packets received by west port in the DDN
network

Packets received by core port in the DDN
network

Packets completed from core port in the DDN
network

Number of cycles that north input port FIFO
runs out of credits in the NDN network

Number of cycles that south input port FIFO
runs out of credits in the NDN network

Number of cycles that east input port FIFO runs
out of credits in the NDN network
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Hex
Value

0x38

0x39

Ox3a

Ox3b

Ox3c

Ox3d

Ox3e

Ox3f

0x40

Ox41

Ox42

Ox43

Ox44

Name

NDN_DIAG_W_OUT_OF_CRED

NDN_DIAG_C_OUT_OF_CRED

NDN_DIAG_N_EGRESS

NDN_DIAG_S_EGRESS

NDN_DIAG_E_EGRESS

NDN_DIAG_W_EGRESS

NDN_DIAG_C_EGRESS

NDN_DIAG_N_INGRESS

NDN_DIAG_S_INGRESS

NDN_DIAG_E_INGRESS

NDN_DIAG_W_INGRESS

NDN_DIAG_C_INGRESS

NDN_DIAG_CORE_SENT

Description
Number of cycles that west input port FIFO
runs out of credits in the NDN network

Number of cycles that core input port FIFO runs
out of credits in the NDN network

Packets sent out from north port in the NDN
network

Packets sent out from south port in the NDN
network

Packets sent out from east port in the NDN
network

Packets sent out from west port in the NDN
network

Packets sent out from core port in the NDN
network

Packets received by north port in the NDN
network

Packets received by south port in the NDN
network

Packets received by east port in the NDN
network

Packets received by west port in the NDN
network

Packets received by core port in the NDN
network

Packets completed from core port in the NDN
network

Programming Counter to Monitor Events

To program a counter to monitor one of the events from the event list, the event name or
number needs to be written to the corresponding event file.

Management
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Let us call the /sys/class/hwmon/hwmon<N> folder corresponding to this driver as
BFPERF_DIR .

For example, to monitor the event HNF_REQUESTS (0x45)on tile2? using counter 3

S echo 0x45 > <BFPERF_DIR>/tile2/event3

Or:

S echo HNF_REQUESTS > <BFPERF_DIR>/tile2/event3

Once this is done, counter3 resets the counter and starts monitoring the number of
HNF_REQUESTS .
To read the counter value, run:

S cat <BFPERF_DIR>/tile2/counter3

To see what event is currently being monitored by a counter, just read the corresponding
event file to get the event name and number.

S cat <BFPERF_DIR>/tile2/event3

In this case, reading the event3 file returns " Ox45: HNF_REQUESTS "

To clear the counter, write O to the counter file.

S echo © > <BFPERF_DIR>/tile2/counter3
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This resets the accumulator and the counter continues monitoring the same event that
has previously been programmed, but starts the count from 0 again. Writing non-zero
values to the counter files is not allowed.

To stop monitoring an event, write Oxff to the corresponding event file.

This is slightly different for the I3cache blocks due to the restriction that all counters can
only be enabled, disabled, or reset together. So once the event is written to the event file,
the counters will have to be enabled to start monitoring their respective events by writing
"1" to the "enable” file. Writing "0" to this file will stop all the counters. The most reliable
way to get accurate counter values would be by disabling the counters after a certain time
period and then proceeding to read the counter values.

() Note

Programming a counter to monitor a new event automatically stops
all the counters. Also, enabling the counters resets the counters to O
first.

For blocks that have performance statistics registers (mechanism 2), all of these statistics
are directly made available to be read or reset.

For example, to read the number of incoming posted packets to TRIOZ:
S cat <BFPERF_DIR>/pcie2/IN_P_PKT_CNT

The count can be reset to O by writing O to the same file. Again, non-zero writes to these
files are not allowed.

BlueField-3 Performance Monitoring Counters

Performance data on BlueField hardware is collected using two mechanisms:

1. Programming hardware counters to monitor specific events.
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2. Reading registers that store performance or event statistics.

Several hardware blocks in BlueField include performance modules, each supporting a
specific set of events. These blocks are:

e Tile - Contains two cores and a shared L2 cache

e TRIO -The PCle root complex

e MSS - Memory subsystem containing the memory controller and L3 cache
The number of these blocks may vary by system. BlueField supports up to:

e 8Tiles

e 3TRIOs

e 2 MSS blocks

Each Tile has a performance module with 4 hardware counters, which can be programmed
simultaneously. Each TRIO has two performance modules—referred to by the driver as

trio and triogen.The trio module has 4 counters; triogen has 1. MSS blocks
include:

e Ageneric mss performance module with 4 counters.

e An 13cache module shared between the two MSS blocks. Each is further split into
two halves, with two banks per half. Each half provides 5 counters, named
13cachexXhalf® and 13cacheXhalf1.

e An ecc block that exposes registers with ECC statistics.
PCle TLR statistics for each TRIO are available under the pcie block.

The mlx_pmc driver provides access to all performance modules via the sysfs
interface. It creates a hwmonN directory under /sys/class/hwmon , where each
monitored block has its own subdirectory. These directories are named hwmonN , where
N is the Linux-assigned device number (which may vary between boots or systems). You

can identify the correct device by reading the name file inside each directory. The one for
this driver should return:
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cat /sys/class/hwmon/hwmonN/name
bfperf

For blocks using hardware counters (Mechanism 1), each counter is represented by an
eventN and counterN file pair. You can also view the list of supported events for each

block using the event_list file.

Programming a Counter to Monitor an Event

Let BFPERF_DIR be the path to the relevant /sys/class/hwmon/hwmonN directory.

To configure a counter to monitor a specific event:

echo 0x45 > <BFPERF_DIR>/tile2/event3
# or
echo HNF_REQUESTS > <BFPERF_DIR>/tile2/event3

This command sets Tile 2’s Counter 3 to monitor the HNF_REQUESTS event and resets
the counter.

To read the current counter value:
cat <BFPERF_DIR>/tile2/counter3
To view the currently monitored event:

cat <BFPERF_DIR>/tile2/event3
# Output: "0x45: HNF_REQUESTS"

To reset the counter:
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echo © > <BFPERF_DIR>/tile?2/counter3

Note:
e This resets the counter but keeps the same event

e Writing a non-zero value to the counter file is not allowed
e To stop monitoring the event, write Oxff to the corresponding eventN file

Special Case: L3 Cache Blocks

L3 cache blocks require all counters to be enabled, disabled, or reset together. After
writing the desired event(s) to the relevant eventN files, you must enable the counters
by writing:

echo 1 > <BFPERF_DIR>/13cacheX/enable
To stop all counters:
echo © > <BFPERF_DIR>/13cacheX/enable

Recommendations:
o For accurate readings, disable counters after a fixed interval before reading
e Writing a new event automatically disables all counters

e Enabling counters resets their values to O

Reading Statistics from Performance Registers

Management



For blocks that expose statistics via read-only registers (Mechanism 2), values can be
accessed directly via sysfs .

Example: To read the number of incoming posted packets on TRIO2:
cat <BFPERF_DIR>/pcie2/IN_P_PKT_CNT
To reset the value:

echo © > <BFPERF_DIR>/pcie2/IN_P_PKT_CNT

() Note

Only @ can be written to reset the counter. Writing any other value is
not permitted.

List of Events

TBD

Management
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Intelligent Platform
Management Interface

IPMB requests can be initiated in 2 directions:
e BlueField BMC-to-BlueField

¢ BlueField-to-BlueField BMC

() Note

The NVIDIA® BlueField® networking platform's (DPU or SuperNIC)
ipmb_dev_int driver is registered at the 7-bit 12C address 0x30 by

default. The I°C address of the BlueField can be changed in the file
/usr /bin/set_emu_param.sh.

o BlueField Controller cards provide connection from the host
server BMC to BlueField Arm 12C bus

o BlueField devices provide connection from the host server BMC
to the BlueField NC-SI port

o BlueField Reference Platforms provide connection from its on-
board BMC to BlueField Arm 12C bus

BlueField BMC IPMI Commands

The BlueField BMC is able to retrieve data from BlueField software over its Intelligent
Platform Management Bus (IPMB).

For more details, please refer to the following sections of the NVIDIA BlueField BMC
Software user manual under BMC SW tab.
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e Appendix - Generic IPMI Commands

¢ Appendix - NVIDIA OEM IPMI Commands

BlueField IPMI Commands

The BlueField is able to retrieve data from the BlueField BMC over IPMB.

Issue a command with the following format from the BlueField to retrieve information
from the BMC:

S ipmitool <ipmitool command>
The BlueField may request information about itself using the following command format:

S ipmitool -U ADMIN -P ADMIN -p 9001 -H localhost <ipmitool
command>

() Note

The ipmb_host driver allows the BlueField to send requests to the
BMC. Once set_emu_param.service is started, it will try to load
the ipmb_host drivers. If the BMC is down or not responsive when

BlueField tries to load the ipmb_host driver, the latter will not load

successfully. In that case, make sure the BMC is up and operational,
and run the following from BlueField's console:

echo 0x1011 > /sys/bus/i2c/devices/i2c-
2/delete_device
rmmod ipmb_host
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The set_emu_param.service script will try to load the driver
again.

I2C Addresses for BMC-initiated Requests

Device I2C Address
BlueField ipmb_dev_int |0x30

BMC ipmb_host 0x20

I2C Addresses for BlueField-initiated Requests

Device I2C Address
BlueField ipmb_host |Ox11

BMC ipmb_dev_int |Ox10

Changing 12C Addresses

To use a different BlueField or BMC I2C address, you must make changes to the following
files' variables.

Filename Path Parameter Change

/usr/bin/set_emu_param.sh |The ipmb_dev_int and ipmb_host drivers are
registered at the following 1°C addresses:

IPMB_DEV_INT_ADD=<BlueField I2C
e Address 1>

IPMB_HOST_ADD=<BlueField I2C
e Address 2>

These addresses must be different from one another.
Otherwise, one of the drives will fail to register.
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Filename Path Parameter Change
To change the BMC 12C address:

IPMB_HOST_CLIENTADDR=<BMC I2C
Address>

<I2C Address> must be equal to:
Ox1000+<7-bit I2C address>

Disabling IPMI from BlueField Arm to BMC

The BlueField SoC features two 12C channels connecting BlueField Arm and the BMC:
e [2C-1 sends IPMI commands from BlueField Arm to the BMC
e [2C-5 sends IPMI commands from the BMC to BlueField Arm

In cases where the BlueField Arm is not trusted, it may be desirable to block IPMI

commands from the BlueField Arm to the BMC as it could grant a malicious actor root-
level access to the BMC. This can be done via Redfish or the UEFI menu.

Disabling IPMI Using Redfish

1. Disable 12C-1:

curl -k -u root :'bmc_password -H 'content-type: application/json' -d '{"Attributes":
{ "Disablel2c1™ true}} -X PATCH
https ://<bmc_ip>/redfish/v1/Systems/Bluefield/Bios/Settings

2. Make sure the configuration is saved in the BMC's data base:

# curl -k -u root:'bmc_password -H 'content-type: application/json' X GET
https ://<bmc_ip>/redfish/v1/Systems/Bluefield/Bios/Settings{
"@odata.id": "/redfish/v1/Systems/Bluefield/Bios/Settings",
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"@odata.type" : "#Bios.v1_2_0.Bios",
"Attributes" :  {

"Disablel2c1": true

}

"Description" : "BIOS Settings",

"Id": "BIOS_Settings",
"Name" : "BIOS Configuration"

3. Perform warm reset (e.g., SW_RESET ) and wait for Redfish to run.

4. Perform warm reset (e.g., SW_RESET ) and wait for Linux to boot.

5. Verify that 12c-1 has successfully been disabled:

root@localhost:~# 1s /sys/bus/i2c/devices/
Expected output:
i2c-5

12c-1 device should not appear.

Disabling IPMI Using UEFI Menu

1. Select Device Manager:
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BlueField-3 SmartNIC Main Card
Mellanox BlueField-3 [Al] A78(D42) roOpl 2.00 GHz
1.9.0.0 15840 MB RAM

Select Language <Standard English> This 1s the option
one adjusts to change

> De inager the language for the
-*B]{ll1unql| current systen

> Boot Maintenance Manager

Continue
Reset

“v=Move Highlight <Enter>=Select Entry

2. Select System Configuration:

A P 7 A L A L 7 A A 2 A A A A A

7 Device Manager

ﬂ06&0@600660&6@ﬁ6&966@ﬁﬁﬁﬁ66&0&Gﬂﬁ6@&%@006@9660G@ﬁﬁﬁ@@0&@96660&@900&6@60&

Devices ST
> RAM Disk Configuration
= Tls Auth Configuration
» Secure Boot CDnT;quatlﬂr
> 1SCSI Confiquration

Cvuetar
3 =

Set the system
configuration

nriguratlion

» H e 1_';'.'".)1 I k [J("I'.". 1Ce |_ 15 t

Press ESC to ex1it.

3. Select Disable 12C1 (make sure it is marked with an X):
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System Conflguratlon

o
A AR AR A A A A A A A A A A L A A A 2 2 A A 2 A 2 7

Disable/Enable I2C1

4. Press ESC key and type Y to save your changes.

dedddadddaddddaaaadaafadddaaddaaaddaaadaidadils U'WUL
S stem Configuration

&66@60@ﬁr;ﬁﬂﬁufnﬁf;iuEJGoEuﬁwﬁﬁt}&ﬁn@ﬂ&wfmtct_‘u&wEuﬁr;Euﬁwfu60@0wﬁ60&&0%00666%%6%0&6

Disable/Enable I2C1

) > Changes and exit?
to discard and exit,

IR AAAAAAAAAAAANAAAAAANAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAZLAAAN A7
sable HEST |

<Spacebar>Toggle Checkbox

5. Perform a warm reset (e.g., SW_RESET or via the reset option in the main menu of
the UEFI menu) and wait for Linux to boot.

6. Verify that 12c-1 has successfully been disabled:
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root@localhost :~# 1s /sys/bus/i2c/devices/
Expected output:
i2c¢c-5

i2c-1 device should not appear.

External Host IPMI Commands

It is possible for the external host to retrieve data from the BlueField via the IPMI LAN
interface (either OOB or ConnectX).

To do that:

1. Set the network interface address properly in progconf . For example, if the OOB
IP address is 192.168.101.2, edit the OOB_IP variable in the
/etc/ipmi/progconf file as follows:

root@localhost:~# cat /etc/ipmi/progconf
SUPPORT_IPMB="NONE"

LOOP_PERIOD=3
BF_FAMILY=S(/usr/bin/bffamily | tr -d '[:space:]")

OOB_IP="192.168.101.2"

2. Then reboot or restart the IPMI service as follows:

systemctl restart mlx_ipmid
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3. To get information from the BlueField, issue commands from the external host in the

following format:

ipmitool -I lanplus -H 192168.1012 -U ADMIN -P ADMIN <ipmitool
command>

Loading and Using IPMI on BlueField Running CentOS

1. Load the BlueField CentOS image:

() Note

The following steps are performed from the BlueField CentOS
prompt. The BlueField is running CentOS 7.6 with kernel 5.4. The
CentOS installation was done using the CentOS everything ISO
image.

The following drivers need to be loaded on the BlueField running
CentOS:

o jc42.ko
o eel@04.ko
o at24.ko
o eeprom.ko

o 12c-dev.ko

Example of loading ee1004 .ko, at24.ko,and eeprom.ko:

modprobe ee1004
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modprobe at24
modprobe eeprom

(D Info

The i2c-dev module is built into the kernel 5.4.60 on CentOS
7.6.

2. (Optional) Update the i2c-mlx driver if the installed version is older than
i2c-mlx-1.0-0.gab579c6.src.rpm.

1. Re-compile i2c-mlx . Run:

S yum remove -y kmod-i2c-mlx
S modprobe -rv i2c-mlx

2. Transfer the i2c-mlx RPM from the BlueField software tarball under
distro/SRPM onto the Arm. Run:

S rpmbuild --rebuild /root/i2c-mlx-1.0-
0.g422740c.src.rpm

S yum install -y /root/rpmbuild/RPMS/aarch64/i2c-mlx-
1.0-0.9422740c_5.4.17_mlnx.9.gaBbeab68.aarch64.rpm

§ 1s -1 /lib/modules/S(uname -r)/extra/i2c-mlx/i2c-
mlx.ko

3. Load i2c-mlx .Run:
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S modprobe i2c-mlx

3. Install the following packages:

S yum install ipmitool lm_sensors

If the above operation fails for ipmitool, run the following to install it:

wget
http://sourceforge.net/projects/ipmitool/files/ipmitool/1.8.18
1.8.18.tar.gz

tar -xvzf ipmitool-1.8.18.tar.gz

cd ipmitool-1.8.18

./bootstrap

./configure

make

make install DESTDIR=/tmp/package-ipmitool

4. The 12c-tools package is also required, but the version contained in the CentOS

Yum repository is old and does not work with BlueField. Therefore, please download
i2c-tools version 4.1, and then build and install it.

# Build i2c-tools from a newer source

wget http://mirrors.edge.kernel.org/pub/software/utils/i2c-
tools/i2c-tools-4.1.tar.gz

tar -xvzf i2c-tools-4.171.tar.gz

cd i2c-tools-4.1

make

make install PREFIX=/usr
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# create a link to the libraries
In -sfn /usr/lib/1libi2c.s0.0.1.1 /1ib64/1ibi2c.so
In -sfn /usr/lib/1libi2c.s0.0.1.1 /1ib64/1ibi2c.s0.0

5. Generate an RPM binary from the BlueField's mix-OpenlPMI-2.0.25 source RPM.

The following packages might be needed to build the binary RPM depending on
which version of CentOS you are using.

S yum install libtool rpm-devel rpmdevtools rpmlint wget
ncurses-devel automake
S rpmbuild --rebuild mlx-OpenIPMI-2.0.25-0.g587ebbb.src.rpm

() Note

You may obtain this rpm file by means of scp from the server
host's Bluefield Distribution folder. For example:

S scp <BF_INST_DIR>/distro/SRPMS/mlx-
OpenIPMI-2.0.25-0.g4fdc53d.src.rpm <ip-
address>:/<target_directory>/

If there are issues with building the OpenIPMI RPM, verify that the swig package is
not installed.

S yum remove -y swig

6. Generate a binary RPM from the ipmb-dev-int source RPM and install it. Run:
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S rpmbuild --rebuild ipmb-dev-int-1.0-0.g304ealc.src.rpm

7. Generate a binary RPM from the ipmb-host source RPM and install it. Run:

S rpmbuild --rebuild ipmb-host-1.0-0.g304eabc.src.rpm

8. Load OpenlPMI, ipmb-host ,and ipmb-dev-int RPM packages. Run

S yum install -y /root/rpmbuild/RPMS/aarch64/mlx-OpenIPMI-
2.0.25-0.9581ebbb_5.4.0_49.el7a.aarch64 .aarch6é4.rpm

S yum install -y /root/rpmbuild/RPMS/aarch64/ipmb-dev-int-
1.0-0.9304ea0c_5.4.0_49 .el7a.aarch64.aarch6é4.rpm

S yum install -y /root/rpmbuild/RPMS/aarch64/ipmb-host-1.0-
0.9g304eabc_5.4.0_49.el7a.aarch64 .aarch64.rpm

9. Load the IPMB driver. Run:

S modprobe ipmb-dev-int

10. Install and start rasdaemon package. Run:

yum install rasdaemon
systemctl enable rasdaemon
systemctl start rasdaemon

11. Start the IPMI daemon. Run:

Management

34



o> U U U

Management

systemctl
systemctl
systemctl
systemctl

enable mlx_ipmid
start mlx_ipmid
enable set_emu_param
start set_emu_param

35



Redfish

All Redfish information has been migrated to NVIDIA BlueField BMC Software
documentation.
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RAS

() Note

RAS is supported on NVIDIA® BlueField®-3 and higher only.

Reliability, availability and serviceability (RAS) reduces and avoids unplanned outages
because:

e Errors can be detected and corrected by the hardware before they cause system
failures

e Errors can be detected by hardware and reported to software. Software can take
action by identifying and replacing failing components.

e Errors can be predicted ahead of time to allow replacement of defective hardware

SDEI NMI Watchdog

() Note

SDEI NMI watchdog is supported on Linux OS openEuler and Anolis
only.

Software-delegated exception interface (SDEI) non-maskable interrupt (NMI) watchdog
offers a way to detect Linux kernel hard lockup (e.g., hang in interrupt handler). It uses

high-priority per-core secure timer as a keepalive mechanism and prints the call stack
information when Linux kernel is stuck.

(D Info
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The SDEI NMI watchdog is an implementation for the "Software

watchdog timer" as described in section 2.1.1 "Typical use cases" of
the Software Delegated Exception Interface (SDEI) Platform Design
Document.

Boot Error Record Table

The b oot error record table (BERT) is used to report errors that occurred and were
unhandled in a previous boot. On the subsequent boot, the OS reports the error using the
common platform error record (CPER) format.

(D Info

For more information on BERT, refer to section 18.3 of the ACPI
specification.

(D Info

For more information on CPER, refer to appendix N of the UEFI
specification.

In BlueField-3, BERT reports all RShim log messages. For example, ASSERT s which
occurred in the UEFI generate a Linux error report in the subsequent boot.

Example of a boot where ASSERT s occurred:

INFO[BL2]: start

INFO[BL2]: DDR POST passed
INFO[BL2]: UEFI loaded
INFO[BL31]: start
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INFO[BL31]: lifecycle GA Secured
INFO[BL31]: runtime
INFO[UEFI]: UPVS valid
WARN[UEFI]: UPVS full
WARN[UEFI]: UPVS reclaim

WARN[UEFI]: Var reclaim

WARN[UEFI]: Var reclaim done

INFO[UEFI]: eMMC init

INFO[UEFI]: eMMC probed

INFO[UEFI]: PMI: updates started

INFO[UEFI]: PMI: total updates: 1

INFO[UEFI]: PMI: updates completed, status 0
ASSERT[UEFI]: MdePkg/Library/BaselLib/String.c: 173
ASSERT[UEFI]: PC=0xF56706B8

ASSERT[UEFI]: PC=0xF5668A2C

ASSERT[UEFI]: PC=0xF567E414

ASSERT[UEFI]: PC=0xFDE33DA4

ASSERT[UEFI]: PC=0x88009338

ASSERT[UEFI]: PC=0x880094D4

INFO[UEFI]: PCIe enum start

INFO[UEFI]: PCIe enum end

INFO[UEFI]: exit Boot Service

INFO[MISC]: Found bf.cfg

INFO[MISC]: Ubuntu installation started

INFO[MISC]: Installing OS image

INFO[MISC]: Changing the default password for user ubuntu
INFO[MISC]: Running bfb_modify_os from bf.cfg
INFO[MISC]: ===================== pfb_modify_os

INFO[MISC]: Installation finished
Example print out of the next boot:
[ 0.736968] [Hardware Error]: event severity: fatal

Management



[ 0.736971] [Hardware Error]: Error 0, type: fatal

[ 0.736976] [Hardware Error]: section type: unknown,
c6adf9e6-1108-4760-8827-003d059fe2e]

[ 0.736978] [Hardware Error]: section length: 0x33

[ 0.736983] [Hardware Error]: 00VVLVOO : 53534120 5b545245
49464555 4d203abd ASSERT[UEFI]: M

[ 0.736986] [Hardware Error]: P0VOLB10: 6b506564 694c2f67
72617262 61422179 dePkg/Library/Ba

[ 0.736989] [Hardware Error]: 0000020 : 694c6573 74532162
676e6972 203a632e selib/String.c:

[ 0.736991] [Hardware Error]: P0PBLO30: 31 37 33

173

[ 0.736993] [Hardware Error]: Error 1, type: fatal

[ 0.736995] [Hardware Error]: section type: unknown,
cbadf9e6-1108-4760-8827-003d059fe2e

[ 0.736996] [Hardware Error]: section length: Oxlc

[ 0.737000] [Hardware Error]: P00VVOVO : 53534120 5b545245
49464555 506203a5d ASSERT[UEFI]: P

[ 0.737002] [Hardware Error]: 00V 10: 78303d43 37363546
38423630 C=0xF56706B8

[ ©.737004] [Hardware Error]: Error 2, type: fatal

[ 0.737005] [Hardware Error]: section type: unknown,
cbadf9e6-1108-4760-8827-003d059fe2e

[ ©.737007] [Hardware Error]: section length: @xilc

[ ©.737009] [Hardware Error]: 0000LVBO : 53534120 5b545245
49464555 50203a5d ASSERT[UEFI]: P

[ 0.737012] [Hardware Error]: 000010 : 78303d43 36363546
43324138 C=0xF5668A2C

[ ©.737013] [Hardware Error]: Error 3, type: fatal

[ 0.737015] [Hardware Error]: section type: unknown,
c6adf9e6-1108-4760-8827-003d059fe2e]

[ 0.737016] [Hardware Error]: section length: @xilc

[ 0.737019] [Hardware Error]: 000VLVOO : 53534120 5b545245
49464555 50203a5d ASSERT[UEFI]: P

[ 0.737021] [Hardware Error]: 00V 10: 78303d43 37363546
34313445 C=0xF567E414
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[ 0.737022] [Hardware Error]: Error 4, type: fatal

[ 0.737024] [Hardware Error]: section type: unknown,
c6adf9e6-1108-4760-8827-003d059fe2e]

[ 0.737025] [Hardware Error]: section length: @xlc

[ 0.737028] [Hardware Error]: 00VVLVOO : 53534120 5b545245
49464555 50203ab5d ASSERT[UEFI]: P

[ 0.737030] [Hardware Error]: P00V 10: 78303d43 33454446
34414433 C=0xFDE33DA4

[ ©.737031] [Hardware Error]: Error 5, type: fatal

[ ©.737033] [Hardware Error]: section type: unknown,
cb6adf9e6-1108-4760-8827-003d059fe2e’

[ 0.737035] [Hardware Error]: section length: @xlc

[ 0.737037] [Hardware Error]: P0VVLVOD : 53534120 5b545245
49464555 50203a5d ASSERT[UEFI]: P

[ 0.737040] [Hardware Error]: 000010 : 78303d43 30303838
38333339 C=0x88009338

[ ©.737041] [Hardware Error]: Error 6, type: fatal

[ 0.737043] [Hardware Error]: section type: unknown,
cb6adf9e6-1108-4760-8827-003d059fe2e

[ 0.737044] [Hardware Error]: section length: ©@x1c

[ 0.737060] [Hardware Error]: P0VPLVLO : 53534120 5b545245
49464555 50203a5d ASSERT[UEFI]: P

[ 0.737062] [Hardware Error]: 000010 : 78303d43 30303838
34443439 C=0x880094D4

Hardware Error Source Table

On BlueField-3, the h ardware error source t able (HEST) is used for reporting errors to the
OS. The error injection (EINJ) table is used for injecting errors.

(D Info
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For more information on HEST, refer to section 18.3.2 of the ACPI
specification.

By default, Disable HEST is FALSE , delegating error handling to the OS. Setting

Disable HEST to TRUE using Redfish or the UEFI menu, shifts error handling to the

BlueField Arm firmware which would limit the chance for the error to propagate through
the system.

Disabling HEST via UEFI Menu

1. Open these SSH terminal windows to the host:

1. From Terminal 1, open the OOB console via the RShim console device file.
Example:

S sudo minicom --color=on -D /dev/rshim@/console 115200

2. From Terminal 2, reset Arm from the host:
S sudo sh -c "echo'SW_RESET 1'> /dev/rshim0/misc"

2. To enter the UEFI menu, press ESC in the OOB terminal when the following screen
appears:
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= PuTTY

current Secure Boot State: disabled
Secure Boot Mode : Setup Mode
PK is not configured

Redfish enabled

DHCP Session Start

Press ESC/F2/DEL twice to enter UEFI Menu.
Press ENTER to skip countdown.

-

3 seconds remain...

3. Navigate the UEFI menu to Device Manager > System Configuration which
contains the Disable HEST setting.

4. Navigate down to Disable HEST setting and press Space to toggle the
Disable HEST value and enable it.
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2% PulTY — O b

System Configuration

Set Password Disable 0S5 error
Select SPCR UART Disabled> handling via HEST
Enable sMMU
Disable SPMI
Enable 2nd eMMC
Boot Partition Protection
Disable PCIe
Enable OP-TEE
Disable TMFF
Disable HEST
Disable ForcePxe Retry
Field Mode
> Set RTC
> BlueField Modes
> Redfish Configuration

(o T T T T T WY
e e e e M )

[
[

Av=Move Highlight <Spacebar>Toggle Checkbox Esc=Exit

Configuration changed

CTRL-A Z for help |115200 8N1 | NOR | Minicom 2.6.2 | vT1l02 | offline
5.Press F10 then Y to save the new setting.

=2 PulTY — O *

System Configuration

Set Password Enable ACPI HEST so
select SPCR UART <Disabled= 05_instead of ATF
Enable sMMU L] will handle hardware

Disable SPMI L] errors.

Changes have not saved. Save Changes and exit?
| Press 'Y' to save and exit, 'N' to discard and exit, 'ESC' to cancel.

e ForcePxe Retry
Field Mode L]

> 5et RTC

> BlueField Modes

> Redfish Configuration

Av=Move Highlight <Spacebar>Toggle Checkbox Esc=Exit

Configuration changed

CTRL-A Z for help |115200 8N1 | NOR | Minicom 2.6.2 | vT102 | offline

6. UEFI reboots to apply the new setting.
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Disabling HEST via Redfish

DisableHEST can be configured via the Redfish REST interface with the REST server

running on the BMC. The process involves using curl commands from the host to send
REST commands to the BMC's Redfish server.

Run the following steps on the host terminal:

1. Install the prerequisite software:

S sudo yum install curl # or sudo apt install curl
S sudo yum install jq # or sudo apt install jq

2. Check the current DisableHEST value:

S curl -sku root :'<password> -H 'content-type: application/json’ -X GET
https ://<bmc_ip>/redfish/v1/Systems/Bluefield/Bios | jq "Attributes|{DisableHEST}'

Example output:

"DisableHEST" : false
3.Set DisableHEST to true:
S curl -sku root :'<password> -H 'content-type: application/json' —d { "Attributes": {

"DisableHEST" true}} -X PATCH
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https ://<bmc_ip>/redfish/v1/Systems/Bluefield/Bios/Settings | jq '."@Message.ExtendedInfo"[0]|
{Message}'

4. Restart BlueField-3 to apply the pending configuration changes:

S sudo sh -c "echo'SW_RESET 1'> /dev/rshim0/misc"

Arm Errors

Memory Errors

BlueField-3 has RAS support for memory errors which can be one of these types:

e Single-bit errors - Correctable errors (CE) which are non-fatal and are corrected by
hardware

¢ Double-bit errors which could be:

o Non-fatal errors — Uncorrectable recoverable errors which do not interrupt
services

o Fatal errors — Uncorrectable errors which cause the system to abort or reboot

Processor Errors

BlueField-3 supports RAS for processor errors which can be either:
e Correctable errors
e Uncorrectable non fatal errors

e Uncorrectable fatal errors
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Error Injection

BlueField-3 error handling may be tested by injecting errors using the following methods:

e Error injection (EINJ) ACPI table (for memory and processor errors)

e ras-tools (for memory and processor errors)

() Note

ras-tools has been verified to run with Anolis only. Use it
with other OSs at your own discretion.

EINJ Table

EINJ table is the standard way of injecting errors on BlueField-3 Linux distributions.

(D Info

For more information on EINJ, refer to section 18.6.1 of the ACPI
specification.

Error Injection Commands

In Linux, the einj driver creates a sysfs forinjecting errors. Toload einj on
BlueField-3:

# modprobe einj

The EINJ sysfs is:
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# cd /sys/kernel/debug/apei/einj

The directory contains the following files:

[ root@localhost ~]# cd /sys/kernel/debug/apei/einj/
[root@localhost einj ]# 1s
available_error_type error_type notrigger param2 param4

error_inject flags paramil param3
Where:
Parameter Definition

Contains the available error types:

e OXPOOOVOBOT - Processor correctable error

Px0PPPOVO2 - Processor uncorrectable non-fatal
error

Ox00BBBOB4 - Processor uncorrectable fatal error
Ox00BBBOB8 - Memory correctable error
Ox00BLBO1O — Memory uncorrectable non-fatal
error

Ox00BVBO20 — Memory uncorrectable fatal error

available_error_type

The type of error to inject (according to

error_type available_error_type)

Physical address to inject an error to

paraml (D Info

Relevant to memory error injection only.
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Parameter

param2

param3

error_inject

notrigger

Injecting Memory Errors

To inject memory errors:

Definition

Physical address mask of parami

(D Info

Relevant to memory error injection only.

The number of the core to inject an error to

(D Info

Relevant to processor error injection
only.

Setto 1 toinjecterror

Is set to © by default. Changing this to 1 stops the error
from triggering automatically. The user would need to
trigger the error using a simple access to the CPU, memory
location, or a device which is the target of the error
injection.

1. Specify the physical address you want to inject the error to in paraml1 and its

address mask in param? :

# echo 0x400000000 > paramTl
# echo Oxfffffiffio00 > param2
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(D Info

This depends on the size of memory available.

2. Specify the error type to inject. To inject a memory correctable error:

# echo 0x8 > error_type
# echo 1 > error_inject

Expected Memory Error Report Format

Correctable Memory Error

When a correctable memory error is injected, the BlueField console displays output similar
to the following:

# dmesg

ERROR: BL31: MSS1T CO Single bit ECC error detected. IRQ 91

[ 234.638586] {1}[Hardware Error]: It has been corrected by h/w
and requires no further action

[ 234.638588] {1}[Hardware Error]: event severity: corrected

[ 234.638590] {1}[Hardware Error]: Error @, type: corrected

[ 234.638591] {1}[Hardware Error]: section_type: memory error
[ 234.638592] {1}[Hardware Error]: error_status:
¥x0000BVLVLBVVT10400

[ 234.638594] {1}[Hardware Error]: physical_address:
OXx000LBBVLBBVLBBVLBOEAY

[ 234.638595] {1}[Hardware Error]: physical_address_mask:
OxPOROffffffffffff

[ 234.638598] {1}[Hardware Error]: module: © rank: © bank: ©

bank_group: © row: © column: © bit_position: 480
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[ 234.638599] {1}[Hardware Error]: error_type: 2, single-bit
ECC

[ 234.638617] EDAC MCO: 1 CE Single-bit ECC on unknown memory
(module:0 rank:0 bank:0 bank_group:@ row:0 col:0 bit_pos:480
page :0x0 offset:0x80 grain:-2814749776710655 syndrome:0x0 - APEI
location: module:0 rank:0 bank:0 bank_group:0 row:0 col:0
bit_pos:480 status(0x0000000000010400): Storage error in DRAM
memory )

The RShim log would show a concise message such as the following:

ERR[BL31]: [75512]mss1: CB single-bit ecc, IRQ[91]

Uncorrectable Non-fatal Memory Error

When an uncorrectable, non-fatal memory error is injected, the BlueField console displays
output similar to the following

ERROR: BL31: MSS1 CO Double bit

ECC error detected. IR

[ 219.784317] {1}[Hardware Error]: Hardware error from APEI
Generic Hardware Error Source: 0

[ 219.795253] {1}[Hardware Error]: event severity: recoverable

[ 219.800897] {1}[Hardware Error]: Error @, type: recoverable
[ 219.806540] {1}[Hardware Error]: section_type: memory error
[ 219.812269] {1}[Hardware Error]: error_status:
Ox000LBVLBVLBOT10400

[ 219.818518] {1}[Hardware Error]: physical_address:
¥Xx000LBVLBBVLBVLBOEA

[ 219.825114] {1}[Hardware Error]: physical_address_mask:
Ox00ROffffffffffff
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[ 219.832146] {1}[Hardware Error]: module: © rank: © bank: ©
bank_group: © row: © column: @ bit_position: ©

[ 219.841952] {1}[Hardware Error]: error_type: 3, multi-bit
ECC

[ 219.847870] EDAC MCO: 1 UE Multi-bit ECC on unknown memory
(module:@ rank:0 bank:0 bank_group:0 row:0 col:0@ bit_pos:0

page :0x0 offset:0x80 grain:-281474976710655 - APEI location:
module:0 rank:0 bank:0 bank_group:0 row:0 col:0 bit_pos:0
status(0x0000000000B10400) : Storage error in DRAM memory)

[ 219.847875] [Firmware Warn]: GHES: Invalid address in generic
error data: 0x86

If the non-fatal error targets userspace memory, it is recovered by the OS. If the non-fatal
error targets kernel memory, it is marked as fatal by the OS.

Uncorrectable Fatal Memory Error

When an uncorrectable, fatal memory error is injected, the BlueField console displays
output similar to the following

root@localhost :~| 79.351190] EINJ: Error INJection is
initialized.

ERROR: BL31: MSS1T CO Double bit ECC error detected. IRQ 93
[ 79.636470] {1}[Hardware Error]: Hardware error from APEI
Generic Hardware Error Source: 0

[ 79.636476] {1}[Hardware Error]: event severity: fatal

[ 79.636478] {1}[Hardware Error]: Error 0, type: fatal

[
[ 79.636481] {1}[Hardware Error]: section_type: memory error
[ 79.636482] {1}[Hardware Error]: error_status:
OXx000LBVLBLVLBOT10400
[ 79.636483] {1}[Hardware Error]: physical_address:
Px0000BVBT16Cch48000
[ 79.636484] {1}[Hardware Error]: physical_address_mask:
Ox0RRRffffffffffff
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[

[

[
[

[

79.636489] {1}[Hardware Error]: module: © rank: @ bank:
1539 bank_group: 6 row: 15149 column: 2 bit_position: ©
79.636491] {1}[Hardware Error]: error_type: 14, scrub
uncorrected error

79.636495] Kernel panic - not syncing: Fatal hardware error!
79.636499] CPU: © PID: 0 Comm: swapper/0 Tainted: G OE
5.15.0-1053.55.24 .g9cc17fe-bluefield #g9ccl17fe

79.636502] Hardware name: https://www.mellanox.com BlueField-
3 SmartNIC Main Card/BlueField-3 SmartNIC Main Card, BIOS
4.9.17.13411 Nov 18 2024

[ 79.636505] Call trace:

[ 79.636505] dump_backtrace+0x0/0x200

[ 79.636515] show_stack+0x20/0x2c

[ 79.636517] dump_stack_lv1+0x68/0x84

[ 79.636524] dump_stack+0x18/0x34

[ 79.636527] panic+0x1b0/0x3a8

[ 79.636529] __raw_spin_lock_irgsave.constprop.0+0x0/0xcc
[ 79.636533] ghes_in_nmi_queue_one_entry+0x204/0x300
[ 79.636535] ghes_sdei_critical_callback+0x58/0xd@
[ 79.636536] sdei_event_handler+0x28/0x90

[ 79.636541] do_sdei_event+0xa4/0x180

[ 79.636544] __sdei_handler+0x5c/0xa0

[ 79.636548] __sdei_asm_handler+0xe8/0x19c

[ 79.636551] cpu_do_idle+0x14/0x74

[ 79.636553] default_idle_call+0x44/0x150

[ 79.636555] cpuidle_idle_call+0x174/0x200

[ 79.636559] do_idle+0xac/0x100

[ 79.636567] cpu_startup_entry+0x30/0x70

[ 79.636563] rest_init+Oxec/0x120

[ 79.636565] arch_call_rest_init+0x18/0x24

[ 79.636569] start_kernel+0x4b4/0x4ec

[ 79.636570] __primary_switched+0xbc/0xc4

[ 79.636573] SMP: stopping secondary CPUs

[ 79.636590] Kernel Offset: 0x20fb357f0000 from

OxT 800008000000

[

79.636592] PHYS_OFFSET: 0x80000000
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[ 79.636592] CPU features: 0x0,000005c1,a3332e5a

[ 79.636595] Memory Limit: none

[ 80.752101] pstore: crypto_comp_compress failed, ret = -22!
Nvidia BlueField-3 rev1 BL1 V1.0

INFO: psc supervisor init.

INFO: psc_irqg_init...

INFO: force_crs_enable=0 pcr.lockd® = 1, time = 60105

INFO: enter idle task.

NOTICE: Running as 9009D3D400ENHAA system

A double bit error should abort or reboot a system depending on the OS. In this output,
you can see that Ubuntu 5.15 reboots BlueField. In Anolis, it just aborts and does not
reboot.

The RShim log should also indicate that a double ECC error has occurred.

Injecting Processor Errors
To inject processor errors:

1. Specify the core you would like to inject your error to in param3 :

# echo 7 > param3

To list all core IDs available, use cat /proc/cpuinfo .

2. Specify the error type to inject. To inject a processor correctable error:

# echo 0x1 > error_type
# echo 1 > error_inject
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Expected Processor Error Report Format

Correctable Processor Error

When a correctable processor error is injected, the BlueField console displays output
similar to the following

# dmesg

[ 4098.340991] {1}[Hardware Error]: Hardware error from APEI
Generic Hardware Error Source: 2

[ 4098.340995] {1}[Hardware Error]: It has been corrected by h/w
and requires no further action

[ 4098.340996] {1}[Hardware Error]: event severity: corrected

[ 4098.340998] {1}[Hardware Error]: Error 0, type: corrected

[ 4098.340999] {1}[Hardware Error]: section_type: ARM processor
error

[ 4098.341001] {1}[Hardware Error]: MIDR: 0x00000000410fd421

[ 4098.341002] {1}[Hardware Error]: Multiprocessor Affinity
Register (MPIDR): 0x0000000081010000

[ 4098.341003] {1}[Hardware Error]: running state: 0x1

[ 4098.341004] {1}[Hardware Error]: Power State Coordination
Interface state: ©

[ 4098.341005] {1}[Hardware Error]: Error info structure 0:

[ 4098.341005] {1}[Hardware Error]: num errors: 2

[ 4098.341006] {1}[Hardware Error]: error_type: 0, cache error

Uncorrectable Non-fatal Processor Error

When an uncorrectable, non-fatal processor error is injected, the BlueField console
displays output similar to the following:

[ 5008.509118] {2}[Hardware Error]: Hardware error from APEI
Generic Hardware Error Source: 2
[ 5008.520195] {2}[Hardware Error]: event severity: recoverable
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[ 5008.525837] {2}[Hardware Error]:
[ 5008.531478] {2}[Hardware Error]:

error

[ 5008.537813] {2}[Hardware Error]:
[ 5008.543366] {2}[Hardware Error]:
¥x00VBLVLBBET1B70100
[ 5008.552042] {2}[Hardware Error]:
[ 5008.557074] {2}[Hardware Error]:

Register (MPIDR):

Interface state: 0

[ 5008.564275] {2}[Hardware Error]:
[ 5008.569741] {2}[Hardware Error]:
[ 5008.574340] {2}[Hardware Error]:

Error @, type: recoverable

section_type: ARM processor
MIDR: 0x00000000410fd421
Multiprocessor Affinity

running state: 0xI1
Power State Coordination

Error info structure 0:
num errors: 2

error_type: 0, cache error

Uncorrectable Fatal Processor Error

When an uncorrectable, fatal processor error is injected, the BlueField console displays
output similar to the following

[ 5008.509118] {2}[Hardware Error]:
Generic Hardware Error Source: 2
[ 5008.520195] {2}[Hardware Error]:

Hardware error from APEI

event severity: fatal

[ 5008.525837] {2}[Hardware Error]:
[ 5008.531478] {2}[Hardware Error]:

error

[ 5008.537813] {2}[Hardware Error]:
[ 5008.543366] {2}[Hardware Error]:
¥x00VLBLVLBBET1B70100
[ 5008.552042] {2}[Hardware Error]:
[ 5008.557074] {2}[Hardware Error]:

Register (MPIDR):

Interface state: ©

[ 5008.564275] {2}[Hardware Error]:
[ 5008.569741] {2}[Hardware Error]:
[ 5008.574340] {2}[Hardware Error]:

Management

fatal
ARM processor

Error 0, type:
section_type:

MIDR: Ox00000000410fd421
Multiprocessor Affinity

running state: 0xI1
Power State Coordination

Error info structure 0:
num errors: 2
error_type: 0, cache error
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A double bit error should abort and reboot the system. In Anolis, the system aborts and
reboots after a few seconds.

Ras-tools

() Note

ras-tools has been verified for Anolis OS only. Use it with on other
OSs at your own discretion.

1. Load the einj driver:
# modprobe einj
2. Install ras-tools:

# yum install ras-tools

Setting Correctable Errors Thresholds

By default, the correctable errors threshold ( CeThreshold ) value is 5000 (i.e., CE is only

reported to the user at the 5000th error). This means that the user would not see any CE
error indication in the RShim log nor the Arm console as long as the amount of errors
injected is not a multiple of 5000.
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The following procedure demonstrates how CeThreshold can be modified using
Redfish:

1. Check current BIOS settings:

curl -k -u root :'<password> -H 'content-type: application/json' =X GET
https ://<bmc_ip>/redfish/v1/Systems/Bluefield/Bios

Example output:

"Attributes" :  {
"Boot Partition Protection" . false,
"CeThreshold": 3,
"CurrentUefiPassword" . "',
"DateTime": "2024-06-26T15:13:457",
"DefaultPasswordPolicy" : true,
"Disable PCle" . false,
"Disable SPMI": false,
"Disable TMFF" : false,
"EmmcWipe" : false,
"Enable 2nd eMMC" : false,
"Enable OP-TEE": false,
"Enable SMMU" :  true,
"Field Mode" : false,
"Host Privilege Level" . "Privileged",
"Internal CPU Model" . "Embedded",
"LegacyPasswordEnable" : false,
"NicMode" : "DpuMode",
"NvmeWipe" : false,
"OsArgs" . ",
"ResetEfivars": false,
"SPCR UART": '"Disabled",
"UefiArgs" : ",

nn

"UefiPassword" :
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2.Change CeThreshold to5:

curl -k -u root :'<password> -H 'content-type: application/json' -d '{"Attributes": {
"CeThreshold":5}} -X PATCH https ://<bmc_ip>/redfish/v1/Systems/Bluefield/Bios/Settings

3. Check the new attribute settings:

curl -k -u root :'<password> -H 'content-type: application/json' =X GET
https ://<bmc_ip>/redfish/v1/Systems/Bluefield/Bios

Example output:

"@odata.id": "/redfish/v1/Systems/Bluefield/Bios/Settings",
"@odata.type": "#Bios.v1_2_0.Bios",
"Attributes" : {
"CeThreshold": 5
¥
"Description" I "BIOS Settings",
"Id": "BIOS_Settings",
"Name" : "BIOS Configuration"

4. Reboot Arm. For example:

dpu> echo "SwWRESET1" > /dev/rshim@/misc
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5. Check that CeThreshold has been updated in the BIOS:

curl -k -u root :'<password> -H 'content-type: application/json' =X GET
https ://<bmc_ip>/redfis/v1/Systems/Bluefield/Bios
"Attributes" :  {
"Boot Partition Protection" . false,
"CeThreshold": 5,
"CurrentUefiPassword" . ",
"DateTime": "2024-06-26T15:13:457",
"DefaultPasswordPolicy" : true,
"Disable PCle" : false,
"Disable SPMI" . false,
"Disable TMFF" : false,
"EmmcWipe" : false,
"Enable 2nd eMMC" : false,
"Enable OP-TEE" : false,
"Enable SMMU" . true,
"Field Mode" : false,
"Host Privilege Level" : "Privileged",
"Internal CPU Model": "Embedded",
"LegacyPasswordEnable" : false,
"NicMode": "DpuMode",
"NvmeWipe" : false,
"OsArgs" . ",
"ResetEfivars" . false,
"SPCR UART" ;. "Disabled",
"UefiArgs": ",

"UefiPassword" . "

NIC Errors

BlueField Arm only supports memory and CPU error injection and handling.
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BlueField-3 supports the handling of the following NIC firmware errors:

e PCle errors

() Note

C urrently, error injection is not supported.

e NIC RAM errors

() Note

C urrently, error injection is not supported.

e Network errors

NIC Network Errors

CRC errors can be forced during traffic using the mlxreg command to write PTER (Port
Transmit Errors Register) access register.

(D Info

See section 30.4.11, "PTER - Port Transmit Errors Register” in the
NVIDIA Adapters Programmer's Reference Manual .

"@odata.id": "/redfish/v1/Systems/Bluefield/LogServices/EventLog/Entries/17",
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"@odata.type" : "#LogEntry.v1_15_0.LogEntry",
"AdditionalDataURI" :
"/redfish/v1/Systems/Bluefield/LogServices/EventLog/Entries/17/attachment”,

"CPER": {
"NotificationType" :  "00000000-0000-0000-0000-000000000000",
"Oem": {
"Nvidia": {
"@odata.type" : "#NvidiaCPER.v1_0_0.NvidiaCPER",
"Nvidia": {
"Errorinstance" . O,
"ErrorType": 2,
"InstanceBase" . O,
"RegisterCount" . 3,
"Registers" : [
{
"Address": 1,
"Value": <icrc errors>
¥
{
"Address": 2,
"Value": <VCIrC errors>
"Address": 3,
"Value": <fc/eth crc errors>
}
1,
"Severity" : {
"Code": O,
"Name": <severity string>
g
"Signature" : "NBU",
"Socket": O
}
}
}
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"SectionType" ! "6d5244f2-2712-11ec-bea7-cb3fdb95c786"
g
"Created": "2024-11-19T18:37:28+00:00",
"DiagnosticDataType" :  "CPERSection",
"EntryType" . "Event",
"lam: "7,
"Message" . "A platform error occurred.",
"MessageArgs" : [ ] ,
"Messageld" : "Platform.1.0.PlatformError",
"Name" . "System Event Log Entry",
"Resolution" : "Check additional diagnostic data if available.",
"Resolved" : false,

"Severity" : "Critical"

Expected NIC Error Report Format

If a NIC hardware error occurs, the report is only sent to the BMC. See section "BMC SEL"

for more details.

The report would look similar to the following:

"@odata.id": "/redfish/v1/Systems/Bluefield/LogServices/EventLog/Entries/17",

"@odata.type" . "#LogEntry.v1_15_0.LogEntry",

"AdditionalDataURI" :
"/redfish/v1/Systems/Bluefield/LogServices/EventLog/Entries/17/attachment”,

"CPER": {
"NotificationType" :  "00000000-0000-0000-0000-000000000000"
"Oem": {
"Nvidia" :  {
"@odata.type" : "#NvidiaCPERv1_0_0.NvidiaCPER",
"Nvidia": {

"Errorinstance" . O,
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Management

"ErrorType" . 1,
"InstanceBase" . 0,

"RegisterCount": 2,

"Registers" : [
{
"Address" . 1,
"Value": <reg address>
¥
{
"Address": 2,
"Value": <value>
}
1,
"Severity" 1 {

"Code": <severity value>,
"Name": <severity string>
"Signature" . "NBU",
"Socket": O

}

"SectionType" ! "6d5244f2-2712-11ec-bea7-cb3fdb95c786"
¥
"Created": "2024-11-19T18:37:28+00:00",
"DiagnosticDataType" :  "CPERSection",
"EntryType" . "Event",
"lam: "7,
"Message" . "A platform error occurred.",
"MessageArgs" : [ ] ,
"Messageld" : "Platform.1.0.PlatformError",
"Name" : "System Event Log Entry",
"Resolution" : "Check additional diagnostic data if available.",
"Resolved" : false,

"Severity": "Critical"
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BMC SEL

Querying the SEL log can be done using IPMI or Redfish:

e Redfish

curl -k -u root :'<password> -X GET https:/<bmc-
ip>/redfish/v1/Systems/Bluefield/LogServices/EventlLog/Entries

in "Members":
{
"@odata.id" :
"/redfish/v1/Systems/Bluefield/LogServices/EventLog/Entries/694",
"@odata.type" : "#LogEntry.v1_15_0.LogEntry",
"AdditionalDataURI" :
"/redfish/v1/Systems/Bluefield/LogServices/EventLog/Entries/694/attachment”,
"Created": "2024-11-20T16:36:41+00:00",
"EntryType" : "Event",
"Id": "694",
"Message" . "SEL event for single bit ECC",
"Modified" : "2024-11-20T16:36:41+00:00",
"Name" . "System Event Log Entry",
"Resolved" : false,

"Severity" . "OK"

"@odata.id" :
"/redfish/v1/Systems/Bluefield/LogServices/EventLog/Entries/696",

"@odata.type": "#lLogEntry.v1_15_0.LogEntry",

"AdditionalDataURI" :
"/redfish/v1/Systems/Bluefield/LogServices/EventLog/Entries/696/attachment”,

"Created": "2024-11-20T16:41:54+00:00",

"EntryType" © "Event",
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"Id": "696",

"Message" : "SEL event for multi bit ECC",
"Modified" : "2024-11-20T716:41:54+00:00",
"Name" . "System Event Log Entry",
"Resolved" : false,

"Severity" . "OK"

}

e [PMI

# ipmitool sel 1list

Example output:

2b6 | 11/20/24 | 16:36:41 UTC | Memory #0x19 | Correctable ECC |
Asserted

2b8 | 11/20/24 | 16:41:54 UTC | Memory #0x19 | Uncorrectable ECC
| Asserted

DDR Training Parameter Results Script

The bftraining_results script prints the training parameter results with results
reported separately for each memory channel.

Example output:

dpu# bftraining_results

Memory controller @ Channel ©
Read Data worst timing margin 23
Write Data worst timing margin 21
Read Data worst Vref margin 43
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Write Data worst Vref margin 39
TX CS worst timing margin 58
TX CA worst timing margin 55

Memory controller @ Channel 1
Unpopulated

Memory controller 1 Channel ©
Read Data worst timing margin 23
Write Data worst timing margin 22
Read Data worst Vref margin 41
Write Data worst Vref margin 40
TX CS worst timing margin 59

TX CA worst timing margin 55

Memory controller 1 Channel 1
Unpopulated
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Logging

RShim Logging

RShim logging uses an internal 1KB hardware buffer to track booting progress and record
important messages. It is written by the NVIDIA © BlueField ® networking platform's (DPU
or SuperNIC) Arm cores and is displayed by the RShim driver from the USB/PCle host

machine. Starting in release 2.5.0, ATF has been enhanced to support the RShim logging.

The RShim log messages can be displayed described in the following:

1. Check the DISPLAY_LEVEL levelin file /dev/rshim@/misc .

# cat /dev/rshim@/misc
DISPLAY_LEVEL @ (©:basic, 1:advanced, 2:10gQ)

2.Set DISPLAY_LEVEL to 2.
# echo "DISPLAY_LEVEL 2" > /dev/rshim@/misc
3. Log messages are displayed in the misc file.

# cat /dev/rshim@/misc

INFO[BL2]: start
INFO[BL2]: no DDR on MSS@
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INFO[BL2]: calc DDR freq (clk_ref 53836948)

INFO[BL2]: D
INFO[BL2]: U
INFO[BL31]:
INFO[UEFI]:

INFO[UEFI]:
INFO[UEFI]:

[
[
[
[
INFO[BL31]:
[
[
[
INFO[UEFI]:

(D Info

DR POST passed
EFI loaded
start

runtime

eMMC init

eMMC probed
PCIe enum start
PCIe enum end

This is an example output for BlueField-2.

The following table details the ATF/UEFI messages for BlueField-2 and BlueField-3:

Message

INFO[BL2]: start
INFO[BL2]: no DDR on MSS<N>

INFO[BL2]: calc DDR freq (clk_ref
156M, clk xxx)

INFO[BL2]: calc DDR freq (clk_ref
T00M, clk xxx)

INFO[BL2]: calc DDR freq (clk_ref
XXXX)

INFO[BL2]: DDR POST passed

INFO[BLZ2]: UEFI loaded

ERR[BL2]: DDR init fail on MSS<N>

Management

Explanation
BL2 started

DDR is not detected on memory
controller <N>

DDR frequency is calculated based
on reference clock 156M

DDR frequency is calculated based
on reference clock TOOM

DDR frequency is calculated based
on reference clock xxxx

BL2 DDR training passed

UEFI image is loaded successfully
in BL2

DDR initialization failed on memory
controller <N>

Action
Informational

Informational
(depends on device)

Informational

Informational

Informational
Informational
Informational

Informational
(depends on device)
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Message

ERR[BL2]: image <N> bad CRC

ERR[BL2]: DDR BIST failed

ERR[BL2]: DDR BIST Zero Mem
failed

WARN[BL2]: DDR frequency
unsupported

WARN[BL2]: DDR min-
sys(unknown)

WARN[BL2]: DDR min-sys(misconf)

Exception(BL2): syndrome =
XXXXXXXX...

Management

Explanation

Image with ID <N> is corrupted
which will cause hang

DDR BIST failed

DDR BIST failed in the zero-
memory operation

DDR training is programmed with
unsupported parameters

System type cannot be
determined and boot as a minimal
system

System type misconfigured and
boot as a minimal system

Exception in BL2 with syndrome
code and register dump. System
hung.

Action

Error message. Reset
the device and retry. If
problem persists, use
a different image to
retry it.

Need to retry. Check
the ATF booting
message whether the
detected OPN is
correct or not, or
whether it is
supported by this
image. If still fails,
contact NVIDIA
Support.

Power-cycle and retry.
If the problem
persists, contact your
NVIDIA FAE.

Check whether official
FW is being used. If
the problem persists,
contact your NVIDIA
FAE.

Check whether the
OPN or PSID is
supported. If the
problem persists,
contact your NVIDIA
FAE.

Check whether the
OPNor PSID is
supported. If the
problem persists,
contact your NVIDIA
FAE.

Capture the log,
analyze the cause, and
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Message

PANIC(BL2): PC = xxx...

ERR[BL2]: load/auth failed

INFO[BL31]: start

INFO[BL31]: runtime

Exception(BL31): syndrome =
XXXXXXXxcptr_el3 xxdaif
XX...

PANIC(BL31): PC = xxxcptr_el3

xxxdaif XXX...

INFO[UEFI]: eMMC init

INFO[UEFI]: eMMC probed

ASSERT(UEFI]: xxx : line-no

INFO[UEFI]: PCle enum start

INFO[UEFI]: PCle enum end

Management

Explanation

Panic in BL2 with register dump.
System will hung.

Failed to load image (non-
existent/corrupted), or image
authentication failed when secure
boot is enabled

BL31 started

BL31 enters the runtime state.
This is the latest BL31 message in
normal booting process.
Exception in BL31 with syndrome

code and register dump. System
hung.

Panic in BL31 with register dump.
System hung.

eMMC driver is initialized

eMMC card is initialized

Runtime assert message in UEFI

PCle enumeration start

PCle enumeration end

Action

report to FAE if
needed

Capture the log,
analyze the cause, and
report to FAE if
needed

Try again with the
correct and properly
signed image

Informational

Informational

Capture the log,
analyze the cause, and
report to FAE if
needed

Capture the log,
analyze the cause, and
report to FAE if
needed

Informational and
should always be
printed

Informational and
should always be
printed

Contact your NVIDIA
FAE with this
information. Usually
the system is able to
continue running.

Informational

Informational
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Message Explanation Action

ERR[UEFI]: Synchronous Exception Contact your NVIDIA

UEFI Exception with PC value

at xxxxxxERR[UEFI]: FAE with this
_ b reported . .
PC=xxxxxXERR[UEFI]: PC=XXXXXX... information
Wrong image has been
ERR[BL2]: used in the current
Image authentication error secure lifecycle.
FW auth failed Switch to the correct

image.

. : Contact your NVIDIA
ERR[BL2]: IROT cert sig not found Falle.d. to load attestation FAE with this
certificates

information
Failed to load certification update
record
@ Info Contact your NVIDIA
ERR[BL2]: IROT cert sig not found Only relevant FAE with this

for certain information
BlueField-3
devices.

PSC enters turtle mode

INFO[BL31]: PSC Turtle Mode @ Info Informational
detected BlueField-3
only.
INFO[BL31]: In Enhanced NIC BlueField-3 enters enhanced NIC Informational
mode mode
ERR[BL31]: (set_page err | BlueField-3 power management Contact your NVIDIA
pmbus_Isb err | mfrve_mcerr [ | programming error. FAE with this
set_vout err) information
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Message

INFO [BL31]: MB8: VDD
adjustment complete

INFO [BL31]: VDD adjustment
complete

INFO [BL31]: VDD: xxx mV

ERR[BL31]: cannot access vr0 (or
access vrl)

ERR[BL31]: ATX power not
detected!

INFO[BL31]: PTMERROR: Unknown
OPN

INFO[BL31]: PTMERROR: VR
access error

INFO[BL31]: power capping
disabled

Management

Explanation

(D Info

Usually
happens when
the 12C voltage
regulator is not
accessible.

BlueField-3 MainBin 8-core board
VDD CPU adjustment

BlueField-3 (non-8-core board)
VDD CPU adjustment

BlueField-3 VDD CPU voltage

BlueField-3 unable to access
voltage regulator (vrO or vr1) via
12C

ATX power is not connected

Unable to detect the OPN on this
device

Unable to access the voltage
regulator on this device

(D Info

This also
means power
capping will be
disabled.

Action

Informational

Informational

Informational

Contact your NVIDIA
FAE with this
information

Contact your NVIDIA
FAE with this
information

Contact your NVIDIA
FAE with this
information

Contact your NVIDIA
FAE with this
information

BlueField-3 power capping disabled | Informational
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Message
INFO[BL2]: boot mode (rshim |

emmc | unknown)

ERR[BL31I:
ECC_SINGLE_ERROR_CNT=xxx

ERR[BL31]:
ECC_DOUBLE_ERROR_CNT=xxx

ERR[BL31]: mssO|mss1: CO|C1
single-bit ecc, IRQ[%d]

ERR[BL31]: mssO|mss1: CO|C1
Double bit ecc, IRQ[%d]

ERR[BL31]: Double-bit ECC also
detected in same buffer

ERR[BL31]: 13c: double-bit ecc

ERR[BL31]: MSS%d DIMM%d
single | double bit ECC error
detected

ERR[BL31]: MSS%d SRAM double

bit ECC error detected

Explanation
Device boot mode (from external
RShim or eMMC)

Single ECC error counter report

Double ECC error counter report

MSS (0 or 1) channel (O or 1)
single-bit ECC error interrupt #

MSS (O or 1) channel (O or 1)
double-bit ECC error interrupt #

Single/double ECC error detected
in the same buffer

L3c double-bit ECC error detected

MSS DRAM single (or double) bit
error detected

MSS SRAM double bit ECC error
detected

IPMI Logging in UEFI

Action
Informational

Contact your NVIDIA
FAE with this
information

Contact your NVIDIA
FAE with this
information

Contact your NVIDIA
FAE with this
information

Contact your NVIDIA
FAE with this
information

Contact your NVIDIA
FAE with this
information

Contact your NVIDIA
FAE with this
information

Contact your NVIDIA
FAE with this
information

Contact your NVIDIA
FAE with this
information

During UEFI boot, the BlueField sends IPMI SEL messages over IPMB to the BMC in order
to track boot progress and report errors. The BMC must be in responder mode to receive

the log messages.

SEL Record Format

The following table presents standard SEL records (record type = 0x02).
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Byte(s) Field

11

12

13

14

15

16

Record ID
Record Type

Timestamp

Generator ID

EvM Rev
Sensor Type

Sensor
Number

Event Dir |
Event Type

Event Data 1

Event Data 2

Event Data 3

Description

ID used to access SEL record. Filled in by the BMC. Is initialized
to zero when coming from UEFI.

Record type
Time when event was logged. Filled in by BMC. Is initialized to
zero when coming from UEFI.

This value is always Ox0001 when coming from UEFI

Event message format revision which provides the version of
the standard a record is using.
This value is 0x04 for all records generated by UEFI.

Sensor type code for sensor that generated the event

Number of the sensor that generated the event.
These numbers are arbitrarily chosen by the OEM.

[7] - 0b0 = Assertion, Ob1 = Deassertion
[6:0] - Event type code

[7:6] - Type of data in Event Data 2
e 0b0O0 = unspecified

e Ob10=0EM code
e 0Ob11 = Standard sensor-specific event extension

[5:4] - Type of data in Event Data 3

e 0b0O0 = unspecified
e Ob10=0EM code
e 0Ob11 = Standard sensor-specific event extension

[3:0] - Event Offset; offers more detailed event categories.
See IPMI 2.0 Specification section 29.7 for more detail.

Data attached to the event. OxFF for unspecified.
Under some circumstances, this may be used to specify more
detailed event categories.

Data attached to the event. OxFF for unspecified.

See IPMI 2.0 Specification section 32.1 for more detail.
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Possible SEL Field Values

BlueField UEFI implements a subset of the IPMI 2.0 SEL standard. Each field may have the
following values:

Field rozslly Description of Values
Values

Record Standard SEL record. All events sent by UEFI are standard
0x02

Type SEL records.

Event Dir 0Ob0 All events sent by UEFI are assertion events

Sensor-specific discrete events. Events with this type do not

Event Type | Ox6F deviate from the standard.

Sensor Ox06 UEFI boot progress “sensor”. If value is 0x06, the sensor type
Number will always be “System Firmware Progress” (OxOF).

For Sensor Type, Event Offset, and Event Data 1-3 definitions, see next table.

Event Definitions

Events are defined by a combination of Record Type, Event Type, Sensor Type, Event
Offset (occupies Event Data 1), and sometimes Event Data 2 (referred to as the Event
Extension if it defines sub-events).

The following tables list all currently implemented IPMI events (with Record Type = 0x02,
Event Type = Ox6F).

() Note

Note that if an Event Data 2 or Event Data 3 value is not specified, it
can be assumed to be Unspecified (OxFF).
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Sensor
Sensor Type Type
Code

Event . .

Offset Event Description, Actions to Take
System firmware error (POST error).
Event Data 2:

O0x00 e Ox06 - Unrecoverable EMMC error. Contact

NVIDIA support.

System firmware progress: Informational message,
no actions needed.
Event Data 2:

System e 0x02 - Hard Disk Initialization. Logged when
Firmware OxOF EMMC is initialized.
Progress e 0Ox04 - User Authentication. Logged when a
user enters the correct UEFI password. This
Ox02 event is never logged if there is no UEFI
password.
e Ox07 - PCl Resource Configuration. Logged
when PCI enumeration has started.
¢ OxOB - SMBus Initialization. This event is
logged as soon as IPMB is configured in UEFI.
e Ox13 - Starting OS Boot Process. Logged
when Linux begins booting.

Reading IPMI SEL Log Messages

Log messages may be read from the BMC by issuing it a “Get SEL Entry Command” while
it is in responder mode, either from a remote host, or from BlueField itself once it is
booted.

S ipmitool sel list

7b | Pre-Init |0000691604| System Firmwares #0x06 | SMBus
initialization | Asserted

7c | Pre-Init |0000691604| System Firmwares #0x06 | Hard-disk
initialization | Asserted
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7d | Pre-Init |0000691654| System Firmwares #0x06 | System boot

initiated

S ipmitool sel get ©x7d
SEL Record ID

Record Type
Timestamp

Generator ID

EvM Revision

Sensor Type

Sensor Number

Event Type

Event Direction
Event Data
Description
S ipmitool sel clear

. 007d

. 02

: 01/09/1970 00:07:34

. 0001

. 04

. System Firmwares

. 06

. Sensor-specific Discrete
. Assertion Event

. c213ff

: System boot initiated

Clearing SEL. Please allow a few seconds to erase.

S ipmitool sel 1list
SEL has no entries

ACPI BERT Logging

ACPI boot error record table (BERT) is supported to log last boot error in Linux.

Once Linux printk isenabled (e.g., by adding " kernel.printk=8"to

/etc/sysctl.conf ), it will try to report the errors automatically for last boot. The
following is an example of such error reports:

[ 2.635539] BERT: Error records from previous boot:
[ 2.640434] [Hardware Error]: event severity: fatal
[ 2.645331] [Hardware Error]: Error 0, type: fatal
[

2 .650236] [Hardware Error]: section type: unknown,
c6adfOeb6-1108-4760-8827-003d059fe2e
[ 2 .658606] [Hardware Error]: section length: 0x35
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[ 2 .663580] [Hardware Error]: 000000 :

203a5d49 0abdoand ERR[UEFI]:

[ 2.672284] [Hardware Error]: 0000010 :

2073756f 65637845 Synchronous Exce

[ 2.680987] [Hardware Error]: 00000020 :

36783020 37313643 ption at Ox6C617

[ 2.689696] [Hardware Error]: 000030 :

Management

52524520 4645555Db

636e7953 6e617268

61697470 7461206e

34 37 30 0d 0a
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SoC Management Interface
(RShim)

The SoC management interface—formerly known as RShim—enables an external agent
such as the host CPU or BMC to operate and monitor the NVIDIA® BlueField® platform
(DPU or SuperNIC). This interface supports provisioning BlueField, resetting Arm cores,
and retrieving logs.

() Note

For instructions for Windows support, please refer to page "Windows
Support”.

Installation and Upgrade

For installation and upgrade instructions, see "Updating Repo Package on Host Side".

Configuration File

The configuration file for the SoC management interface is located at
/etc/rshim.conf and includes the parameters shown in the table below:

Parameter Default | Description

Timeout value in seconds when pushing BFB

00U LE el 150 Timeout in seconds when pushing BFB while
the Arm side is not reading the boot stream.
If set to 1, the RShim driver ignores all RShim
writes and returns O for reads.

DROP_MODE 0

Useful during FW_RESET or when bypassing
the RShim PF to a VM.

Management

while Arm side is not reading the boot stream.

80


https://confluence.nvidia.com/display/bsp4100draft/Installing+Repo+Package+on+Host+Side
https://confluence.nvidia.com/display/bsp4100draft/Windows+Support
https://confluence.nvidia.com/display/bsp4100draft/Windows+Support

Parameter Default | Description

Delay in seconds added after a chip reset and
PCIE_RESET_DELAY 10 before pushing the boot stream when using
RShim over PCle.

Interrupt polling interval (in seconds) when

PCIE_INTR_POLL_INTERVAL |10 . . : )
using RShim over direct memory mapping.

Set to O to disable RShim memory mapping

PCIE_HAS_VFIO 1 via VFIO.

Set to O to disable RShim memory mapping

PCIE_HAS_UIO 1 via UIO.

() Note

RShim configuration is optional. The default parameters support out-
of-the-box deployment scenarios, including setups with multiple
BlueField devices on a single host.

To control which RShim index maps to which device, edit the configuration file as follows:

# Uncomment the 'rshim<N>'" line to define the mapping.
#

# Format:

# rshim<N> pci-device
rshim@ pcie-0000:21:00.2
rshimi pcie-0000:81:00.2

# Ignored devices
# Uncomment the 'mone' line to exclude devices.

#
#none usb-1-14
#none pcie-1f-0000:84:000
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() Note

After making any changes to the configuration, restart the SoC
management interface with:

systemctl restart rshim

Host-side Interface Configuration
On the host OS, BlueField registers a “DMA controller” used for management over PCle.
You can verify its presence with the following command:

# 1spci -d 15b3: | grep 'SoC Management Interface’

Example output:

27:00.2 DMA controller: Mellanox Technologies MT42822 BlueField-2
SoC Management Interface (rev 01)

A special driver—currently named RShim—must be installed and running on the host to
expose the SoC management interface. This driver is automatically installed as part of the
DOCA package.

For installation details, refer to the section Install RShim on Host.

When RShim is operating correctly, the host creates:

e A sysfs device node: /dev/rshim@/*

e Avirtual Ethernet interface: tmfifo_net®
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To check the driver status:
systemctl status rshim
Example output:

# systemctl status rshim
rshim.service - rshim driver for BlueField SoC
Loaded: loaded (/1lib/systemd/system/rshim.service; disabled;
vendor preset: enabled)
Active: active (running) since Tue 2022-05-31 14:57:07 IDT;
1 day 1h ago
Docs: man:rshim(8)
Process: 90322 ExecStart=/usr/sbin/rshim SOPTIONS
(code=exited, status=0/SUCCESS)
Main PID: 90323 (rshim)
Tasks: 11 (1limit: 76853)
Memory: 3.3M
CGroup: /system.slice/rshim.service
90323 /usr/sbin/rshim

Log entries confirm device initialization:

rshim[90323]: Probing pcie-0000:a3:00.2(vfio)
rshim[90323]: Create rshim pcie-0000:a3:00.2
rshim[90323]: rshim pcie-0000:a3:00.2 enable
rshim[90323]: rshim@ attached

Virtual Ethernet Interface
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The RShim driver exposes a virtual Ethernet device, tmfifo_net@ , which acts as a peer-

to-peer tunnel between the host and BlueField OS. On the BlueField side, BFB images

configure a static IP address of 192.168.100.2/30 . The host side must be configured

manually.

To configure the host IP:

ip addr add dev tmfifo_net® 192.168.100.1/30

() Note

For persistent configuration, see "Assign a static IP to tmfifo_netQ"
under "Updating Repo Package on Host Side".

At this point, to log into the BlueField OS from the host, run the following for example:

ssh ubuntu@192.168.100.2

SoC Management Interface Driver Support for Multiple
BlueFields

If multiple BlueField devices are installed on the same host, each will have:

e A unique RShim interface at /dev/rshim<N>

e A corresponding virtual Ethernet device: tmfifo_net<N>

() Note

Management
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<N> corresponds to the device index (starting from 0).

There are two ways to manage multiple tmfifo_net<N> interfaces:
e Bridge mode
1.Add all tmfifo_net<N> interfaces to a bridge.

2. Assign a single IP to the bridge.

3. Each BlueField is configured with a unique IP in the bridge's subnet.
¢ Point-to-point mode:

1. Assign a unique subnet IP to each tmfifo_net<N> interface.

2. Each BlueField is assigned a corresponding IP in that subnet.

Each tmfifo_net<N> interface on the host must have a unique MAC address. To
configure it manually:

ifconfig tmfifo_net@ 192.168.100.1/24 hw ether 02:02:02:02:02:02

It can also be configured persistently using a custom udev rule.
Similarly, each BlueField-side tmfifo_net interface must be configured with:
e A unigue MAC address
o Adistinct IP (defaultis 192.168.100.2 on all devices)
These must be set manually or via BlueField customization scripts during installation.
Multi-board Management Example

This example deals with two BlueField devices installed on the same server (the process is
similar for more devices). The example assumes that the RShim package has been
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installed on the host server.

Configuring Management Interface on Host

() Note

This example is relevant for CentOS/RHEL operating systems only.

1.Createa bf_tmfifo interface under /etc/sysconfig/network-scripts.Run:
vim /etc/sysconfig/network-scripts/ifcfg-br_tmfifo
2.Inside ifcfg-br_tmfifo,insert the following content:

DEVICE="br_tmfifo"
BOOTPROTO="static"
IPADDR="192.168.100.1"
NETMASK="255.255.255.0"
ONBOOT="yes"
TYPE="Bridge"

3. Create a configuration file for the first BlueField, tmfifo_net@ .Run:
vim /etc/sysconfig/network-scripts/ifcfg-tmfifo_neto

4. Inside ifcfg-tmfifo_netd ,insert the following content:
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DEVICE=tmfifo_net®
BOOTPROTO=none
ONBOOT=yes
NM_CONTROLLED=no
BRIDGE=br_tmfifo

5. Create a configuration file for the second BlueField, tmfifo_net1 .Run

DEVICE=tmfifo_net]1
BOOTPROTO=none
ONBOOT=yes
NM_CONTROLLED=no
BRIDGE=br_tmfifo

6. Create the rules for the tmfifo_net interfaces. Run:

vim /etc/udev/rules.d/91-tmfifo_net.rules

7. Restart the network for the changes to take effect. Run

# /etc/init.d/network restart
Restarting network (via systemctl): [ OK

Configuring BlueField Side

BlueField devices arrive with the following factory default configurations for tmfifo_netO.
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Address | Value

MAC PB:1a:ca:ff:ff:01

IP 192.168.100.2

Therefore, if you are working with more than one BlueField, you must change the default
MAC and IP addresses.

Updating RShim Network MAC Address

() Note

This procedure is relevant for Ubuntu/Debian ( sudo needed), and
CentOS BFBs. The procedure only affects the tmfifo_net® on the
Arm side.

1. Use a Linux console application (e.g. screen or minicom) to log into each BlueField.
For example:

# sudo screen /dev/rshim<@|1>/console 115200

2. Create a configuration file for tmfifo_net® MAC address. Run:
# sudo vi /etc/bf.cfg

3.Inside bf.cfg,insert the new MAC:

NET_RSHIM_MAC=00:1a:ca:ff:ff:03
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4. Apply the new MAC address. Run:

sudo bfcfg

5. Repeat this procedure for the second BlueField (using a different MAC address).

(D Info

Arm must be rebooted for this configuration to take effect. It is
recommended to update the IP address before you do that to
avoid unnecessary reboots.

() Note

For comprehensive list of the supported parameters to customize
bf.cfg during BFB installation, refer to section "bf.cfg Parameters".

Updating IP Address

For Ubuntu:

1. Access the file 560-cloud-init.yaml and modify the tmfifo_netO IP address:

sudo vim /etc/netplan/50-cloud-init.yaml

tmfifo_neto:
addresses:
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- 192.168.100.2/30 ===>>>
192.168.100.3/360

2. Reboot the Arm. Run:

sudo reboot

3. Repeat this procedure for the second BlueField (using a different IP address).

(D Info

Arm must be rebooted for this configuration to take effect. It is
recommended to update the MAC address before you do that to
avoid unnecessary reboots.

For CentOS:

1. Access the file ifcfg-tmfifo_netd . Run:

# vim /etc/sysconfig/network-scripts/ifcfg-tmfifo_neto
2. Modify the value for ITPADDR :

IPADDR=192.168.100.3

3. Reboot the Arm. Run:
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reboot

Or perform netplan apply.

4. Repeat this procedure for the second BlueField (using a different IP address).

(D Info

Arm must be rebooted for this configuration to take effect. It is
recommended to update the MAC address before you do that to
avoid unnecessary reboots.

Permanently Changing Arm-side MAC Address

() Note

It is assumed that the commands in this section are executed with
root (or sudo ) permission.

The default MAC addressis 00 :1a:ca:ff:ff:071 .It can be changed using ifconfig
or by updating the UEFI variable as follows:

1. Log into Linux from the Arm console.

2. Run:
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$ "1ls /sys/firmware/efi/efivars" .

3. If not mounted, run:

S mount -t efivarfs none /sys/firmware/efi/efivars

S chattr -i /sys/firmware/efi/efivars/RshimMacAddr-8be4df61-

93ca-11d2-aa0d-00e098032b8c

S printf "\x07\x00\x00\x00\x00\xTa\xca\xff\xff\x03" > \
/sys/firmware/efi/efivars/RshimMacAddr-8be4df61-93ca-11d2-

aalbd-00e098032b8c

The printf command sets the MAC addressto 00:Ta:ca:ff:ff:03 (the last six

bytes of the printf value). Either reboot the device or reload the tmfifo driver for the
change to take effect.

The MAC address can also be updated from the server host side while the Arm-side Linux

IS running:

1. Enable the configuration. Run:

# echo "DISPLAY_LEVEL 1" > /dev/rshim@/misc

2. Display the current setting. Run:

# cat /dev/rshim@/misc
DISPLAY_LEVEL 1 (©:basic, 71:advanced, 2:10g9)

BOOT_MODE 1 (0:rshim, 1:emmc, 2:emmc-boot-swap)
BOOT_TIMEOUT 300 (seconds)

DROP_MODE © (B:normal, 1:drop)

SW_RESET 0 (1: reset)

DEV_NAME pcie-0000:04:00.2
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DEV_INFO
PEER_MAC
PXE_ID
VLAN_ID

BlueField-2(Rev 1)
00:1a:ca:ff:ff:01 (rw)
0x00000000 (rw)

0 0 (rw)

3. Modify the MAC address. Run:

S echo "PEER_MAC

(D Info

For more information and an example of the script that covers the
installation and configuration of multiple BlueField devices, refer to
section "Installing Full DOCA Image on Multiple BlueField Platforms" of

XX IXX IXX XX XX ixx" > /dev/rshim@/misc

the NVIDIA DOCA Installation Guide.

SoC Management Interface Features and Functionality

Function

1 | Push BFB

2 | Open

console

Management

Command

bfb-install —r rshim<N> -b <bfb> [-c
bf.cfg]

screen /dev/rshim<N>/console 115200
minicom -D /dev/rshim<N>/console

Commen

Using bf
comman
more det

, refer to
BlueField
Deploymt

The N in
the numt
devices ir
Use Linw
minicom
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Function

Command

Commen

applicatic
BlueField

Configure a
virtual
network
interface

ip addr add dev tmfifo_net<N>
192.168.100.1/30

The N in
the numt
devices ir
to sectiol
Managen
Driver Su
BlueField
informat
The defal
the Bluef
192.168.
The IP us
(192.168
example |

Log into
the DPU

ssh -6
user@fe80::21a:caff:feff:ffo1%tmfifo_net<N>

The N in
the numt
setup. Re
Managen
Driver Su
BlueField
informat

PXE boot
over RShim

N/A

Please re
"Deployir
Software
PXE" for |

Check
Arm/Rshim
status

Management

cat /dev/rshim<N>/misc

Example

S su
/dev
DISP
(0:b
1:ad
BF_M
NIC
BOOT
(0:r

94


https://confluence.nvidia.com/display/bsp4100draft/Deploying+BlueField+Software+Using+PXE
https://confluence.nvidia.com/display/bsp4100draft/Deploying+BlueField+Software+Using+PXE
https://confluence.nvidia.com/display/bsp4100draft/Deploying+BlueField+Software+Using+PXE

Function

Command

Commen

Management

2.em
BOOT
300 (
USB_
(sec
DROP
(0:n
SW_R
(1:

DEV_
pcie
DEV_
Blue
OPN_
9009
UP_T
59537
SECU
(0:n
FORC

comm

Mess

INF

up
INF
is r
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Function

Command

Commen

For detail
individual
section "|
Interface

Configure
Arm/RShim

echo "<command string>" >
/dev/rshim<N>/misc

See secti
Interface
software

echo

>

/dev

Expose log
messages

N/A

For more
refertos

Update
RShim PCle
9 |device
name
dynamically

echo DEV_NAME > /dev/rshim@/misc

This com
PCle bus
updates f
RShim de
according
A commc
multiple |
installed
PF2 has |
one of th
PCle func

from xx

XX :00."
RShim de
updated.
restarting
service—
disrupt R
all BlueFit
commant
only the ¢
minimizir
interrupt
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RShim Misc Interface

Field

DISPLAY_LEVEL

BF_MODE

Management

Description

Verbosity of the RShim
misc output

Check whether BlueField
DPU is booting in DPU
mode or NIC mode

Values

Shown
Writable? |n_

Display

Level

© - Basic

1 =

Advanced

(level O info

plus

advanced Yes All
configuration)

2 -Log (level

O info plus
RShim log)

Unknown - |No All
The mode
value has not
been set by
the BIOS
(ATF). This
value can be
seen on older
versions of
BlueField-3
BIOS
firmware.
DPU mode -
BlueField is
running in
DPU mode
NIC mode -
BlueField is
running in
NIC Mode
Reserved -
Unknown
mode value
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Field

BOOT_MODE

BOOT_TIMEOUT

USB_TIMEOUT

DROP_MODE

Management

Description

Boot location of BlueField
Arm software

Defines the timeout (in

seconds) for writing a BFB

file to the RShim boot
device file. While the BFB
file is being written, the
BlueField firmware is
expected to continuously
consume the data. If data
consumption stops and
the timeout is reached,
the write operation to the

boot device file will fail
with an error.

Specifies the timeout (in
seconds) for writing to
the boot device file
when RShim is using a
USB backend. USB
transfers—especially on
BlueField-2—can be
slower than PCle. If data
cannot be written within
this timeout period, the
RShim driver aborts the
operation.

Indicates whether the
RShim driver is operating
in "drop” mode. In this
mode, the driver

Values

reserved for
future use

e O —-RShim

e T —emmc

e 72 —emmc-
boot-swap

300 seconds
(default)

40 seconds
(default)

0 -drop mode
disabled

Shown

Writable? '™
Display
Level

Yes All

Yes All

Yes All

Yes All
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Shown

Field Description Values Writable? |n_
Display
Level
relinquishes control of the | 1 - drop mode
RShim hardware and enabled
disables most RShim
functionalities. This is
typically used in scenarios
where another entity
temporarily assumes
ownership of the RShim
interface.
This is a write-only field
that provides a way to
reset DPU Arm. Example:
Yes
SW_RESET Always shown as 0. | Accepted | All
echo "SW RESET 1" > values: 1
/dev/rshim@/misc
Example:
. . pcie-
DEV_NAME ES;‘]';“ driver/backend 0000:b1:00.2 |No Al
on PCle host and
usb-2.1
BlueField _ q Example:
DEV_INFO uerield version an BlueField- No Al
revision
3(Rev 1)
OPN_STR BlueField OPN stri Example: N All
- uerie Stng 90O9D3B6OOCVAA | °
Time since BlueField Example:
N All
P U boots up 597068(s) °
Whether RShim is in
secure NIC mode (also 9 —no
SECURE_NIC_MODE |called "locked" mode) to : No All
-yes

prevent host RShim
access
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Shown

Field Description Values Writable?
Display
Level
0 -Force
Indicates whether a _
FORCE command is command pending
pending. This command is 1 —=No FdO.RCE
used to request command Is
FOROEC 11D ownership transfer of the | Pending. This Yes All
RShim interface from the | triggers an RShim
other backend—PCle FORCE command
(host) or USB (BMC). to initiate
ownership transfer.
(RShim log " ,
messages)

BlueField Configuration File

The bf.cfg file contains configuration that can be pushed to customize the installation
of the BFB. See "Customizing BlueField Software Deployment” for more information.

RShim Ownership

The RShim interface may be owned by the BlueField BMC or the host (Windows or Linux).
In situations where users do not have access to the host, they would want to transfer
RShim ownership to the BMC.

Assuming that /dev/rshim@ is the BlueField requesting ownership over the RShim
interface, ownership may be transferred to the BlueField BMC by running the following

command from the BMC console;

1. Confirm RShim is not attached to BMC:

root@dpu-bmc :~# systemctl status rshim
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This show messages like another backend already attached or
rshim@ entering drop mode.

(D Info

If RShim is already attached or RShim is not in drop mode, the
ownership transfer command ( -F ) will fail.

2. Create a directory for the RShim systemd override file if it does not already exist:
root@dpu-bmc:~# mkdir -p /etc/systemd/system/rshim.service.d
3. Create the override file:

root@dpu-bmc :~# cat >
/etc/systemd/system/rshim.service.d/override.conf
[Service]

Environment="OPTIONS=-F

4. Press Ctrl-D to save the file.

5. Reload the systemd manager configuration and restart RShim service.

root@dpu-bmc :~# systemctl daemon-reload
root@dpu-bmc :~# systemctl restart rshim
root@dpu-bmc :~# systemctl status rshim

Dec 10 20:58:57 dpu-bmc rshim[20561]: rshim@ received
ownership transfer ack
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Dec 10 20:59:00 dpu-bmc rshim[20561]: rshim@ regained
ownership successfully

RShim ownership is transferred to BMC.

6. Clean up the systemd override file:

root@dpu-bmc :~# rm
/etc/systemd/system/rshim.service.d/override.conf
root@dpu-bmc :~# systemctl daemon-reload

Controlling SoC Management Interface from Using NC-SI
Commands

Controlling SoC management interface could also be done from the platform BMC using
NC-SI OEM command over I°C.

RShim interface could be enabled, disabled, or locked:
e Enabled — RShim over PCle is supported and ready to use

e Locked - RShim over PCle is supported, but cannot currently be used. It may be re-
activated using the enable command, without the need to perform reset

e Disabled - RShim over PCle is not supported. You must re-enable it and power cycle
the host.

Set Host PCle RShim Access to BlueField DPU CPU
(Command=0x12, Parameter=0x19)

This package command allows a trusted platform BMC to configure the non-volatile
enablement state of external Host PCle RShim access to the BlueField DPU's embedded
CPU.

() Note
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A BlueField DPU reboot is required for this setting to take effect.

Set Host PCle RShim Access to BlueField DPU CPU Format

Bytes/Bits 31:24 23:16 15:8 70

0:15 NC-SI Header (OEM Command)

16:19 NVIDIA Manufacture ID (IANA) = 0x8119

20:23 rCeoVr:Orr;(grgd :\éigfémd Parameter=0x19 | Reserved

24:27 Reserved Host_Access_State
28:31 Checksum 31:0

Set Host PCle RShim Access to BlueField DPU CPU Command Parameters

. Offset in NC-SI . s
Field Bytes Command Description
Embedded CPU OS state
e O-Disabled
e 1-Enabled
Host_Access_State | | 2r e 2 -locked (PF Enabled, access
is disabled)

e Other - reserved

Set Host PCle RShim access to BlueField DPU CPU Response

The BlueField DPU always receives and responds to this command when the Package ID
matches.

If the command is issued by an untrusted platform BMC, it fails with reason code
Ox7FFF (Unsupported command).

Set Host RShim Access to BlueField DPU CPU Response Format
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Bytes/Bits 31:24 23:16 15:8 70

0:15 NC-SI Header (OEM Command)

16:19 Response Code Reason Code

20:23 NVIDIA Manufacture ID (IANA) = 0x8119

24:27 Se?/r:or?(ggd :\Sigfémd Parameter=0x19 | Reserved

28:31 Reserved Host_Access_State
32:35 Checksum 31:0

Set Dynamic Host PCle RShim access to BlueField DPU
CPU (Command=0x12, Parameter=0x1B)

This package command allows a trusted platform BMC to configure the runtime (volatile)
enablement state of Host PCle RShim access to the BlueField DPU CPU—without
requiring a DPU reset.

() Note

This command is only valid when the non-volatile setting is Enabled
or Locked (see section "Set Host PCle RShim Access").

The setting applied by this command is volatile and will be overridden upon reset by the
non-volatile configuration.

Set Dynamic Host PCle RShim Access to BlueField DPU CPU Format

Bytes/Bits 31:24 23:16 15:8 70
0:15 NC-S| Header (OEM Command)
16:19 NVIDIA Manufacture ID (IANA) =0x8119
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Bytes/Bits 31:24 23:16 15:8 7:0

, Command MLNX Cmd _
20:23 ev=0x00 ID=0x12 Parameter=0x1B | Reserved
24:27 Reserved Host RT _Access_State
28:31 Checksum 31:0

Set Dynamic Host PCle RShim Access to BlueField DPU CPU Command Parameters

Field Bytes Offset in NC-SI Command | Description
Embedded CPU OS state

e O-Enabled
e 1-Locked
e Other -reserved

Host RT_Access_State | 1 27

Set Dynamic Host RShim Access to BlueField DPU CPU Response
The BlueField DPU processes this command only when:

e The Package ID matches

e The non-volatile settingis Enabled or Locked

If the non-volatile setting is Disabled , the command fails with reason code ©x0002
(Command unavailable).

If issued by an untrusted platform BMC, the command fails with reason code Ox/FFF
(Unsupported command).

() Note

This command supports toggling between Enabled and Locked
states without requiring a DPU reboot.

Set Dynamic Host RShim Access to BlueField DPU CPU Response Format
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Bytes/Bits 31:24 23:16 15:8 7:0

0:15 NC-SI Header (OEM Command)

16:19 Response Code Reason Code

20:23 NVIDIA Manufacture ID (IANA) = 0x8119

24:27 S;;:&ggd :\él;gfémd Parameter=0x1B | Reserved

28:31 Reserved Host_RT_Access_State
32:35 Checksum 31:0

Get Host PCle RShim access to BlueField DPU CPU
(Command=0x13, Parameter=0x19)

This package command allows the platform BMC to query the BlueField DPU for the
current enablement state of Host PCle RShim access to the embedded CPU.

Get Host PCle RShim Access to BlueField DPU CPU Format

Bytes/Bits 31:24 23:16 15:8 7:0

0:15 NC-SI Header (OEM Command)

16:19 NVIDIA Manufacture ID (IANA) = 0x8119

20:23 Command rev=0x00 | MLNX Cmd ID=0x13 | Parameter=0x19 | Reserved
24:27 Checksum 31:0

Get Host PCle RShim access to BlueField DPU CPU Response

The BlueField DPU always receives and responds to this command when the Package 1D
matches.

Get Host PCle RShim Access to BlueField DPU CPU Response

Field Size | Offset in NC-SI Command Description
Host_Access_State | 1 byte | 31 Embedded CPU OS state
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Field

Size | Offsetin NC-SI Command Description

e O-Disabled
e 1-Enabled
e Other - reserved

Get Host PCle RShim Access to BlueField DPU CPU Response Format

Bytes/Bits
0:15

16:19
20:23

24:27

28:31
32:35

Management

31:24 23:16 15:8 7:0

NC-SI Header (OEM Command)

Response Code Reason Code

NVIDIA Manufacture ID (IANA) = 0x8119

S;/Té?(ggd :\éigf]gmd Parameter=0x19 | Reserved

Reserved Host_Access_State
Checksum 31:0
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BlueField OOB Ethernet
Interface

The NVIDIA® BlueField® networking platform's (DPU or SuperNIC) OOB interface is a
gigabit Ethernet interface which provides TCP/IP network connectivity to the Arm cores.

This interface is named oob_net® and is intended to be used for management traffic
(e.g., file transfer protocols, SSH, etc). The Linux driver that controls this interface is

named mlxbf_gige.ko ,and is automatically loaded upon boot. This interface can be
configured and monitored using of standard tools (e.g., ifconfig, ethtool, etc). The OOB

interface is subject to the following design limitations:
e Only supports 1Gb/s full-duplex setting
e Only supports GMII access to external PHY device

e Supports maximum packet size of 2KB (i.e., no support for jumbo frames)

The OOB interface can also be used for PXE boot. This OOB port is not a path for the
BlueField boot stream. Any attempt to push a BFB to this port would not work.

OOB Interface MAC Address

The MAC address to be used for the OOB port is burned into Arm-accessible UPVS
EEPROM during the manufacturing process. This EEPROM device is different from the SPI
Flash storage device used for the NIC firmware and associated NIC MACs/GUIDs. The
value of the OOB MAC address is specific to each platform and is visible on the board-
level sticker.

/\ Warning

It is not recommended to reconfigure the MAC address from the MAC
configured during manufacturing.
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If there is a need to re-configure this MAC for any reason, follow these steps to configure
a UEFI variable to hold new value for OOB MAC.:

() Note

The creation of an OOB MAC address UEFI variable will override the
OOB MAC address defined in EEPROM, but the change can be
reverted.

1. Log into Linux from the Arm console.

2.lssue the command 1s /sys/firmware/efi/efivars to show whether efivarfs
is mounted. If it is not mounted, run:

mount -t efivarfs none /sys/firmware/efi/efivars
3. Run:

chattr -i /sys/firmware/efi/efivars/OobMacAddr-8be4df61-93ca-
11d2-2a0d-00e098032b8¢c

4. Set the MAC address to 00:1a:ca:ff:ff:03 (the last six bytes of the printf value).

printf "\x07\x00\x00\x00\x00\xT1a\xca\xff\xff\x03" >
/sys/firmware/efi/efivars/0obMacAddr-8be4df61-93ca-11d2-aa0dd-
00e098032b8c

5. Reboot the device for the change to take effect.
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To revert this change and go back to using the MAC as programmed during
manufacturing, follow these steps:

1

2.

8

. Log into UEFI from the Arm console, go to "Boot Manager” then "EFI Internal Shell".

Delete the OOB MAC UEFI variable. Run:

dmpstore -d OobMacAddr

. Reboot the device by running "reset" from UEFI.

. Log into Linux from the Arm console.

.Issue the command 1s /sys/firmware/efi/efivars to show whether efivarfs

is mounted. If it is not mounted, run

mount -t efivarfs none /sys/firmware/efi/efivars

. Run:

chattr -i /sys/firmware/efi/efivars/OobMacAddr-8be4df61-93ca-
11d2-2a0d-00e098032b8¢c

. Reconfigure the original MAC address burned by the manufacturer in the format

aa\bb\cc\dd\ee\ff . Run:

printf "\x07\x00\x00\x00\x00\<original-MAC-address>" >
/sys/firmware/efi/efivars/0obMacAddr-8be4df61-93ca-11d2-aa0dd-
00e098032b8c

Reboot the device for the change to take effect.
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Supported ethtool Options for OOB Interface

The Linux driver for the OOB port supports the handling of some basic ethtool requests:
get driver info, get/set ring parameters, get registers, and get statistics.

To use the ethtool options available, use the following format:
S ethtool [<option>] <interface>

Where <option> may be:

<no-argument> -display interface link information

-1 —display driver general information

-S —display driver statistics

e -d —dump driver register set

-g —display driver ring information

-G - configure driver ring(s)

-k —display driver offload information

-a —query the specified Ethernet device for pause parameter information

-r -restart auto-negotiation on the specified Ethernet device if auto-negotiation is
enabled

For example:

$ ethtool oob_net®
Settings for oob_net?d:
Supported ports: [ TP ]
Supported 1link modes: 1000baseT/Full
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Supported pause frame use: Symmetric

Supports auto-negotiation: Yes

Supported FEC modes: Not reported

Advertised link modes: 100@baseT/Full

Advertised pause frame use: Symmetric

Advertised auto-negotiation: Yes

Advertised FEC modes: Not reported

Link partner advertised 1link modes: 1000baseT/Full
Link partner advertised pause frame use: Symmetric
Link partner advertised auto-negotiation: Yes

Link partner advertised FEC modes: Not reported
Speed: 1000Mb/s

Duplex: Full

Port: Twisted Pair

PHYAD: 3

Transceiver: internal

Auto-negotiation: on

MDI-X: Unknown

Link detected: yes

$ ethtool -i oob_net®

driver:
version:

mlxbf_gige

firmware-version:

expansion-rom-version:
bus-info: MLNXBF17:00
supports-statistics: yes

supports-test: no

supports-eeprom-access: no

supports-register-dump: yes

supports-priv-flags: no
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# Display statistics specific to BlueField-2 design (i.e.
statistics that are not shown in the output of "ifconfig
oob@_net")
S ethtool -S oob_net®
NIC statistics:

hw_access_errors: 0

tx_invalid_checksums: ©

tx_small_frames: 1

tx_index_errors: 0

sw_config_errors: 0

sw_access_errors: 0

rx_truncate_errors: ©

rx_mac_errors: ©

rx_din_dropped_pkts: ©

tx_fifo_full: ©

rx_filter_passed_pkts: 5549

rx_filter_discard_pkts: 4

IP Address Configuration for OOB Interface

The files that control IP interface configuration are specific to the Linux distribution. The

udev rules file ( /etc/udev/rules.d/92-oob_net.rules ) that renames the OOB
interface to oob_net® and is the same for Yocto, CentOS, and Ubuntu:

SUBSYSTEM=="net", ACTION=="add",
DEVPATH=="/devices/platform/MLNXBF17:00/net/eth[0-9]",
NAME="oob_net0"

The files that control IP interface configuration are slightly different for CentOS and
Ubuntu:

e CentOS configuration of IP interface:
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o Configuration file for oob_net®:
/etc/sysconfig/network-scripts/ifcfg-oob_neto

o For example, use the following to enable DHCP:

NAME="o00b_net@"
DEVICE="oob_net@"
NM_CONTROLLED="yes"
PEERDNS="yes"
ONBOOT="yes"
BOOTPROTO="dhcp"
TYPE=Ethernet

o For example, to configure static IP use the following

NAME="00b_net@"
DEVICE="o0ob_net@d"
IPVOINIT="no"
NM_CONTROLLED="no"
PEERDNS="yes"
ONBOOT="yes"
BOOTPROTO="static"
IPADDR="192.168.200.2"
PREFIX=30
GATEWAY="192.168.200.1"
DNS1="192.168.200.1"
TYPE=Ethernet

e For Ubuntu configuration of IP interface, please refer to section "Default Network
Interface Configuration”.

OOB VLAN
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The VLAN interface is created by default on the BlueField BMC and UEFI to allow secure
Redfish transactions between the BMC and BlueField.

The OOB VLAN 4040 is displayed in the UEFI menu, under Device Manager > Network
Device List. The OOB MAC is directly followed by \6@FC8 indicating VLAN ID 4040 (e.g.,
MAC : XX : XX : XX : XX : XX : XX\OFC8)

The VLAN interface is also used during the BFB installation to update several components.

On the BlueField OS, the VLAN interface is not created by default but the user may create
it as follows:

sudo ip 1link add 1link oob_net® name vlan4040 type vlan id 4040
sudo ip addr add 192.168.2402/29 brd + dev v1an4040
sudo ip 1link set dev vl1an4040 up
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NC-SI OEM Commands

Get PF MAC Address (Command=0x0, Parameter=0x0)

This command is used by the platform bmc to query any PF programmed MAC address.

For NVIDIA devices that support a single Physical Function for a multi-port NIC port, N
MAC address shall be returned to Get PF #N MAC address command.

Get PF MAC Ads Command Format

. Offset in NC-SI .
Field Bytes Command Description
Parameter | 1 22 Ox0 = Get PF MAC Address

This byte defines the PF Number to which the
PIndex 1 23 platform bmc intends to query the programmed
MAC address. PF O is always available.

Get PF MAC Address Command Layout

Bytes/Bits 31:24 23:16 15:8 70

0:15 NC-SI Header (OEM Command)

16:19 NVIDIA Manufacture ID (IANA) = 0x8119

20:23 Command rev=0x00 | MLNX Cmd ID=0x00 | Parameter=0x00 | PF Index
24:27 Checksum 31:0

Get PF MAC Address Response

The following is the returned value from the NVIDIA device to the "Get PF MAC Address’

command.

Get PF MAC Address Response Format
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Field

Response
Code

Reason
Code

Parameter

PF Index

MAC
Address

Offset in NC-

Bytes S| Command
2 17:16

2 19:18

] 26

] 27

6 33:28

Description

0Ox8000 - Un-initialized - returned if the NVIDIA
device does not have a default MAC address for the
PF and the MAC address was not initialized.

Ox2 - shall be returned if the PF Index in the
command is greater of the supported PFs by the
NVIDIA device

Ox0 = Get PF MAC Address

The NVIDIA device shall return the same PF index
as sent in the Get PF MAC Address Command even
if the index is out of range of the supported PFs by
the NVIDIA device

PF MAC Address. Default is the production
allocated MAC address from the NVIDIA device
flash device.

Get PF MAC Address Response Layout

Bytes/Bits
0:15

16:19
20:23
24:27
28:31
32:35
36:39

31:24

23:16 15:8 7:0

NC-SI| Header (OEM Command)

Response Code

Reason Code

NVIDIA Manufacture ID (IANA) =0x8119
Command rev=0x00 | MLNX Cmd ID=0x00 | Parameter=0x00 | PF Index

MAC Address (MSB)
MAC Address (LSB)
Checksum 31:0

Reserved

Shutdown BlueField DPU OS (Command=0x12,
Parameter=0x1A)

The Shutdown BlueField DPU OS command allows trusted platform bmc to send an OS
Shutdown request to the embedded CPU on NVIDIA BlueField DPU Devices.
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The Shutdown BlueField DPU OS command format is shown below.

Shutdown BlueField DPU OS Command Format

Bytes/Bits 31:24 23:16 15:8 70

0:15 NC-SI Header (OEM Command)

16:19 NVIDIA Manufacture ID (IANA) = 0x8119

20:23 Command rev=0x00 | MLNX Cmd ID=0x12 | Parameter=0x1A | Reserved
24:27 Reserved

28:31 Checksum 31:0

This command has no input parameters. This command is a package command.

Shutdown BlueField DPU OS Response

NVIDIA BlueField DPU always receive and respond to Shutdown BlueField DPU OS
command on supporting devices when the package ID matches. When the Shutdown
BlueField DPU OS command is sent to a non-supporting device, or the command is
received from an untrusted platform bmc, the command will fail with reason code Ox7FFF
(Unsupported command).

Shutdown BlueField DPU OS Response Format

Bytes/Bits | 31:24 23:16 15:8 7:0

0:15 NC-SI Header (OEM Command)

16:19 Response Code Reason Code

20:23 NVIDIA Manufacture ID (IANA) = 0x8119

24:27 Command rev=0x00 | MLNX Cmd ID=0x12 | Parameter=0x1A | Reserved
28:31 Reserved

32:35 Checksum 31:0

Reset BlueField DPU (Command=0x12, Parameter=0xB)

The Reset BlueField DPU command allows the platform bmc to reset the NVIDIA BlueField
DPU device. This command is only applicable to BlueField devices.
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The Reset BlueField DPU command is addressed to the package only. When the internal
reset is complete, the platform bmc should re-configure the device. This command is only
supported starting from BlueField-2.

Reset BlueField DPU Format

Bytes/Bits 31:24 23:16 15:8 70

0:15 NC-SI Header (OEM Command)

16:19 NVIDIA Manufacture ID (IANA) = 0x8119

20:23 Command rev=0x00  MLNX Cmd ID=0x12 | Parameter=0x0B | NICR | Mode
24:27 Checksum 31:0

The parameter description for Reset BlueField DPU command are provided below.

Reset BlueField DPU Parameters

Field | Description

e O-NIC does not reset. Only the embedded CPU will reset.
NICR e 1-Reset the embedded CPU and the NIC

This field defines the type of conditions to use before performing the internal
reset

e O-Theinternal reset will start after sending the response to this command
e 1-The internal reset will start only when all the hosts asserts their PERST#
Mode signals low
e 2-The internal reset will start only when all the hosts disabled their PCle
links. This may or may not include assertion of their respective PERST#
signals low.
e Other - Reserved

Reset BlueField DPU Response

The ConnectX shall always receive and respond to a Reset BlueField DPU command when
the package ID matches, and with no checksum error.

Reset BlueField DPU Response Format
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Bytes/Bits 31:24 23:16 15:8 70

0:15 NC-SI Header (OEM Command)

16:19 Response Code Reason Code

20:23 NVIDIA Manufacture ID (IANA) = 0x8119

24:27 Command rev=0x00  MLNX Cmd ID=0x12 | Parameter=0x0B | NICR | Mode
28:31 Checksum 31:0

Set Host PCle rshim access to BlueField DPU CPU
(Command=0x12, Parameter=0x19)

The Set Host PCle rshim access to BlueField DPU CPU command allows a trusted
platform bmc to configure the BlueField DPU enablement state of the external Host PCle
rshim access to the embedded CPU.

The Set Host PCle rshim access to BlueField DPU CPU command is a package command.

The action requires to reboot BlueField DPU to take effect.

Set Host PCle rshim access to BlueField DPU CPU Format

Bytes/Bits  31:24 23:16 15:8 7:0

0:15 NC-SI Header (OEM Command)

16:19 NVIDIA Manufacture ID (IANA) = 0x8119

20:23 S;/T&ggd :\él;gf]%md Parameter=0x19 | Reserved

24:27 Reserved Host_Access_State
28:31 Checksum 31:0

Set Host PCle rshim access to BlueField DPU CPU Command Parameters

Offset in NC-SI

Field Bytes Command

Description

Host_Access_State | 1 27 Embedded CPU OS state
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Offset in NC-SI

Field Bytes Command

Description

e O- Disabled

e 1 -Enabled

e 2 -Locked (PF Enabled, access
is disabled)

e Other - reserved

Set Host PCle rshim access to BlueField DPU CPU
Response

BlueField DPU always receive and respond to Set Host PCle rshim access to BlueField DPU
CPU command when the package ID matches.

If the command is received from an untrusted platform bmc, the command will fail with
reason code Ox7FFF (Unsupported command).

Set Host rshim Access to BlueField DPU CPU Response Format

Bytes/Bits 31:24 23:16 15:8 7:0

0:15 NC-SI Header (OEM Command)

16:19 Response Code Reason Code

20:23 NVIDIA Manufacture ID (IANA) = 0x8119

24:27 rce?/r:&ggd :\[/I)I;gf](;md Parameter=0x19 | Reserved

28:31 Reserved Host_Access_State
32:35 Checksum 31:0

Set Dynamic Host PCle rshim access to BlueField DPU CPU
(Command=0x12, Parameter=0x1B)

The Set Dynamic Host PCle rshim access to BlueField DPU CPU command allows a
trusted platform bmc to configure the BlueField DPU runtime enablement state of the
external Host PCle rshim access to the embedded CPU.
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This command is only available when the non-volatile setting of the Host PCle rshim
access is set to either Enabled or Locked states (see definition in section "Set Host PCle
rshim access to BlueField DPU CPU").

The setting in this command is volatile. Upon device reset, the value of
Host_RT_Access_State defaults to the non-volatile configuration (as defined in section

"Set Host PCle rshim access to BlueField DPU CPU").

Set Dynamic Host PCle rshim access Access to BlueField DPU CPU Format

Bytes/Bits 31:24 23:16 15:8 7:0

0:15 NC-SI Header (OEM Command)

16:19 NVIDIA Manufacture ID (IANA) = 0x8119

20:23 rCeoVr:Orr;(grgd ll\él)l;gfémd Parameter=0x1B | Reserved

24:27 Reserved Host_RT_Access_State
28:31 Checksum 31:0

Set Dynamic Host PCle rshim access Access to BlueField DPU CPU Command
Parameters

Field Bytes  Offset in NC-SI Command | Description
Embedded CPU OS state

e O0-Enabled
e 1-Locked
e Other -reserved

Host RT _Access_State | 1 27

Set Dynamic Host rshim Access to BlueField DPU CPU
Response

BlueField DPU only receive and respond to Set Dynamic Host PCle rshim access to
BlueField DPU CPU Command when the package ID matches and the non-volatile setting
of the Host PCle rshim access is one of Enabled or Locked states.

If this command is received when the non-volatile setting is set to Disabled, this
command shall fail with response code 0x0002 (command unavailable).
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If the command is received from an untrusted platform bmc, the command will fail with
reason code Ox7FFF (unsupported command).

The command enables toggling between enabled to locked without BlueField DPU reset

Set Dynamic Host rshim Access to BlueField DPU CPU Response Format

Bytes/Bits 31:24 23:16 15:8 70

0:15 NC-SI Header (OEM Command)

16:19 Response Code Reason Code

20:23 NVIDIA Manufacture ID (IANA) = 0x8119

24:27 S;/Tg:(ggd :\[/I)I;gf]czmd Parameter=0x1B | Reserved

28:31 Reserved Host_RT_Access_State
32:35 Checksum 31:0

Get Host PCle rshim access to BlueField DPU CPU
(Command=0x13, Parameter=0x19)

The Get Host PCle rshim access to BlueField DPU CPU command allows the platform bmc
(platform bmc) to query the BlueField DPU about the enablement state of the external
Host PCle rshim access to the embedded CPU.

The Get Host PCle rshim access to BlueField DPU CPU command is a package command.

Get Host PCle rshim access to BlueField DPU CPU Format

Bytes/Bits 31:24 23:16 15:8 70

0:15 NC-SI Header (OEM Command)

16:19 NVIDIA Manufacture ID (IANA) = 0x8119

20:23 Command rev=0x00 | MLNX Cmd ID=0x13 | Parameter=0x19 | Reserved
24:27 Checksum 31:0
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Get Host PCle rshim access to BlueField DPU CPU
Response

BlueField DPU always receive and respond to Get Host PCle rshim access to BlueField DPU
CPU Command when the package ID matches.

Get Host PCle rshim access to BlueField DPU CPU Response

Field Size | Offset in NC-SI Command Description
Embedded CPU OS state

e O-Disabled
e 1 -Enabled
e Other - reserved

Host_Access_State | 1 byte | 31

Get Host PCle rshim access to BlueField DPU CPU Response Format

Bytes/Bits 31:24 23:16 15:8 7:0

0:15 NC-SI Header (OEM Command)

16:19 Response Code Reason Code

20:23 NVIDIA Manufacture ID (IANA) = 0x8119

24:27 rce(?,r:(;?(ggd :\éigf]gmd Parameter=0x19 | Reserved

28:31 Reserved Host_Access_State
32:35 Checksum 31:0

Get Dynamic Host PCle rshim access to BlueField DPU
CPU (Command=0x13, Parameter=0x1B)

The Get Dynamic Host PCle rshim access to BlueField DPU CPU command allows a
trusted platform bmc (platform bmc) to query the BlueField DPU runtime enablement
state of the external Host PCle rshim access to the embedded CPU. This command is only
available when the non-volatile setting of the Host PCle rshim access is Get to either
Enabled or Locked states (see definition in section "Set Dynamic Host PCle rshim access
to BlueField DPU CPU").
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The Get Dynamic Host PCle rshim access to BlueField DPU CPU command is a package
command.

Get Dynamic Host PCle rshim access to BlueField DPU CPU Format

Bytes/Bits 31:24 23:16 15:8 7:0

0:15 NC-SI Header (OEM Command)

16:19 NVIDIA Manufacture ID (IANA) = 0x8119

20:23 Command rev=0x00 | MLNX Cmd ID=0x13 | Parameter=0x1B | Reserved
24:27 Checksum 31:0

Get Dynamic Host PCle rshim access to BlueField DPU
CPU Response

BlueField DPU only receive and respond to Get Dynamic Host PCle rshim access to
BlueField DPU CPU Command when the package ID matches and the non-volatile setting
of the Host PCle rshim access is one of Enabled or Locked states.

If this command is received when the non-volatile setting is set to Disabled, this
command shall fail with response code 0x0002 (Command Unavailable).

If the command is received from an untrusted platform bmc, the command will fail with
reason code Ox7FFF (Unsupported command).

Get Dynamic Host PCle rshim access to BlueField DPU CPU Response Format

Bytes/Bits 31:24 23:16 15:8 7:0

0:15 NC-SI Header (OEM Command)

16:19 Response Code Reason Code

20:23 NVIDIA Manufacture ID (IANA) = 0x8119

24:27 S;/Té?(%gd :\él;,;f]gmd Parameter=0x1B | Reserved

28:31 Reserved Host_RT_Access_State
32:35 Checksum 31:0

Get Dynamic Host PCle rshim access to BlueField DPU CPU response Parameters
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Field

Host_RT_Access_State | 1 byte | 31

Size | Offsetin NC-SI Command Description
Embedded CPU OS state

e O-Enabled
e 1-Locked
e Other -reserved

Set External Host Privileges (Command=0x12,
Parameter=0x32) [to be put in Modes of Operation
v4.10.0#.ModesofOperationv4.10.0-UsingPlatform-
BMCNC-SIOEMCommands (moving to and from zero

trust)]

The Set External Host Privileges command allows a trusted platform bmc to configure the
mode settings of the BlueField DPU. The External Host Privileges settings are nonvolatile.

The Set External Host Privileges command is a package command.

Set External Host Privileges Format

Bytes/Bits 31:24 23:16

0:15 NC-SI Header (OEM Command)

16:19 NVIDIA Manufacture ID (IANA) = 0x8119

20:23 Command rev=0x00 MLNX Cmd ID=0x12

NIC PCC Emb Global | Network External NIC

NIC CPU Non- Port Host

24:27 FW FW : : FLASE
RESET Update | Update Settings | volatile | Parameters | Parameters Accest

P P Change | Change | Change Change )

28:31 Checksum 31:0

Set External Host Privileges Command Parameters
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Field

NIC RESET

NIC FW Update

PCC FW Update

Emb CPU Settings
Change

Global Non-volatile
Change

Network Port
Parameters Change

External Host
Parameters Change

NIC FLASH Access

Size

bits

bits

bits

bits

bits

bits

bits

bits

Offset in NC-SI
Command

24.6

24.4

24.2

24.0

25.6

254

25.2

25.0

Description

External Host ability to reset the NIC
O - Default mode1 - Enabled?2 -
Disabled3 - Reserved

External Host ability to update NIC FW
O - Default mode1 - Enabled?2 -
Disabled3 - Reserved

External Host ability to update PCC FW
O - Default mode1 - Enabled? -
Disabled3 - Reserved

External Host ability to modify the
settings of

the embedded CPUO - Default mode1 -
Enabled? - Disabled3 - Reserved

External Host ability to modify global
non-volatile

settingsO - Default mode1 - Enabled?2 -
Disabled3 - Reserved

External Host ability to update Network
Port

parametersO - Default mode1 -
Enabled? - Disabled3 - Reserved

External Host ability to update the
external

host’ settingsO - Default mode1 -
Enabled? - Disabled3 - Reserved

External Host ability to access NIC
FLASH

memory0 - Default mode1 - Enabled?2 -
Disabled3 - Reserved

Set External Host Privileges Command Response

BlueField DPU always receive and respond to Set External Host Privileges Command when
the package ID matches and the platform bmc is trusted.

Set External Host Privileges Response Format
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Bytes/Bits 31:24 23:16 15:8 70

0:15

16:19
20:23
24:27
28:31

NC-SI Header (OEM Command)

Response Code Reason Code

NVIDIA Manufacture ID (IANA) = 0x8119

Command rev=0x00 | MLNX Cmd ID=0x12 | Parameter=0x32 | Reserved
Checksum 31:0

Set BlueField DPU Mode (Command=0x12,

Parameter=0x33)
From To
Mode Mode Command

DPU
Mode

NIC
Mode

Command = 0Ox12, Parameter = 0x33

Offset 31:24 23:16 15:8 70
0:15 NC-SI OEM Header (OEM Command)
16:19 | Mellanox Manufacture ID (IANA) = 0x8119

Command MLNX
20:23 ev=0x00 Cmd ID= Parameter=0x33 | Reserved
NIC Ox12
Mode
24:27 Offload
engine
28:31 | Checksum 31:0
. . Ox0: Enabled - DPU Mode
Offload engine | 1 bit| 27.0 Ox1- Disabled - NIC Mode
For NIC Mode, set the offload engine bit to Ox1.
DPU Command = 0x12, Parameter = 0x33
Mode
bytes/bits 31:24 23:16 15:8 70
0:15 NC-S|I OEM Header (OEM Command)
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From To

Mode | Mode CuluEle
bytes/bits 31:24 23:16 15:8 70
16:19 Mellanox Manufacture ID (IANA) = 0x8119
Command MLINX
20:23 Cmd ID= | Parameter=0x33 | Reserved
rev=0x00
Ox12
24:27 Offload
engine
28:31 Checksum 31:0
: . Ox0: Enabled - DPU Mode
Offload engine | 1 bit|27.0 Ox1- Disabled - NIC Mode
For DPU Mode, set the offload engine bit to OxO.
DPU
DPU \'jv/li(‘sge Roadma
Mode P
Zero
Trust
DPU
\’:v/lift)ﬁe DPU Roadma
Mode P
Zero
Trust
Not supported. Move from DPU Mode with Zero Trust to DPU Mode
first, and then from DPU Mode to NIC Mode.
DPU o Perform a system-level reset when moving from Zero Trust to
Mode NIC DPU Mode before configuring NIC Mode.
with Mode e Ensure to disable Zero Trust configuration before transitioning
Zero to NIC Mode.
Trust e Operating in NIC Mode with Zero Trust (Restricted)
configuration is not supported and may lead to undefined
behavior.

Get BlueField DPU OS State (Command=0x13,
Parameter=0x17)
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The Get BlueField DPU OS State command allows the platform bmc (platform bmc) to
query the BlueField DPU embedded CPU status from the NVIDIA BlueField DPU device.

The Get BlueField DPU OS State command is a package command.

Get BlueField DPU OS State Format

Bytes/Bits 31:24 23:16 15:8 7:0

0:15 NC-SI Header (OEM Command)

16:19 NVIDIA Manufacture ID (IANA) = 0x8119

20:23 Command rev=0x00 | MLNX Cmd ID=0x13 | Parameter=0x17 | Reserved
24:27 Checksum 31:0

Get BlueField DPU OS State Response

BlueField DPU always receive and respond to Get Debug Info Command when the package
ID matches.

Get BlueField DPU OS State Response

Field g | ooezslinhis Description
Command

Embedded CPU OS state

e 0O-Reset/Boot-ROM

1-BL2

e 2-BL31

e 3-UEFI

e 4-0S starting

e 5-0Sisrunning

e 6 - Low-Power standby

e 7 -Firmware update in progress

e 8-0S Crash Dump in progress

e 9-0S Crash Dump is complete

e 10-FW Fault Crash Dump in
progress

e 11-FW Fault Crash Dump is
complete

e Other - reserved

OS_State | 1 byte | 31
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Offset in NC-SI

Field Size Command Description
POST 4 32 OS POST code as reported by the
code bytes embedded CPU

Get BlueField DPU OS State Response Format

Bytes/Bits 31:24 23:16 15:8 7:0

0:15 NC-SI Header (OEM Command)

16:19 Response Code Reason Code

20:23 NVIDIA Manufacture ID (IANA) = 0x8119

24:27 Command rev=0x00 | MLNX Cmd ID=0x13 | Parameter=0x17 | Reserved
28:31 Reserved OS_State
32:35 POST code

36:39 Checksum 31:0

Get External Host Privileges (Command=0x13,
Parameter=0x32)

The Get External Host Privileges command allows a trusted platform bmc to query the

external host privilege settings of the BlueField DPU.
The Get External Host Privileges command is a package command.

Get External Host Privileges Format

Bytes/Bits 31:24 23:16 15:8 7:0

0:15 NC-SI Header (OEM Command)

16:19 NVIDIA Manufacture ID (IANA) = 0x8119

20:23 Command rev=0x00 | MLNX Cmd ID=0x13 | Parameter=0x32 | Reserved
24:27 Checksum 31:0

Get External Host Privileges Response
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The device responds to Get External Host Privileges Command if sent from a trusted
platform bmc when the package ID matches. The returned response to Get External Host
Privileges is described in the following table.

Get External Host Privileges Response Parameters

Field

NIC RESET

NIC FW Update

PCC FW Update

Emb CPU Settings
Change

Global Non-volatile
Change

Network Port
Parameters Change

External Host
Parameters Change

NIC Flash Access

Get External Host Privileges Response Format

Management

Size

bits

bits

bits

bits

bits

bits

bits

bits

Offset in NC-SI
Command

28.6

28.4

28.2

28.0

29.6

29.4

29.2

29.0

Description

External Host ability to reset the NIC
O - Default mode1 - Enabled?2 -
Disabled3 - Reserved

External Host ability to update NIC FW
O - Default mode1 - Enabled?2 -
Disabled3 - Reserved

External Host ability to update PCC FW
O - Default mode1 - Enabled? -
Disabled3 - Reserved

External Host ability to modify the
settings of

the embedded CPUO - Default mode1 -
Enabled? - Disabled3 - Reserved

External Host ability to modify global
non-volatile

settingsO - Default mode1 - Enabled?2 -
Disabled3 - Reserved

External Host ability to update Network
Port

parametersO - Default mode1 -
Enabled?2 - Disabled3 - Reserved

External Host ability to update the
external

host’ settingsO - Default mode1 -
Enabled? - Disabled3 - Reserved

External Host ability to access NIC
FLASH

memory0 - Default mode1 - Enabled?2 -
Disabled3 - Reserved
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Bytes/Bits 31:24 23:16

0:15 NC-SI Header (OEM Command)
16:19 Response Code
20:23 NVIDIA Manufacture ID (IANA) =0x8119
24:27 Command rev=0x00 MLNX Cmd ID=0x12
NIC PCC Emb Global | Network External NIC
5831 NIC =YY =Ny CPU Non- Port Host Flash
' RESET Settings | volatile | Parameters | Parameters

Update | Update Acces:

Change | Change | Change Change
32:35 Checksum 31:0

Get BlueField Mode (Command=0x13, Parameter=0x33)

The Get BlueField Mode command allows a trusted platform bmc to query the mode
settings of the BlueField DPU.

The Get BlueField Mode command is a package command.

Get BlueField Mode Format

Bytes/Bits  31:24 23:16 15:8 7:0

0:15 NC-SI Header (OEM Command)

16:19 NVIDIA Manufacture ID (IANA) = 0x8119

20:23 Command rev=0x00 | MLNX Cmd ID=0x13 | Parameter=0x33 | Reserved
24:27 Checksum 31:0

Get BlueField Mode Response

The device responds to Get BlueField Mode Command if sent from a trusted platform
bmc when the package ID matches. The returned response to Get BlueField DPU Mode is
described in the following table.

Get BlueField Mode response Parameters
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Field

Offload
engine

Offset in NC-SI

Size Command Description
Defines whether the Internal CPU is used as
an offload engine

]

bit 310 e OxO-ENABLED

e Ox1-DISABLED

Get BlueField DPU Mode Response Format

Bytes/Bits
0:15

16:19
20:23

24:27

28:31

32:35

Management

31:24 23:16 15:8 70
NC-S| Header (OEM Command)
Response Code Reason Code
NVIDIA Manufacture ID (IANA) = 0x8119
Command MLNX
Cmd Parameter=0x32 | Reserved
rev=0x00
ID=0x12
Reserved Reserved | Reserved | Reserved
Checksum 31:0
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Notice

This document is provided for information purposes only and shall not be regarded as a warranty of a certain
functionality, condition, or quality of a product. NVIDIA Corporation (“NVIDIA") makes no representations or warranties,
expressed or implied, as to the accuracy or completeness of the information contained in this document and assumes
no responsibility for any errors contained herein. NVIDIA shall have no liability for the consequences or use of such
information or for any infringement of patents or other rights of third parties that may result from its use. This
document is not a commitment to develop, release, or deliver any Material (defined below), code, or functionality.

NVIDIA reserves the right to make corrections, modifications, enhancements, improvements, and any other changes to
this document, at any time without notice.

Customer should obtain the latest relevant information before placing orders and should verify that such information is
current and complete.

NVIDIA products are sold subject to the NVIDIA standard terms and conditions of sale supplied at the time of order
acknowledgement, unless otherwise agreed in an individual sales agreement signed by authorized representatives of
NVIDIA and customer (“Terms of Sale”). NVIDIA hereby expressly objects to applying any customer general terms and
conditions with regards to the purchase of the NVIDIA product referenced in this document. No contractual obligations
are formed either directly or indirectly by this document.

NVIDIA products are not designed, authorized, or warranted to be suitable for use in medical, military, aircraft, space, or
life support equipment, nor in applications where failure or malfunction of the NVIDIA product can reasonably be
expected to result in personal injury, death, or property or environmental damage. NVIDIA accepts no liability for
inclusion and/or use of NVIDIA products in such equipment or applications and therefore such inclusion and/or use is at
customer’s own risk.

NVIDIA makes no representation or warranty that products based on this document will be suitable for any specified
use. Testing of all parameters of each product is not necessarily performed by NVIDIA. It is customer’s sole responsibility
to evaluate and determine the applicability of any information contained in this document, ensure the product is
suitable and fit for the application planned by customer, and perform the necessary testing for the application in order
to avoid a default of the application or the product. Weaknesses in customer’s product designs may affect the quality
and reliability of the NVIDIA product and may result in additional or different conditions and/or requirements beyond
those contained in this document. NVIDIA accepts no liability related to any default, damage, costs, or problem which
may be based on or attributable to: (i) the use of the NVIDIA product in any manner that is contrary to this document or
(i) customer product designs.

No license, either expressed or implied, is granted under any NVIDIA patent right, copyright, or other NVIDIA intellectual
property right under this document. Information published by NVIDIA regarding third-party products or services does
not constitute a license from NVIDIA to use such products or services or a warranty or endorsement thereof. Use of
such information may require a license from a third party under the patents or other intellectual property rights of the
third party, or a license from NVIDIA under the patents or other intellectual property rights of NVIDIA.

Reproduction of information in this document is permissible only if approved in advance by NVIDIA in writing,
reproduced without alteration and in full compliance with all applicable export laws and regulations, and accompanied by
all associated conditions, limitations, and notices.

THIS DOCUMENT AND ALL NVIDIA DESIGN SPECIFICATIONS, REFERENCE BOARDS, FILES, DRAWINGS, DIAGNOSTICS,
LISTS, AND OTHER DOCUMENTS (TOGETHER AND SEPARATELY, “MATERIALS”) ARE BEING PROVIDED “AS IS.” NVIDIA
MAKES NO WARRANTIES, EXPRESSED, IMPLIED, STATUTORY, OR OTHERWISE WITH RESPECT TO THE MATERIALS, AND
EXPRESSLY DISCLAIMS ALL IMPLIED WARRANTIES OF NONINFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A
PARTICULAR PURPOSE. TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT WILL NVIDIA BE LIABLE FOR ANY
DAMAGES, INCLUDING WITHOUT LIMITATION ANY DIRECT, INDIRECT, SPECIAL, INCIDENTAL, PUNITIVE, OR
CONSEQUENTIAL DAMAGES, HOWEVER CAUSED AND REGARDLESS OF THE THEORY OF LIABILITY, ARISING OUT OF
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ANY USE OF THIS DOCUMENT, EVEN IF NVIDIA HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
Notwithstanding any damages that customer might incur for any reason whatsoever, NVIDIA’s aggregate and
cumulative liability towards customer for the products described herein shall be limited in accordance with the Terms of
Sale for the product.

Trademarks

NVIDIA and the NVIDIA logo are trademarks and/or registered trademarks of NVIDIA Corporation in the U.S. and other
countries. Other company and product names may be trademarks of the respective companies with which they are
associated.
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