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About This Document

This document describes the installation and basic use of the NVIDIA® UFM® Enterprise
Appliance.

images/43c002a28d1812dc78471c8446ff4a9ff22e8ab18146fc7ddb10b4cc04a43361.d

Relevant Models

UFM Appliance version: 3.0
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Model NVIDIA SKU Legacy OPN

MUA960 920-9B020-00FA-0D3 MUA9602H-2SR

Intended Audience

This manual is intended for software and hardware engineers, users and system
administrators responsible for fabrics management.

The manual assumes familiarity with the InfiniBand Architecture Specification and with
the Ethernet specification.

Technical Support

Customers who purchased NVIDIA products directly from NVIDIA are invited to contact us
through the following methods:

E-mail: enterprisesupport@nvidia.com

Enterprise Support page: https://www.nvidia.com/en-us/support/enterprise

Customers who purchased NVIDIA M-1 Global Support Services, please see your contract
for details regarding technical support .

Customers who purchased NVIDIA products through an NVIDIA-approved reseller should
first seek assistance through their reseller.

Related Documentation

Document Name Description

InfiniBand Architecture
Specification, Vol. 1, Release
1.2.1

The InfiniBand Architecture Specification that is provided
by IBTA

NVIDIA UFM Enterprise
Appliance User Manual and
Release Notes

This document contains information regarding the use of
UFM software, prerequisites, changes and new features,
bug fixes, and reports on software known issues

mailto:Enterprisesupport@nvidia.com
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nvidia.com%2Fen-us%2Fsupport%2Fenterprise&data=05%7C01%7Camirn%40nvidia.com%7C1123aef1cfaf4fd44e7f08da4472ff5a%7C43083d15727340c1b7db39efd9ccc17a%7C0%7C0%7C637897557943988355%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=B55X06j66qptTA1ycMKbW3PMUw5pdNTZUd40nW8jKPA%3D&reserved=0
https://docs.nvidia.com/networking/display/UFMEnterpriseApplianceSWLatest
https://docs.nvidia.com/networking/display/UFMEnterpriseApplianceSWLatest
https://docs.nvidia.com/networking/display/UFMEnterpriseApplianceSWLatest
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Overview
NVIDIA® UFM® is a powerful platform for managing scale-out computing environments.
UFM enables data center operators to efficiently monitor and operate the entire fabric,
and maximize fabric resource utilization.

UFM eliminates the complexity of fabric management, provides deep visibility into traffic
and health, and optimizes application performance.

While other tools are device-oriented and involve manual processes, UFM is an automated
and an application-oriented software which bridges the gap between servers, applications
and fabric elements. Thus, it enables administrators to manage and optimize clusters of
various sizes.

UFM Enterprise Appliance is offered as a pre-installed network device, suitable for all OS
environments. It uses an NVIDIA® ConnectX®-6 HDR 2-port adapter card, which is installed
on the fabric with minimal effort.
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Hardware Overview
The system supports the following:

Qty. Interface

x1 On/Off button with an integral LED

x1 DB9 S erial Port

x5 RJ-45 Ports

x2 1Gb Ethernet Ports

x2 10Gb Ethernet Connectors

x4 HDR Ports

x2 USB Ports

Status LEDs

x2 Hot-swap Power Modules

x2 Hot-swap SSD Drawers

Front Panel of UFM Enterprise Appliance

Front Side Interfaces
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Index Interface Description

1
Left control
panel

Contains the system health, system ID, and status LED

2
Right control
panel

Contains the power button ​
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Index Interface Description

3 Pull-tab
A slide-out label panel containing system information (e.g., MAC
address, serial number, etc.)

4 SSD (FRU) SSD number 1

5 SSD (FRU) SSD number 0

Right Control Panel View

Index
Indicator
or Button

Icon Description

1
Power
button

Indicates if the system is powered on or off. Press the power
button to manually power on or off the system.

For a graceful shutdown of the system, use the relevant CLI
command. To force a shutdown of the appliance, hold the
button down until the appliance turns off. The LED of the
button displays the system’s power status.

Left Control Panel View

Note
Press the power button to shut down the
ACPI-compliant operating system.
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Index Indicator or Button Icon Description

1 System health and system ID indicator Indicates the system health

2 System status LEDs N/A Indicates the status of the system

System Status LEDs

The system status indicators are located on the front left-side panel.

System Status Indicators

Icon Description Condition Corrective Action

Drive
indicator

The indicator turns solid
amber if there is a drive error

Check the System Event Log
to determine if the drive has
an error.
Run the appropriate Online
Diagnostics test. Restart the
system and run embedded
diagnostics (ePSA).
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Icon Description Condition Corrective Action

If the drives are configured in
a RAID array, restart the
system, and enter the host
adapter configuration utility
program.

Temperature
indicator

The indicator turns solid
amber if the system
experiences a thermal error
(for example, the ambient
temperature is out of range or
there is a fan failure)

Ensure that none of the following
conditions exist:

A cooling fan has been
removed or has failed.
System cover, air shrouds, or
back filler bracket has been
removed.
Ambient temperature is too
high.
External airflow is
obstructed.

Electrical
indicator

The indicator turns solid
amber if the system
experiences an electrical error
(for example, voltage out of
range, or a failed power supply
unit (PSU) or voltage regulator)

Check the System Event Log or
system messages for the specific
issue. If it is due to a problem with
the PSU, check the LED on the
PSU. Reseat the PSU.

Memory
indicator

The indicator turns solid
amber if a memory error
occurs

Check the System Event Log or
system messages for the location
of the failed memory. Reseat the
memory module.

PCIe
indicator

The indicator turns solid
amber if a PCIe card
experiences an error

Restart the system. Update any
required drivers for the PCIe card.
Reinstall the card.

System Health and System ID Indicator Codes

The system health and system ID indicator is located on the left control panel of the
system.
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System
Health and
System ID
Indicator
Code

Condition

Solid blue

Indicates that the system is powered on and healthy, and that system ID
mode is not active. Press the system health and system ID button
(images/download/thumbnails/2821100944/system-id-button-version-1-
modificationdate-1715092364290-api-v2.png ) to switch to system ID
mode.

Blinking
blue

Indicates that the system ID mode is active. Press the system health and
system ID button to switch to system health mode.

Solid amber Indicates that the system is in fail-safe mode.

Blinking
amber

Indicates that the system is experiencing a fault. Check the System Event
Log for specific error messages.

SSD LED Indicators

The LEDs on the drive carrier indicate the state of each drive. Each drive carrier has two
LEDs: an activity LED (green) and a status LED (bicolor, green/amber). The activity LED
blinks whenever the drive is accessed.

SSD Indicators
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Index Description

1 Drive status LED indicator

2 Drive activity LED indicator

3 Drive capacity label

The following table lists the drive indicator codes:

Drive Status Indicator
Code

Condition

Blinks green twice per
second

Indicates that the drive is being identified or preparing for
removal

Off

Indicates that the drive is ready for removal

Blinks green, amber, and
then powers off

Indicates that there is an unexpected drive failure

Blinks amber four times per
second

Indicates that the drive has failed

Blinks green slowly Indicates that the drive is rebuilding

Solid green Indicates that the drive is online

Blinks green for three
seconds, amber for three
seconds, and then powers
off after six seconds

Indicates that the rebuild has stopped

Rear Panel of UFM Enterprise Appliance

Note
The drive status indicator remains off
until all drives are initialized after the
system is powered on. Drives are not
ready for removal during this time.
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Rear Side Interfaces

Index Interface Description

1
Power supply unit
(FRU)

PSU 1

2
ConnectX-6
QSFP28 Adapter
Card (slot 1)

ConnectX-6 HDR dual-port adapter card

3
ConnectX-6
QSFP28 Adapter
Card (slot 2)

ConnectX-6 HDR dual-port adapter card

4 USB 2.0 port USB 2.0-compliant ​

5 Com card serial DB9 serial to motherboard ​

6
Power supply unit
(FRU)

PSU 2

7 USB 3.0 port USB 3.0-compliant ​

8
Remote
Management port

The Remote Management port is designed for local and
remote secure server management and helps IT
administrators deploy, update and monitor the device.​

9 System
identification
button ​

Press the system ID button:

To locate a particular system within a rack
To turn the system ID on or off
To reset the Remote Management port (press and hold
for more than 16 seconds)
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Index Interface Description

10 OCP NIC ports 2x 10GbE Base-T ports ​

11
Embedded NIC
ports

2x 1GbE Base-T ports ​

DB9 Serial Port

The DB9 port, found on the rear side of the appliance (see callout 5 in "Rear Side
Interfaces" figure above), is a serial console DB9 connector. This interface can be
connected directly to a laptop via DB9-to-USB cable for first-time configuration or to a
Serial-to-Ethernet device. It should be configured to 115200 Bps similar to switches.

RJ-45 Remote Management Port

The r emote management port is designed for secure local and remote server
management and helps IT administrators deploy, update, and monitor the NVIDIA® UFM®
Enterprise Appliance.

Note
To reset Remote Management port
using system ID, ensure that the
system ID button is enabled in the
Remote Management port setup.

Note
If the system stops responding
during POST, press and hold the
system ID button (for more than 5
seconds) to enter the BIOS
progress mode.
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RJ-45 Management Ports

These four RJ-45 ports (eno8303, eno8403, eno12399np0 and eno12409np1) are found
on the rear side of the appliance (see callouts 10 and 11 in "Rear Side Interfaces" figure
above). The eno8303 and the remote management interfaces are pre-configured as DHCP
and the initial host name is ubuntu, so their IP addresses can be obtained from the DHCP
server. If no DHCP server is available, you have to use a serial cable to connect and
configure eno8303 and the remote-management IP addresses with a static IP address.

ConnectX-6 QSFP Ports

These 2 QSFP ports are found on the rear side of the appliance. See the figure above.
They should be connected to an IB switch in the fabric. It is recommended to connect to
two different switches for redundancy. The appliance can be connected only to a single IB
fabric.

RJ-45 Ethernet Connector for Remote Management

Note

Configuring the appliance via the serial port is required only in the
case where out-of-the-box DHCP configuration for eno8303 cannot
be used. (There is no DHCP server in the management network). The
user is then required to use the serial port to configure a static IP on
eno8303.

Note

NIC#1 Ethernet connector gets connected to Ethernet switches. This
switch must be configured to 100M/1G auto-negotiation.
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The appliance has several Ethernet management interfaces. The primary management
interface is eno8303. An additional interface exists, for connecting to a remote
management controller (It usually connects to the same management network as
eno8303).

To use out-of-the-box DHCP settings, the default hostname for the appliance (over
eno8303) is "ubuntu". The MAC address for eno8303 is available on the pull-tab and can
be configured in the DHCP server.

To use the remote management controller with DHCP, the free-range IP allocation must
be enabled on the DHCP server. A static IP address for remote management interface can
be configured via the Remote Management web application.

USB Interface

Note

Configuration via a serial port is only required if you want to use a
static IP address and not the out-of-the-box DHCP setting for
eno8303. Otherwise, an IP is assigned by the DHCP server, and you
can log into the CLI over LAN.

Note

NIC#1 Ethernet connector gets connected to Ethernet switches. This
switch must be configured to 100M/1G auto-negotiation.

Note

The USB interface can be used to update the UFM.
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There are two USB connectors. These connectors can be used to install software and/or
firmware upgrades using a memory device that has a USB connector. This connector is
USB 2.0 compliant. Various upload/download operations are also supported through the
USB using the CLI such as:

UFM configuration fetching/uploading

UFM license fetching

UFM upgrade

All USB connectors can be used to perform SW updates or various upload/download
operations using the CLI.

PSU Status Indicators

Index Description

1 AC PSU handle

2 Socket

3 Release latch

Each power supply (PS) unit has a one built-in fan and a single two-color LED on the right
side of the PS unit that indicates the internal status of the unit.

The following table presents the AC PSU status indicator codes:

Power
Indicator
Codes

Condition

Green
Indicates that a valid power source is connected to the PSU and the PSU is
operational

Blinking
amber

Indicates an issue with the PSU

Not
powered on

Indicates that the power is not connected to the PSU

Blinking
green

Indicates that the firmware of the PSU is being updated
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Power
Indicator
Codes

Condition

Blinking
green and
powers off

When hot-plugging a PSU, it blinks green five times at a rate of 4 Hz and
powers off. This indicates a PSU mismatch due to efficiency, feature set,
health status, or supported voltage.

The following table presents the D C PSU status indicator codes:

Warning
Do not disconnect the power cord or unplug the PSU
when updating firmware. If firmware update is
interrupted, the PSUs will not function.

Warning
If two PSUs are used, they must be of the same type
and have the same maximum output power.

Warning
When correcting a PSU mismatch, replace the PSU
with the blinking indicator. Swapping the PSU to make
a matched pair can result in an error condition and an
unexpected system shutdown. To change from a high
output configuration to a low output configuration or
vice versa, you must power off the system.

Warning
When two identical PSUs receive different input
voltages, they can output different wattage, and
trigger a mismatch.
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Power
Indicator
Codes

Condition

Green
Indicates that a valid power source is connected to the PSU, and the PSU
is operational

Blinking
amber

Indicates an issue with the PSU

Not powered
on

Indicates that the power is not connected to the PSU

Blinking
green

When hot-plugging a PSU, it blinks green five times at a rate of 4 Hz and
powers off. This indicates a PSU mismatch due to efficiency, feature set,
health status, or supported voltage.

NIC Activity LED Indicators

Each NIC on the back of the system has indicators that provide information about the
activity and link status. The activity LED indicator indicates if data is flowing through the
NIC, and the link LED indicator indicates the speed of the connected network.

NIC Activity LEDs

Index Description

1 Link LED indicator

2 Activity LED indicator

The following table lists the drive indicator codes:

NIC Indicator Code Condition

Link and activity indicators Indicates that the NIC is not connected to the network
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NIC Indicator Code Condition

are off

Link indicator is green, and
activity indicator is blinking
green

Indicates that the NIC is connected to a valid network at
its maximum port speed, and data is being sent or
received

Link indicator is amber, and
activity indicator is blinking
green

Indicates that the NIC is connected to a valid network at
less than its maximum port speed, and data is being sent
or received

Link indicator is green, and
activity indicator is off

Indicates that the NIC is connected to a valid network at
its maximum port speed, and data is not being sent or
received

Link indicator is amber, and
activity indicator is off

Indicates that the NIC is connected to a valid network at
less than its maximum port speed, and data is not being
sent or received

Link indicator is blinking
green, and activity is off

Indicates that the NIC identity is enabled through the NIC
configuration utility

Air Flow

The appliance comes with a single air flow pattern; a front (hard-drive) side to back
(power-supply) side.
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Mechanical Installation

UFM Enterprise Appliance accepts input voltages of 100-127 VAC and 200-240 VAC for all
possible PS units. The appliance can be rack mounted and is designed for installation in a
standard 19" rack. The power (rear) side of the appliance includes two hot-swap power
supply modules.

The installer should use a rack capable of supporting the mechanical and environmental
characteristics of a fully populated rack.

Package Contents

unpack the system and check to make sure that all the parts have been sent. Check this
against the parts list below. Check the parts for visible damage that may have occurred
during shipping.

The appliance comes packed with the following items:

Warning

Before installing your new appliance, make sure to read and adhere to
the safety warnings listed in the "Installation Safety Warnings"
appendix.

Note

The rack mounting holes conform to the EIA-310 standard for 19-inch
racks. Take precautions to guarantee proper ventilation in order to
maintain good airflow at ambient temperature. Cable routing should
not impede the air exhaust from the chassis.
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1X – bezel

1X – appliance

2X – installation rails, one right hand and one left hand

2X – power cable per PS unit (type C13-C14)

1X – RS232 cable (DB9-to-DB9 harness), 2m

1X – Ethernet CAT6A cable (RJ45-to-RJ45), 2m

Installing Appliance in Rack

1. Pull the inner rails out of the rack until they lock into place.

2. Locate the rear rail standoff on each side of the system and lower them into the rear
J-slots on the slide assemblies.

3. Rotate the system downward until all the rail standoffs are seated in the J-slots.
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4. Push the system inward until the lock levers click into place.

5. Pull the blue side release lock tabs forward or backward on both rails and slide the
system into the rack until the system is in the rack.

6. Ground the appliance (see "Grounding the Appliance").

7. Plug in the power cables (see "Power Connections and Initial Power On").

8. Push the ON/OFF button to start.
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9. Check the Status LEDs and confirm that all of the LEDs show status lights
consistent with normal operation.

Connecting UFM Enterprise Appliance to Network/Fabric

UFM requires both InfiniBand and Ethernet (out-of band management) connectivity where
eth0 should be connected to a management network switch and both InfiniBand ports
should be connected to InfiniBand switches. They can be connected to the same switch,
but NVIDIA recommends connecting to two separate switches, to ensure SM connectivity
to the fabric.

Grounding Appliance

Check to determine if your local or national electrical codes require an external ground to
all IT components. If so, connect a ground wire to one of the casing screws and connect
the other end to a valid ground. If you choose not to use the ground screw, make sure that
the rack is properly grounded and that there is a valid ground connection between the
chassis of the appliance and the rack. Test the ground using an Ohm meter.

Note

Any amber status LEDs are a cause for concern and must be dealt
with immediately. It can take up to 5 minutes to boot up, during which
time the status LED may indicate red.

Note
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Power Connections and Initial Power On

The UFM Enterprise Appliance ships two power supply units. Each supply has a separate
AC receptacle. The appliance accepts input voltages of 100 - 127 VAC and 200 - 240 VAC
for all possible PS units. The power cords should be standard 3-wire AC power cords
including a safety ground and rated for 15A or higher. The power supplies deliver 750W
AC.

Some national and/or local codes may require IT components to be
bonded and externally grounded (not including the power cord
ground). You must follow all national and local codes when installing
this equipment.

Note

After inserting a power cable and turning the appliance on, confirm
that the green system status LED light is on.

Note

When turning off the switch, make sure both connector LEDs are off
to ensure a powered down status.

Warning

Do not hot swap the power supply if your appliance has only one
power supply. You must power down the system to replace the power
supply unit there is only one PS unit in the appliance.



NVIDIA UFM Enterprise Appliance Gen 3.0 (HDR) Hardware User Manual 25

Extracting and Inserting the Power Supply Unit

Two Power Inlets - Electric Caution Notifications

To replace the power supply, follow these steps:

1. Disconnect the power cable from the power outlet and from the PSU you intend to
remove.

2. Remove the cable from the strap on the PSU handle.

3. Unlatch and lift the optional cable management arm if it interferes with the PSU
removal.

4. Press and hold the PSU latch while sliding the PSU out:

Note

The power supply is only hot-swappable if you have a redundant
system with two power supplies installed. If you only have one power
supply installed, before removing or replacing the power supply, you
must first take the appliance out of service, turn off all peripheral
devices connected to the system, turn off the system by pressing the
power button, and unplug the AC power cord from the system or wall
outlet.
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5. Slide the new PSU in:

6. If you have unlatched the cable management arm, re-latch it.

7. Connect the power cable to the PSU and plug the cable into a power outlet.

Warning
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Replacing 3.5" Drive

If one SSD physically fails, the appliance keeps working thanks to RAID mirroring. You can
pull out and replace a faulty drive with a new blank SSD, the blank SSD will get
synchronized with the other SSD, this takes up to 48 hours but does not interrupt
appliance operation.

When connecting the power cable to the PSU, secure the cable
to the PSU with the strap.

Note

When installing, hot swapping, or hot adding a new PSU, wait for
15 seconds for the system to recognize the PSU and determine
its status. PSU redundancy may not occur until discovery is
complete. The PSU status indicator turns green to indicate that
the PSU is functioning properly.

Note

Do not run the appliance with openings due to missing parts. This
may cause overheating due to improper air flow.

Warning

Never pull out a working hard drive while the appliance is turned on.
You can safely pull out a faulty hard drive indicated by a solid amber
light.
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1. Power down the appliance before removing the SSD

2. Press the release button to open the drive carrier release handle.

3. Holding the drive carrier release handle, slide the drive carrier out of the drive slot.

4. Remove the SSD from its carrier drawer.

5. Hold the release handle and slide the drive carrier into the drive slot.

6. Close the drive carrier release handle to lock the drive in place.

7. Power on the appliance.

Note
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Battery Replacement

NVIDIA does not support battery replacement. Customer removal of the UFM cover will
void the warranty. Only remove the cover to comply with WEEE directives or to
disassemble for environmentally approved disposal.

Approved Cables

For information on the approved cables to use with this device, refer to NVIDIA's LinkX
webpage.

Appliance Shut Down Procedure

To shut down the appliance, run the following command:

You can also shut down or cold reset the appliance remotely by using the remote
management.

Disassembly of Appliance from Rack

The SW RAID mechanism will identify that a new SSD was inserted
and synchronize the data with the second SSD, this process might
take up to 48 hours to complete.

reload halt [noconfirm]

Note

The appliance cannot be restarted remotely!

To restart the appliance, you must physically go to the appliance and
unplug and plug in the power cord.

https://www.nvidia.com/en-us/networking/interconnect/
https://www.nvidia.com/en-us/networking/interconnect/
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To disassemble the appliance from the rack:

1. Shut down the appliance.

2. Unplug and remove all connectors.

3. Unplug all power cords.

4. Remove the ground wire.

5. Unscrew the 2 center bolts from inside the handles.

6. Slide the appliance from the rack.

7. Remove the rail slides from the rack.

Removing Battery

This procedure is only to be used when you are disassembling this appliance before
discarding, to comply with regulations regarding disposal of batteries.

1. Remove the cover.

2. Remove the battery and dispose of it according to local and state and federal
regulations.

Disposal

Note

images/download/thumbnails/2821101050/image2020-11-23_0-11-0-
version-1-modificationdate-1715092388937-api-v2.png According to
the WEEE Directive 2002/96/EC, all waste electrical and electronic
equipment (EEE) should be collected separately and not disposed of
with regular household waste. Dispose of this product and all of its
parts in a responsible and environmentally friendly way.
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Configuring Appliance

The NVIDIA® UFM® Enterprise Appliance has multiple Ethernet management interfaces.
The primary management interface is eno8303. The MAC address for eno8303 is available
on the pull tab and can be configured in the DHCP server. To use the remote management
controller with DHCP, the free-range IP allocation must be enabled on the DHCP server.

The appliance supports a direct connection via a serial port.

To connect to the appliance:

1. Connect the host PC to the DB9 port of the appliance system using the provided
RS232 DB9-to-DB9 cable .

Warning

It is not recommended to reset the BIOS settings to default values
(factory settings). Doing so may impact the functionality of the UFM
appliance. The future BIOS version will allow a proper reset of default
BIOS settings.

Note

Configuration via a serial port is only required if you wish to use a
static IP address and not the out-of-the-box DHCP setting for
eno8303. Otherwise, an IP will be assigned by the DHCP server, and
you will be able to log into the Ubuntu OS.
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2. Configure a serial terminal program (for example, HyperTerminal, minicom, or Tera
Term) on your host PC with the settings described in the table below.

Serial Terminal Program Configuration

Parameter Setting

Baud Rate 115200

Data bits 8

Stop bits 1

Parity None

Flow Control None

3. Log in (from a serial terminal program) as root  and use UFMappliance  as the
password.

4. Configure a static IP with Netplan (edit the file /etc/netplan/01-netcfg.yaml ).
For more information, please refer to Ubuntu Server Documentation - Configuring
Networks

https://documentation.ubuntu.com/server/explanation/networking/configuring-networks/
https://documentation.ubuntu.com/server/explanation/networking/configuring-networks/



