NVIDIA.

NVIDIA UFM Enterprise User Manual v6.16.0-5



Table of contents

Changes and New Features
Installation Notes

Bug Fixes in This Release

Known Issues in This Release
Changes and New Features History
Bug Fixes History

Known Issues History

UFM Benefits

Main Functionality Modules
InfiniBand Fabric Managed by UFM
UFM Communication Requirements
UFM Software Architecture

Overview of Data Model

UFM Installation Steps
Downloading UFM Software and License File

Installing UFM Server Software
Running UFM Server Software
Upgrading UFM Software
Uninstalling UFM

Appendix - UFM Migration

NVIDIA UFM Enterprise User Manual v6.16.0-5

20

20

21

30

36

42

42

44

45

47

52

55

57

57
58

60

66

84

84

85



Appendix - UFM Factory Reset 90

Storage Considerations 93
UFM Software Installation Prerequisites 95
UFM System Requirements 96
UFM Server Health Monitoring 97
UFM Web Ul 106

Fabric Dashboard 106

Network Map 137

Managed Elements 161

Devices Window 162
Ports Window 193
Virtual Ports Window 198
Unhealthy Ports Window 200
Cables Window 204
Groups Window 205
Inventory Window 208
PKeys Window 208
HCAs Window 214

Events & Alarms 214

Telemetry 219

System Health 232

UFM Health Tab 233
UFM Logs Tab 235
UFM System Dump Tab 237
Fabric Health Tab 239

NVIDIA UFM Enterprise User Manual v6.16.0-5 2



Daily Reports Tab
Topology Compare Tab
Fabric Validation Tab

IBDiagnet Tab
Jobs

Settings
Events Policy
Device Access
Network Management
Subnet Manager Tab
Non-Optimal Links
User Management Tab
Email
Remote Location
Data Streaming
Topology Compare
Token-based Authentication
Plugin Management
Rest Roles Access Control

User Preferences

Multi-Subnet UFM

UFM Plugins
rest-rdma Plugin
NDT Plugin
UFM Telemetry FluentD Streaming (TFS) Plugin

UFM Events Fluent Streaming (EFS) Plugin

NVIDIA UFM Enterprise User Manual v6.16.0-5

244
267
272

276

281

282
283
288
289
293
308
309
312
315
316
317
317
319
324

329

331

347

347

356

373

374



UFM Bright Cluster Integration Plugin 375

UFM Cyber-Al Plugin 378
Autonomous Link Maintenance (ALM) Plugin 380
DTS Plugin 391
GRPC-Streamer Plugin 394
Sysinfo Plugin 407
SNMP Plugin 409
Packet Mirroring Collector (PMC) Plugin 413
PDR Deterministic Plugin 416
GNMI-Telemetry Plugin 422

431

433
Appendix - Diagnostic Utilities 433
Appendix - Supported Port Counters and Events 465
Appendix - Used Ports 496
Appendix — Configuration Files Auditing 497
Appendix - Managed Switches Configuration Info Persistency 498
Appendix - 1B Router 499
Appendix - NVIDIA SHARP Integration 507
Appendix - AHX Monitoring 512
Appendix - UFM SLURM Integration 513
Appendix - Switch Grouping 519
Appendix - Device Management Feature Support 526
Appendix - UFM Event Forwarder 533

NVIDIA UFM Enterprise User Manual v6.16.0-5 4



Document Revision History 538

EULA, Legal Notices and 3rd Party Licenses 546

NVIDIA UFM Enterprise User Manual v6.16.0-5 5



About This Document

NVIDIA ® UFM @ Enterprise is a powerful platform for managing InfiniBand scale-out
computing environments. UFM enables data center operators to efficiently monitor and
operate the entire fabric, boost application performance and maximize fabric resource
utilization.

Software Download

To download the UFM software, please visit NVIDIA's Licensing Portal.

If you do not have a valid license, please fill out the NVIDIA Enterprise Account
Registration form to get a UFM evaluation license.

Document Revision History

For the list of changes made to this document, refer to Document Revision History.
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Release Notes

NVIDIA® UFM® is a powerful platform for managing InfiniBand scale-out computing
environments. UFM enables data center operators to efficiently monitor and operate the
entire fabric, boost application performance and maximize fabric resource utilization.

Key Features

UFM provides a central management console, including the following main features:
e Fabric dashboard including congestion detection and analysis
e Advanced real-time health and performance monitoring
o Fabric health reports
e Threshold-based alerts
e Fabric segmentation/isolation
e Quality of Service (QoS)
¢ Routing optimizations
¢ Central device management
e Task automation
e Logging
¢ High availability
¢ Daily report: Statistical information of the fabric during the last 24 hours
e Event management
e Switch auto-provisioning

o UFM-SDN Appliance in-service software upgrade

NVIDIA UFM Enterprise User Manual v6.16.0-5



e Fabric validation tests
¢ Client certificate authentication

e |Pvb on management ports

/\ Warning

Prior to installation, please verify that all prerequisites are met. Please
refer to System Requirements.

/\ Warning

The Logical Server Model Management feature is going to be
deprecated in UFM v6.12.0.

Changes and New Features

This section lists the new and changed features in this software version.

() Note

For an archive of changes and features from previous releases, please
refer to Changes and New Features History.

Feature Description

Added the option for setting UFM syslog
Syslog Streaming streaming facility. For more information, refer
to Configuring Syslog.
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Feature

Switch Cables REST API

Switch Power Information

UFM Data Streaming

Kerberos Authentication

SM Settings

Cable Management

Secondary Telemetry

Congestion Control

UFM HA

Plugins

NVIDIA UFM Enterprise User Manual v6.16.0-5

Description

Added the option to query specific switch
cables (using Ports API).

Added support for switch and modules power
usage data in UFM telemetry and REST API. For
more information, refer to Devices Window and
Inventory Window.

Added the ability to change the UFM Data
streaming log facility. For more information,
refer to Configuring Syslog and Configuring
UFM Logging.

Added the ability for Kerberos authentication, a
strong network authentication protocol for
client-server applications. For more
information, refer to Kerberos Authentication
and Enabling Kerberos Authentication.

Changed the default maximal number of VLs to
2 (VLO-VL1). For more information, refer to
Appendix = UFM Subnet Manager Default
Properties.

Added support for showing transceiver
information for downed links. For more
information, refer to Cables Window and
Network Map.

Added the secondary_slvl_support flag
and information on the default counters. For
more information, refer to Secondary
Telemetry.

Added support for SM congestion control
settings. For more information, refer to
Appendix - OpenSM Configuration Files for
Congestion Control.

Enhanced reliability and added support for
setting UFM HA on LVM (Logical Volume
Manager). For more information, refer to UFM
High-Availability Documentation.

Packet Mirroring Collector (PMC) Plugin: Added
support for event on PF indicating a QP closing
with error on any other GVMI/VF. For more


https://docs.nvidia.compages/createpage.action?spaceKey=ufmenterpriseumv61605&title=Additional+Configuration+%28Optional%29&linkCreation=true&fromPageId=3620309125
https://docs.nvidia.compages/createpage.action?spaceKey=ufmenterpriseumv61605&title=Additional+Configuration+%28Optional%29&linkCreation=true&fromPageId=3620309125
https://docs.nvidia.compages/createpage.action?spaceKey=ufmenterpriseumv61605&title=Additional+Configuration+%28Optional%29&linkCreation=true&fromPageId=3620309125
https://docs.nvidia.compages/createpage.action?spaceKey=ufmenterpriseumv61605&title=Additional+Configuration+%28Optional%29&linkCreation=true&fromPageId=3620309125
https://docs.nvidia.compages/createpage.action?spaceKey=ufmenterpriseumv61605&title=Additional+Configuration+%28Optional%29&linkCreation=true&fromPageId=3620309125
https://docs.nvidia.compages/createpage.action?spaceKey=ufmenterpriseumv61605&title=Appendix+%E2%80%93+UFM+Subnet+Manager+Default+Properties&linkCreation=true&fromPageId=3620309125
https://docs.nvidia.compages/createpage.action?spaceKey=ufmenterpriseumv61605&title=Appendix+%E2%80%93+UFM+Subnet+Manager+Default+Properties&linkCreation=true&fromPageId=3620309125
https://docs.nvidia.compages/createpage.action?spaceKey=ufmenterpriseumv61605&title=Additional+Configuration+%28Optional%29&linkCreation=true&fromPageId=3620309125
https://docs.nvidia.compages/createpage.action?spaceKey=ufmenterpriseumv61605&title=Additional+Configuration+%28Optional%29&linkCreation=true&fromPageId=3620309125
https://docs.nvidia.compages/createpage.action?spaceKey=ufmenterpriseumv61605&title=Appendix+-+OpenSM+Configuration+Files+for+Congestion+Control&linkCreation=true&fromPageId=3620309125
https://docs.nvidia.compages/createpage.action?spaceKey=ufmenterpriseumv61605&title=Appendix+-+OpenSM+Configuration+Files+for+Congestion+Control&linkCreation=true&fromPageId=3620309125
https://docs.nvidia.comttps//docs.nvidia.com/networking/display/ufmha540
https://docs.nvidia.comttps//docs.nvidia.com/networking/display/ufmha540

Feature Description

information, refer to Packet Mirroring Collector
(PMC) Plugin.

PDR Deterministic Plugin: Updated
instructions. For more information, refer to
PDR Deterministic Plugin.

GNMI-Telemetry Plugin: Added gNMI telemetry
streaming support (supporting secured mode
streaming). For more information, refer to
GNMI-Telemetry Plugin.

NDT Plugin (Subnet Merger): Added the option
to validate the extended fabric using cable
validation tool. For more information, refer to
the NDT Plugin.

() Note

The items listed in the table below apply to all UFM license types.

() Note

For bare metal installation of UFM, it is required to install MLNX_OFED
5.X (or newer) before the UFM installation.

Please make sure to use the UFM installation package that is

compatible with your setup, as detailed in Bare Metal Deployment
Requirements.

Unsupported Functionalities/Features

The following distributions are no longer supported in UFM:

e RH7.0-RH7.7 / Cent0S7.0-Cent0S7.7
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e SLES12/SLES 15

e Euler0S2.2 / Euler0S2.3

e Mellanox Care (MCare) Integration

e UFM on VM (UFM with remote fabric collector)

e Logical server auditing

e UFM high availability script - fetc/finit.d/ufmha - is no longer supported

¢ The UFM Multi-site portal feature is no longer supported. The Multi-Subnet feature
can be used instead

e The UFM Monitoring Mode is deprecated and is no longer supported as of UFM
Enterprise version 6.14.0 (July release) and onwards

¢ Logical Elements tab - Removed as of UFM Enterprise v6.12.0

» Removed the following fabric validation tests: CheckPortCounters &
CheckEffectiveBER

() Note

In order to continue working with fetc/init.d/fufmha options, use the
same options using the fetc/init.d/ufmd script.

For example:

Instead of using [etc/init.d/ufmha model_restart, please use
Jetc/init.d/ufmd model_restart (on the primary UFM server)

Instead of using [etc/init.d/ufmha sharp_restart, please use
[etc/init.d/ufmd sharp_restart (on the primary UFM server)

The same goes for any other option that was supported on the
[etc/init.d/ufmha script

NVIDIA UFM Enterprise User Manual v6.16.0-5 11



Supported Devices

Supported NVIDIA Externally Managed Switches

Type Model Latest Tested Firmware Version
NDR switches « MQMS790 31.2012.1068
HDR switches « MQM8790 27.2012.1010
e SB7790
EDR switches e SB7890 15.2010.5108

Supported NVIDIA Internally Managed Switches

Type Model Latest Tested OS Version
NDR switches « MQM9700 MLNX-0S 3.11.1014

« MQ8700

« MCS8500
HDR switches « TQ8100-HS2F MLNX-0S 3.11.1014

o TQ8200-HS2F

e SB7700
 SB7780

o SB7800
EDR switches e CS7500 MLNX-0OS 3.10.5002

e CS7510
e CS7520

System Requirements

NVIDIA UFM Enterprise User Manual v6.16.0-5



Bare Metal Deployment Requirements

Platform

OS and Kernel
(Relevant for Standalone and High-
Availability deployments)

cpu®

HCAs

OFeD®)

NVIDIA UFM Enterprise User Manual v6.16.0-5

Type and Version

64-bit OS:

RedHat 7.9: 3.10.0-1160.el7.x86_64
RedHat 8.2: 4.18.0-193.€|8.x86_64
RedHat 8.4: 4.18.0-305.el8.x86_64
RedHat 8.6: 4.18.0-372.9.1.el8.x86_64
RedHat 8.8: 4.18.0-477.27.1.el8_8.x86_64
RedHat 9.0: 5.14.0-70.13.1.el9_0.x86_64
Cent0S 7.9:3.10.0-1160.el7.x86_64
Ubuntu 18.04: 4.15

Ubuntu 20.04: 5.4.0

Ubuntu 22.04: 5.15.0

x86_64

NVIDIA ConnectX®-4 with Firmware

12.12.xxxx and above!®)

NVIDIA ConnectX®-4 Lx with Firmware
14.32.1010

NVIDIA ConnectX®-5 with Firmware
16.19.1200 and above

NVIDIA ConnectX®-6 with Firmware
20.24.1000 and above

NVIDIA ConnectX®-7 with Firmware
28.33.1014 and above

NVIDIA Mezzanine Board with Four
ConnectX-7 ASICs for Multi-GPU
Connectivity (CEDAR) with Firmware
28.36.0394 and above

NVIDIA BlueField with Firmware 24.33.900
and above

NVIDIA BlueField-2 with Firmware
24.33.900 and above

NVIDIA BlueField-3 with Firmware
32.36.3058 and above

MLNX_OFED 5.X
MLNX_OFED23.x
MLNX_OFED?24.x
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() Note

@ cpy requirements refer to resources consumed by UFM. You can
also dedicate a subset of cores on a multicore server. For example, 4
cores for UFM on a 16-core server.

(b) For supported HCAs in each MLNX_OFED version, please refer to
MLNX_OFED Release Notes.

(©)UFM v6.15.0 is the last version to support NVIDIA ConnectX-4
adapter cards

() Note

From RedHat 9* and onwards, packages with SHA1 signatures are no
longer supported. The CONDA package binary is signed with SHA'1
signatures and thus, CONDA will not be installed with RedHat 9*.

Two options are available to overcome this.

1. Recommended Option: Run the following command to install
Conda (change gpgcheck from 1 to 0):

cat <<EOF > /etc/yum.repos.d/conda.repo

[conda]

name=Conda

baseurl=https ://repo.anaconda.com/pkgs/misc/rpmrepo/conda
enabled="

gpgcheck=0

gpgkey=https ://repo.anaconda.com/pkgs/misc/gpgkeys/anaconda.asc
EOF

#install conda
yum install conda

NVIDIA UFM Enterprise User Manual v6.16.0-5 14



2. Alternative Option: Run the following command to set the
RedHat 9* system-wide cryptographic policy to use legacy (less-
secured) policy:

update-crypto-policies --set LEGACY

Install Conda as instructed by the UFM installation script.

After Conda installation, the policy can be set back to default by
running the following command:

update-crypto-policies --set DEFAULT

() Note

For running SHARP Aggregation Manager within UFM, it is
recommended to use MLNX_OFED-5.4.X version or newer.

() Note

Installation of UFM on minimal OS distribution is not supported.

(i) Note

UFM does not support systems in which NetworkManager service is
enabled.

NVIDIA UFM Enterprise User Manual v6.16.0-5
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Before installing UFM on RedHat OS, make sure to disable the service.

Docker Installation Requirements

UFM Docker Container is supported on the standard docker environment (engine).

The following operating systems were tested with Docker Container (as standalone
container):

Component Type and Version

e RHEL7

e RHELS8

e RHEL9
Supported OS e Ubuntu18.04

e Ubuntuz0.04
e Ubuntuz22.04

() Note

For UFM Docker Container installation in HA mode, please refer to
Bare Metal Deployment Requirements for the list of operating
systems and kernels which support HA.

UFM Server Resource Requirements per Cluster Size

NVIDIA UFM Enterprise User Manual v6.16.0-5 16
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UFM GUI Client Requirements

The platform and GUI requirements are detailed in the following tables:

Platform Details

Browser Edge, Internet Explorer, Firefox, Chrome, Opera, Safari
e Minimum: 8 GB

Memory e Recommended: 16 GB

MFT Package Version

Platform Details

MFT Integrated with MFT version mft-4.27.0-83.

UFM SM Version

Platform Type and Version

SM UFM package includes SM version 5.18.0

() Note

Assuming the SM is connected to the production cluster, it can
handle any events (IB traps) coming from the fabric that is being built;
such events should not affect the routing on the production cluster. If
events occurred in the production cluster, the routing could be
changed.

However, NVIDIA recommends isolating fabric sections to allow faster

bring-ups, faster troubleshooting and misconfiguration avoidance
that can cause routing errors. Isolation provides clearer SM and

NVIDIA UFM Enterprise User Manual v6.16.0-5
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CollectX logs, avoiding warnings/errors from masking real production
issues.

UFM NVIDIA SHARP Software Version

Platform Type and Version

NVIDIA® Scalable Hierarchical Aggregation and UFM package includes NVIDIA SHARP
Reduction Protocol (SHARP)™ software version 3.6.0

Software Update from Prior Versions

The installer detects versions previously installed on the machine and prompts you to run
a clean install of the new version or to upgrade while keeping user data and configuration
unchanged.

The upgrade from previous versions maintains the existing database and configuration,
allowing a seamless upgrade process.

(D Info

Upgrading UFM Enterprise software version is supported up to two
previous GA software versions (GA -1 or -2).

For example, if you wish to upgrade to UFM Enterprise v6.11.0, it is
possible to do so only from UFM Enterprise v6.9.0 or v6.10.0.

For detailed installation and upgrade instructions, refer to the UFM Quick Start Guide.

() Note

NVIDIA UFM Enterprise User Manual v6.16.0-5 19



Due to a possible conflict, SM and SHARP installed by the
MLNX_OFED must be uninstalled. The installation procedure will
detect and print all MLNX_OFED packages that must be removed.

() Note

It is recommended to upgrade to the latest UFM version from the last
2 GA releases that came before it. Upgrading from older UFM versions
may result in failures.

Bug Fixes in This Release

Ref # Description

Fixed security issue in Ethernet management
interface.

Keywords: CVE-2024-0130

#4287663

Discovered in Release: 6.17.2-1

Known Issues in This Release

N/A

(D Info

For a list of known issues from previous releases, please refer to
Known Issues History.

NVIDIA UFM Enterprise User Manual v6.16.0-5 20



Changes and New Features History

() Note

The items listed in the table below apply to all UFM license types.

Feature

Description

Rev 6.16.0

Syslog Streaming

Added the option for setting UFM syslog
streaming facility. For more information, refer
to Configuring Syslog.

Switch Cables REST API

Added the option to query specific switch
cables (using Ports API).

Switch Power Information

Added support for switch and modules power
usage data in UFM telemetry and REST API. For
more information, refer to Devices Window and
Inventory Window.

UFM Data Streaming

Added the ability to change the UFM Data
streaming log facility. For more information,
refer to Configuring Syslog and Configuring
UFM Logging.

Kerberos Authentication

Added the ability for Kerberos authentication, a
strong network authentication protocol for
client-server applications. For more
information, refer to Kerberos Authentication
and Enabling Kerberos Authentication.

SM Settings

Changed the default maximal number of VLs to
2 (VLO-VL1). For more information, refer to
Appendix - UFM Subnet Manager Default
Properties.

Cable Management

Added support for showing transceiver
information for downed links. For more
information, refer to Cables Window and
Network Map.

NVIDIA UFM Enterprise User Manual v6.16.0-5
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Feature

Secondary Telemetry

Congestion Control

UFM HA

Plugins

Rev 6.15.2

UFM SM

Rev 6.15.1

SHARP Reservation

Rev 6.15.0

NVIDIA UFM Enterprise User Manual v6.16.0-5

Description

Added the secondary_slvl_support flag
and information on the default counters. For
more information, refer to Secondary
Telemetry.

Added support for SM congestion control
settings. For more information, refer to
Appendix - OpenSM Configuration Files for
Congestion Control.

Enhanced reliability and added support for
setting UFM HA on LVM (Logical Volume
Manager). For more information, refer to UFM
High-Availability Documentation.

Packet Mirroring Collector (PMC) Plugin: Added
support for event on PF indicating a QP closing

with error on any other GVMI/VF. For more

information, refer to Packet Mirroring Collector

(PMC) Plugin.

PDR Deterministic Plugin: Updated
instructions. For more information, refer to
PDR Deterministic Plugin.

GNMI-Telemetry Plugin: Added gNMI telemetry

streaming support (supporting secured mode
streaming). For more information, refer to
GNMI-Telemetry Plugin.

NDT Plugin (Subnet Merger): Added the option
to validate the extended fabric using cable
validation tool. For more information, refer to
the NDT Plugin.

New routing algorithm for asymmetric QFT
topologies

Added support for Auto-cleanup of zombie
SHARP reservations
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Feature

Defining Node Description

Network Reports

User Authentication

Secondary Telemetry

REST APIs

NVIDIA UFM Enterprise User Manual v6.16.0-5

Description

To prevent the formation of incorrect multi-NIC
groups based on these default labels, this
feature offers the option to establish a blacklist
containing possible node descriptions that
should be avoided when grouping Multi-NIC
HCAs during host startup. For more
information, refer to Defining Node Description
Black-List.

Added the ability to view topology change
events related to devices and links. For more
information, refer to Events History, Device
Status Events and Link Status Events.

Introduced a new user authentication login
page. For more information, refer to Azure
Authentication Login Page and Enabling Azure
AD Authentication.

Added support for a separate authentication
server. For more information, refer to UFM
Authentication Server and Enabling UFM
Authentication Server.

Added the ability to expose SHARP telemetry
in UFM Telemetry. For more information, refer
to Exposing Switch Aggregation Nodes
Telemetry.

Added the ability to stop SHARP telemetry
endpoint using CLI commands. For more
information, refer to Stopping Telemetry
Endpoint Using CLI Command.

Enhanced the logging REST API by adding the
ability to get event logs in JSON file format. For
more information, refer to Get Events Logs in
JSON Format.

Added the ability to expose managed switch
power consumption in Web Ul. For more
information, refer to Get Managed Switches
Power Consumption.

Added ability to filter the event logs by source.
For more information, refer to Create Log
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Feature

Plugins
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Description
History.

Added the ability to generate enterprise
network reports. For more information, refer to
Events History, Device Status Events and Link
Status Events.

Introduced REST APIs for various
authentication types. For more information,
refer to Examples of REST APIs Using Various
Authentication Types.

Added the ability to update UFM Configuration
REST API. For more information, refer to UFM
Configuration REST API.

Added the option to expose cable information.
For more information, refer to Get Ports with
Cable Information.

Improved dynamic telemetry by adding the
ability to instantiate a new instance and delete
a running instance. For more information, refer
to UFM Dynamic Telemetry Instances REST API.

Added the option to set “down” ports as
unhealthy. For more information, refer to
Unhealthy Ports REST API.

Added forge InfiniBand anti-spoofing support.
For more information, refer to Forge InfiniBand
Anti-Spoofing REST API.

Added the ability to expose the " site_name "
field in all supported REST APIs. For more
information, refer to REST APl Complementary
Information.

Added support for the gNMI-Telemetry plugin
that employs the gNMI protocol to stream data
from UFM telemetry. In addition, added
support for secure mode based on client
authentication. For more information, refer to
the GNMI-Telemetry Plugin.

Added support for ALM configuration for
controlling isolation/de-isolation. For more
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Feature

Supported Transceivers

Rev 6.14.2

Cable and Transceivers Burning

Module REST API

Telemetry

UFM Reports

Rev 6.14.0

UFM Upgrade

User Authorization

User Authentication

Plugins Management

Unhealthy Ports Policy Management
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Description
information, refer to ALM Configurations.

REST over RDMA Plugin: Moved to Ubuntu 22-
based docker container, OFED 5.8-3.0.7.0,
ucx_py 0.35.0 and Python 3.10.

Added support for FR4 transceivers

UFM supports second-source cable
transceivers burn.

Added HW revision field in GET module REST
APl response.

Added support for the MRCS register read in
UFM Telemetry.

UFM Daily report will be disabled by default
after upgrade or clean installation.

Added support for in-service upgrade
procedure for UFM HA. Refer to the following
sections:

e Upgrading UFM on Bare Metal - High
Availability Upgrade

e Upgrading UFM Container in High
Availability Mode

Added support for user-defined roles based on
REST APIs subsets. Refer to Rest Roles Access
Control.

Added support for user authentication based
on Azure Active Directory. Refer to Azure AD
Authentication.

Added support for loading UFM plugin to both
master and standby nodes in case of UFM HA
deployment. Refer to Plugin Management.

Added support for unhealthy ports policy
management via UFM Web Ul. Refer to Health
Policy Management.
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Feature

REST over RDMA Plugin

SHARP Reservation

Secondary Telemetry

PCI Analysis

UFM System Dump

Factory Reset

Rev 6.13.0

Network Fast Recovery

Multi-Subnet UFM

Switch ASIC Failure Detection

UFM High-Availability Enhancements
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Description

Added support for remote ibdiagnet
authentication. Refer to rest-rdma Plugin.

Added support for synchronous SHARP
reservation REST API (in addition to the
existing asynchronous REST API). Refer to the
NVIDIA SHARP REST API.

Added support for secondary telemetry
running by default upon UFM startup, fetching
NVIDIA Amber counters. Refer to Secondary
Telemetry.

Added support for down ports telemetry. Refer
to Secondary Telemetry.

Added support for PCl analysis as part of UFM
Fabric Analysis Report (added new events for
degraded hosts PCl devices). Refer to Appendix
- Supported Port Counters and Events.

Added human readable time to the dmsg de-
message output as part of UFM system dump.

Added support for UFM Factory Reset. Refer to
Appendix - UFM Factory Reset.

Added the ability to automatically isolate a
malfunctioning switch port as detected by the
switch. Refer to Enabling Network Fast
Recovery

Added support for multiple UFM instances,
wherein multiple instances are aggregated,
managed and controlled by a centralized UFM
instance. Refer to Multi-Subnet UFM.

Added support for a new indication (UFM
event) that identifies a failure of a specific
switch ASIC. Refer to Configuring Partial
Switch ASIC Failure Events.

Added support for configuring high-availability
with dual-link connections to improve the high-
availability robustness.
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Feature

Automatic Switch Grouping

SHARP Trees APIs

SHARP Reservation APIs

Operating System Update support

Email Time-Zone Settings

Switch Connectivity Failure Indication

Dynamic Telemetry

TFS (Telemetry Fluent Streaming)
Plugin

NVIDIA UFM Enterprise User Manual v6.16.0-5

Description

Added support for enabling automatic
grouping of 1U switches by UFM, as per a pre-
defined user-configured mapping. Refer to
Appendix - Switch Grouping.

Incorporated support for a new UFM REST API
that presents the current active SHARP trees.
Refer to NVIDIA SHARP Resource Allocation
REST API.

Added support for SHARP Reservation API
enhancements. Refer to NVIDIA SHARP
Resource Allocation REST API.

Implemented functionality to support the
installation and upgrade of a standalone UFM
after the upgrade of operating system
packages (e.g., using yum update/apt upgrade).
Furthermore, upgrading operating system
packages will not impact a standalone UFM
installation.

Added the ability to configure time-zone
settings for UFM email notifications, ensuring
that sent events or daily reports align with the
configured time zone. Refer to Email.

Incorporated support for a new UFM event
indication that identifies failed communication
with a specified managed switch. Appendix -
Supported Port Counters and Events

Added APIs that enable the creation and
management of UFM Telemetry instances,
allowing users to select desired counters and
ports as per their requirements. Refer to UFM
Dynamic Telemetry Instances REST API.

Added support for UFM telemetry data
streaming from multiple endpoints to Fluent
Bit. Refer to Telemetry to Fluent Streaming
(TES) Plugin REST API.

Added support for enabling white/black
counters lists within the TFS Plugin. Refer to
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Feature

DTS (DPU Telemetry) Plugin

Cyber-Al Plugin

Packet Mirroring Collector (PMC)
Plugin

SNMP Traps Listener Plugin

Bright Cluster Integration Plugin

UFM System Dump

Expanding Non-Blocking Fabric (NDT
Plugin extension)

PDR (Packet Drop Rate) Plugin

Rev 6.12.0
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Description

Telemetry to Fluent Streaming (TFS) Plugin
REST APL.

Added support for displaying DPUs data within
the UFM Web Ul. Refer to DTS Plugin.

Added support for displaying Cyber-Al software
within the UFM Web Ul. Refer to UFM Cyber-Al
Plugin.

Added the Packet Mirroring Collector (PMC)
plugin that allows users to catch and collect
mirrored pFRN and congestion notifications
from switches for enhanced real-time network
visibility. Refer to Packet Mirroring Collector
(PMC) Plugin.

Added the capability to enable registration and
monitoring of SNMP traps from managed
switches, in addition to updating UFM with the
relevant trap information. Refer to SNMP
Plugin.

Added support for integration of data from
Bright Cluster Manager (BCM) into UFM,
providing a more comprehensive network
perspective. Refer to UFM Bright Cluster
Integration Plugin.

UFM System Dump collection enhancement.
Refer to UFM System Dump Tab.

Added a feature that facilitates seamless
expansion of the IB fabric, ensuring
uninterrupted functionality and optimal
performance throughout the fabric. Refer to
NDT Format - Merger.

Added a new functionality that enables
automatic detection and isolation of port
failures through monitoring of PDR (Packet
Drop Rate), BER (Bit Error Rate), and high cable
temperatures. Refer to PDR Deterministic
Plugin.
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Feature

Managed Switches - Sysinfo
Mechanism

REST over RDMA Plugin

Events and Notifications

SHARP AM Multi-Port

UFM System Dump

UFM REST API

UFM SLURM Integration

UFM HA
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Description

Added the ability to save switches inventory
data into JSON format files and present the
latest fetched switches data upon UFM start-
up. The saved switches data is available UFM
upon system dump. Refer to Appendix -
Managed Switches Configuration Info
Persistency

Introduced security improvements (allowed
read-only options in remote ibdiagnet) and
added support for Telemetry API. Refer to rest-
rdma Plugin.

Added support for indicating potential switch
ASIC failure by detecting a defined percentage
of unhealthy switch ports. Refer to Additional
Configuration (Optional)

Added support for detecting IB fabric interface
failure and automatic failover to an alternative
active port in SHARP Aggregation Manager
(AM). Refer to Multi-port SM

Added support for downloading the generated
UFM system dump. Refer to UFM System
Dump Tab

Added support for adding or removing hosts to
Partition key (PKey) assignments (when
adding/removing hosts, all the related host
GUIDs are assigned to/removed from the PKey).
Refer to Add Host REST API

UFM System Dump Improvements including
Creating New System Dump AP

Enhanced UFM SLURM integration; allow
flexible configuration of PKey and SHARP
resources usage. Refer to Appendix - UFM
SLURM Integration

Improved UFM HA configuration by setting
UFM HA nodes using IP addresses only
(removed the need of using hostnames and
sync interface names). Refer to Configuring
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Feature

Description

UFM Docker in HA Mode and Installing UFM
Server Software for High Availability

Managed Switch Operations

Added support for persistent
enablement/disablement of managed switches
ports. Refer to Ports Window

UFM SDK

Created a script to get TopX data by category.
Refer to UFM Aggregation TopX README.md
file

Proxy Authentication

Added option to delegate authentication to a
proxy. Refer to Delegate Authentication to a
Proxy

UFM Initial Settings

Removed the requirement to set the IPolB
address to the main IB interface used by

UFM/SM (gv.cfg — fabric_interface)

Port auto-isolation

Symbol BER warning does not trigger port
auto-isolation, only symbol BER error

MFT Package

Integrated with MFT version 4.23.0-104

Bug Fixes History

Ref. # Description
Rev 6.16.0
Description: Fixed issue where following the
UFM HA upgrade from version 5.0.1-2 to
version 5.3.1-2, the
ufm_ha_cluster config command wiped
3754940 the root partition
Keywords: UFM HA Upgrade,
ufm_ha_cluster config, Root Partition,
Wipe
Discovered in Release: 6.15.2
3752196 Description: Fixed intermittent UFM REST API

NVIDIA UFM Enterprise User Manual v6.16.0-5

Failures
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Ref. #

3758874

3773902

3560659

Rev 6.15.1

3670183

3670182

3666944
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Description
Keywords: REST API, Failure
Discovered in Release: 6.15.1

Description: Fixed manage_the_unmanaged
tool failure

Keywords: manage_the_unmanaged, Failure
Discovered in Release: 6.15.2

Description: Fixed the issue in congestion
control, where cc-policy.conf file remains

unchanged following the upgrade of the
container version ( with no changes made by
the user)

Keywords: Congestion Control, cc-policy.conf,
Upgrade, Container

Discovered in Release: 6.16.0-4

Description: Fixed proper update in
[MngNetwork] mtu_limit in gv.cfg when
restarting UFM.

Keywords: mtu_limit, gv.cfg, Update, UFM
restart

Discovered in Release: 6.13.1

Description: Monitoring endpoint not returning
counters for an active interface

Keywords: Monitoring, Active Interface,
Counters

Discovered in release: v6.15.0

Description: Inconsistent port format type
returned from the UFM

Keywords: Inconsistent, Port, Format Type
Discovered in release: v6.14.1

Description: Port auto isolation failed to
activate when a port consistently exhibited a
high Symbol BER (1e-7)
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Ref. #

3665316

3604194

Rev 6.15.0

3665001

3644553

3604212

3604183
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Description
Keywords: Port Auto Isolation, Symbol BER
Discovered in release: v6.13.1

Description: The UFM REST API endpoint
/ufmRest/resources/ports provide
inaccurate port state information

Keywords: Ports REST API, Port State
Discovered in release: v6.14.1

Description: UFM Fabric Validation "
CheckPortCounters " failure

Keywords: Fabric Validation,
CheckPortCounters

Discovered in release: v6.13.2

Description: UFM Web Ul does not display
Network Map (stuck with "please wait"
message)

Keywords: \Web Ul, Network Map

Discovered in release: v6.14.1

Description: \WWhen querying the ports, adding a

cable_info=true asanargument will give

cable information per port

Keywords: Ports, Query, cable_info=true

Discovered in release: v6.14.0
Description: Broken links REST API
Keywords: REST API, Broken link
Discovered in release: v6.13.2

Description: UFM error UFM NOT performed

OpenSM polling for fabric changes more than

230742 seconds
Keywords: OpenSM, UFM Error

32



Ref. #

3604021

3587849

3577427

3575882

3628421

3566193

3565820
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Description
Discovered in release: v6.13.2-5

Description: UFM Enterprise installation under
Ubuntu 22.04 fails on

configure_ha_nodes.sh

Keywords: Ubuntu 22.04, Installation,
configure_ha_nodes.sh

Discovered in release: v6.14.1-5

Description: OpenSM restarted when backup
UFM lost power

Keywords: OpenSM, Restart
Discovered in release: v6.9

Description: UFM REST API returns wrong
switch type for NDR unmanaged switch

Keywords: Unmanaged Switch, NDR, REST API
Discovered in release: v6.13.1

Description: UFM event is not generated for a
switch down

Keywords: UFM Event, Switch Down
Discovered in release: v6.13.1

Description: UFM Web Ul timezone issue when
selecting Local Time

Keywords: Timezone, Web Ul, Local Time
Discovered in release: v6.14.1-5

Description: Request for docker UFM HA
support on Debian OS 10.13

Keywords: Docker, HA support, Debian
Discovered in release: v6.14.1-5
Description: UFM container CLI bugs
Keywords: CLI, Container

Discovered in release: v6.13.2-5
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Ref. #
Rev 6.14.0

3590777

Rev 6.13.2

3228893

3495692

N/A

Rev 6.13.1

3459431

3461658
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Description

Description: After upgrading UFM new
telemetry data is not being collected and
presented in Ul Telemetry tab.

Keywords: Telemetry, Coredump

Discovered in release: 6.14.0

Description: ufm-prolog.sh failure: hostnames
are not found in the fabric after reboot

Keywords: Hostnames; ufm-prolog.sh,
reboot

Discovered in Release: 6.10.0

Description: UFM Enterprise v6.13.1 server
hangs intermittently, blocking UFM REST
server, and UFM GUI

Keywords: UFM REST, UFM GUI
Discovered in Release: 6.13.1

Description: Reverted setGuidsForPkey APIs for
supporting SHARP reservation (in case it is
enabled)

Keywords: setGuidsForPkey, SHARP
Reservation

Discovered in Release: 6.13.1

Description: UFM System Dump cannot be
extracted from UFM 3.0 Enterprise Appliance
host when running in high-availability mode.

Keywords: System Dump, High-Availability
Discovered in Release: 6.12.0

Description: The network fast recovery
configuration (

/opt/ufm/files/conf/opensm/fast_rec
overy.conf
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Ref. #

3461058

Rev 6.13.0

3410826

3383916

3375414

3342713

3361160
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Description

) is missing when UFM is deployed in Docker
Container mode.

Keywords: Network Fast Recovery; Docket
Container; Missing Configuration

Discovered in Release: 6.12.0

Description: When using the Dynamic
Telemetry API to create a new telemetry
instance, the log rotation mechanism will not
be applied for the newly generated logs of the
UFM Telemetry instance

Keywords: Dynamic, Telemetry, Log-rotate

Discovered in Release: 6.13.0

Description: Rectified inability to modify user
password

Keywords: User Password, Update, Fail
Discovered in Release: 6.12.1

Description: Fixed Client CTRL+C server
disruption

Keywords: Client CTRL+C, Server functionality

Discovered in Release: Rest Over RDMA Image
1.0.0-21

Description: Fixed improper functionality of
UFM Ul Dashboard

Keywords: Ul Dashboard
Discovered in Release: 6.11.0

Description: Fixed UFM Health configuration for
periodic restarts of the telemetry

Keywords: UFM Health, Telemetry, Periodic
restarts

Discovered in Release: 6.11.1

Description: Fixed UFM long upgrade time due
to a large historical Telemetry database file
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Ref. #

Description

Keywords: Long Upgrade Time, Historical
Telemetry, Database File

Discovered in Release: 6.11.0

3268270

Description: Show managed switches inventory
data (Sysinfo) immediately after UFM
initialization

Keywords: Managed Switches, Inventory,
Sysinfo

Discovered in Release: 6.11.0

3338613

Description: Fixed UFM log rotation for
supported Ubuntu OSs

Keywords: Log rotation, Ubuntu

Discovered in Release: 6.11.0

3338600

Description: Fixed UFM Ul lockdown by adding
protection to the failed path on backend side

Keywords: UFM Ul, lockdown

Discovered in Release: 6.11.0

3276163

Description: Fixed remote syslog configuration
in UFM Web Ul to be persistent

Keywords: Remote Syslog, Web Ul

Discovered in Release: 6.11.0

Known Issues History

Ref # Issue
Rev 6.16.0
3791820 Description: Configuring the collection of SLVL

NVIDIA UFM Enterprise User Manual v6.16.0-5

on the secondary telemetry will result in SLVL
data being sampled at a reduced rate.

Keywords: SLVL, Multi-Rate, Reduced Rate
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Ref #

3775405

NVIDIA UFM Enterprise User Manual v6.16.0-5

Issue

Workaround: Edit the
launch_ibdiagnet_config.ini file and
restart the UFM telemetry.

1. Edit the
launch_ibdiagnet_config.ini file
by running the following command:

Vi
/opt/ufm/files/conf/secondar
y_telemetry_defaults/launch_
ibdiagnet_config.ini

Comment the following line:
#base_freqg=1
2. Restart UFM telemetry:

/etc/init.d/ufmd
ufm_telemetry_stop
/etc/init.d/ufmd
ufm_telemetry_start

Discovered in Release: 6.15.0

Description: Upon UFM startup, an empty
temporary folder will be created at /tmp folder
every 10 minutes (due to periodic telemetry
status check)

Keywords: Empty folder, temporary, /tmp

Workaround: Add rm -f /tmp/tmp*' to crontab
to run daily or change
instances_sessions_compatibility_interva
parameter in gv.cfg to 30/60 minutes
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Ref #

Rev 6.15.0

3791820

3775405
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Issue

Discovered in Release: v6.15.0

Description: Configuring the collection of SLVL

on the secondary telemetry will result in SLVL
data being sampled at a reduced rate.

Keywords: SLVL, Multi-Rate, Reduced Rate

Workaround: Edit the
launch_ibdiagnet_config.ini file and
restart the UFM telemetry.

1. Edit the
launch_ibdiagnet_config.ini file
by running the following command:

vi
/opt/ufm/files/conf/secondar
y_telemetry_defaults/launch_
ibdiagnet_config.ini

Comment the following line:
#base_freqg=1
2. Restart UFM telemetry:
/etc/init.d/ufmd
ufm_telemetry_stop

/etc/init.d/ufmd
ufm_telemetry_start

Discovered in Release: 6.15.0

Description: Upon UFM startup, an empty

temporary folder will be created at /tmp folder
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Ref #

Rev 6.15.0

3560659

3729822

3675071
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Issue

every 10 minutes (due to periodic telemetry
status check)

Keywords: Empty folder, temporary, /tmp

Workaround: Add 'rm -f /tmp/tmp*' to crontab
to run daily or change
instances_sessions_compatibility_interval
parameter in gv.cfg to 30/60 minutes

Discovered in Release: v6.15.0

Description: Modifying the mtu_limit
parameter for [MngNetwork] in gv.cfg does not
accurately reflect changes upon restarting
UFM.

Keywords: mtu_limit , MngNetwork, gv.cfg,
UFM restart

Workaround: UFM needs to be restarted twice
in order for the changes to take effect.

Discovered in Release: v6.15.0

Description: The Logs API temporarily returns
an empty response when SM log file contains
messages from both previous year (2023) and
current year (2024).

Keywords: Logs API, Empty response, Logs file

Workaround: N/A (issue will be automatically
resolved after the problematic SM log file,
which include messages from 2023 and 2024
years, will be rotated)

Discovered in Release: v6.15.0

Description: UFM stops gracefully after the
b2b primary cable is physically disconnected

Keywords: UFM HA, B2B, Primary Cable
Disconnection

Workaround: N/A

Discovered in Release: 6.14.1
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Ref #

N/A

3538640

3532191

3555583

3549795

3549793

3547517
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Issue

Description: Execution of UFM Fabric Health
Report (via UFM Web Ul / REST API) will trigger
ibdiagnet to use SLRG register which might
cause some of the switch and HCA's firmware
to stuck and cause the HCA's ports to stay at
"Init" state.

Keywords: Fabric Health Report, SLRG register,
"Init" state, Switch, HCA

Discovered in Release: 6.14.0

Description: Fixed ALM plugin log rotate
function.

Keywords: ALM, Plugin, Log rotate
Discovered in Release: 6.13.0

Description: Fixed UFM hanging (database is
locked) after corrective restart of UFM health.

Keywords: Hanging, Database, Locked
Discovered in Release: 6.13.0

Description: Resolved REST API links' inability
to return hostname for computer nodes.

Keywords: REST AP, Links, Hostname,
Computer Nodes

Discovered in Release: 6.12.1

Description: Fixed ufm_ha_cluster status to
show DRBD sync status.

Keywords: ufm_ha_cluster, DRBD, Sync Status
Discovered in Release: 6.13.0

Description: Fixed UFM HA installation failure.
Keywords: HA, Installation

Discovered in Release: 6.13.0

Description: Fixed UFM logs REST API returning
empty result when SM logs exist on the disk.

Keywords: L ogs, SM logs, Empty
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Ref #

3546178

3541477
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Issue
Discovered in Release: 6.11.0

Description: Fixed SHARP jobs failure when
SHARP reservation feature is enabled.

Keywords: SHARP, Jobs, Reservation
Discovered in Release: 6.13.0

Description: Fixed UFM module temperature
alerting on wrong thresholds.

Keywords: Module Temperature, Alert
Threshold

Discovered in Release: 6.13.0
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Overview

Scale-Out Your Fabric with Unified Fabric Manager

NVIDIA's Unified Fabric Manager (UFM®) is a powerful platform for managing scale-out
computing environments. UFM enables data center operators to efficiently monitor and
operate the entire fabric, boost application performance and maximize fabric resource
utilization.

While other tools are device-oriented and involve manual processes, UFM’s automated
and application-centric approach bridges the gap between servers, applications and
fabric elements, thus enabling administrators to manage and optimize from the smallest
to the largest and most performance-demanding clusters.

Benefit Description

UFM provides all fabric management functions
in one central console.
Central Console for Fabric The ability to monitor, troubleshoot, configure
Management and optimize all fabric aspects is available via
one interface. UFM’s central dashboard
provides a one-view fabric-wide status view.

UFM includes an advanced granular monitoring
engine that provides real-time access to switch
and host data, enabling cluster-wide
monitoring of fabric health and performance,
real-time identification of fabric-related errors
and failures, quick problem resolution via
granular threshold-based alerts and a fabric
utilization dashboard.

In-Depth Fabric Visibility and Control

Advanced Traffic Analysis Fabric congestion is difficult to detect when
using traditional management tools, resulting
in unnoticed congestion and fabric under-
utilization. UFM’s unique traffic map quickly
identifies traffic trends, traffic bottlenecks, and
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Benefit

Enables Multiple Isolated Application
Environments on a Shared Fabric

Service-Oriented Automatic Resource
Provisioning

Quick Resolution of Fabric Problems

Seamless Failover Handling

Open Architecture

NVIDIA UFM Enterprise User Manual v6.16.0-5

Description

congestion events spreading over the fabric,
which enables the administrator to identify and
resolve problems promptly and accurately.

Consolidating multiple clusters into a single
environment with multi-tenant data centers
and heterogeneous application landscapes
requires specific policies for the different parts
of the fabric. UFM enables segmentation of the
fabric into isolated partitions, increasing traffic
security and application performance.

UFM uses a logical fabric model to manage the
fabric as a set of business-related entities,
such as time critical applications or services.
The logical fabric model enables fabric
monitoring and performance optimization on
the application level rather than just at the
individual port or device level. Managing the
fabric using the logical fabric model provides
improved visibility into fabric performance and
potential bottlenecks, improved performance
due to application-centric optimizations,
quicker troubleshooting and higher fabric
utilization.

UFM provides comprehensive information from
switches and hosts, showing errors and traffic
issues such as congestion. The information is
presented in a concise manner over a unified
dashboard and configurable monitoring
sessions. The monitored data can be correlated
per job and customer, and threshold-based
alarms can be set.

Failovers are handled seamlessly and are
transparent to both the user and the
applications running on the fabric, significantly
lowering downtime. The seamless failover
makes UFM in conjunction with other Mellanox
products, a robust, production-ready solution
for the most demanding data center
environments.

UFM provides an advanced Web Service
interface and CLI that integrate with external
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Benefit Description

management tools. The combination enables
data center administrators to consolidate
management dashboards while flawlessly
sharing information among the various
management applications, synchronizing
overall resource scheduling, and simplifying
provisioning and administration.

Fabric Dashboard

UFM'’s central dashboard provides a one-view fabric-wide status view. The dashboard
shows fabric utilization status, performance metrics, fabric-wide events, and fabric health
alerts.

The dashboard enables you to efficiently monitor the fabric from a single screen and
serves as a starting point for event or metric exploration.

Fabric Segmentation (PKey Management)

In the PKey Management view you can define and configure the segmentation of the
fabric by associating ports to specific defined PKeys. You can add, remove, or update the
association of ports to the related PKeys and update the qos_parameters for pkey (mtu,
rate, service_level).

Fabric Discovery and Physical View

UFM discovers the devices on the fabric and populates the views with the discovered
entities. In the physical view of the fabric, you can view the physical fabric topology, model
the data center floor, and manage all the physical-oriented events.

Central Device Management

UFM provides the ability to centrally access switches and hosts, and perform
maintenance tasks such as firmware and software upgrade, shutdown and restart.

Monitoring
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UFM includes an advanced granular monitoring engine that provides real time access to
switch and server data. Fabric and device health, traffic information and fabric utilization
are collected, aggregated and turned into meaningful information.

Configuration

In-depth fabric configuration can be performed from the Settings view, such as routing
algorithm selection and access credentials.

The Event Policy Table, one of the major components of the Configuration view, enables
you to define threshold-based alerts on a variety of counters and fabric events. The fabric
administrator or recipient of the alerts can quickly identify potential errors and failures,
and actively act to solve them.

Fabric Health

The fabric health tab contains valuable functions for fabric bring-up and on-going fabric
operations. It includes one-click fabric health status reporting, UFM Server reporting,
database and logs’ snapshots and more.

Logging

The Logging view enables you to view detailed logs and alarms that are filtered and sorted
by category, providing visibility into traffic and device events as well as into UFM server
activity history.

High Availability

In the event of a failover, when the primary (active) UFM server goes down or is
disconnected from the fabric, UFM's High Availability (HA) capability allows for a
secondary (standby) UFM server to immediately and seamlessly take over fabric
management tasks. Failovers are handled seamlessly and are transparent to both the user
and the applications running in the fabric. UFM'’s High Availability capability, when
combined with Mellanox's High Availability switching solutions allows for non-disruptive
operation of complex and demanding data center environments.

InfiniBand Fabric Managed by UFM

NVIDIA®UFM is a host-based solution that provides all the management functionalities
required for managing fabrics.
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Fabric Topology with UFM

UFM Manager UFM Server UEM Server (HA)
] /
party applications /
/
/
/
Switch V4
Agent
NVIDIA 10 GbE
Switches
Ethernet LAN
InfiniBand
Managed
Servers
Host Agent Host Agent Host Agent

UFM Server is a server on which UFM is installed and has complete visibility over the
fabric to manage routing on all devices.

UFM HA Server is a UFM installed server on a secondary server for High Availability
deployment.

Managed Switching Devices are fabric switches, gateways, and routers managed by UFM.

Managed Servers are the compute nodes in the fabric on which the various applications
are running, and UFM manages all servers connected to the fabric.

UFM Host Agent is an optional component that can be installed on the Managed Servers.
UFM Host Agent provides local host data and host device management functionality.

The UFM Host Agent provides the following functionality:

e Discovery of IP address, CPU, and memory parameters on host
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e Collection of CPU/Memory/Disk performance statistics on host
¢ Upgrading HCA Firmware and OFED remotely
¢ Creating an IP interface on top of the InfiniBand partition
UFM Switch Agent is an embedded component in NVIDIA switches that allows IP address

discovery on the switch and allows UFM to communicate with the switch. For more
information, please refer to Device Management Feature Support.

UFM Communication Requirements

This chapter describes how the UFM server communicates with InfiniBand fabric
components.

UFM Server Communication with Clients

The UFM Server communicates with clients over IP. The UFM Server can belong to a
separate IP network, which can also be behind the firewall.

UFM Server Communication with Clients

g

SHAP Rbanager

UFM Server Communication with UFM Web Ul Client

Communication between the UFM Server and the UFM web Ul client is HTTP(s) based. The
only requirement is that TCP port 80 (443) must not be blocked.
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UFM Server Communication with SNMP Trap Managers

The UFM Server can send SNMP traps to configured SNMP Trap Manager(s). By default,
the traps are sent to the standard UDP port 162. However, the user can configure the
destination port. If the specified port is blocked, UFM Server traps will not reach their
destination.

Summary of UFM Server Communication with Clients

Affected

. Network Address / Service / Port Direction
Service
: Out-of-band HTTP /80 . .
Web Ul Client management® HTTPS | 443 Bi-directional
SNMP Trap Out-of-band : UFM Server to
Notification management® UDP /162 (configurable) SNMP Manager

*If the client machine is connected to the IB fabric, IPolB can also be used.

UFM Server Communication with InfiniBand Switches

UFM Server Communication with InfiniBand Switches

NVIDIA UFM Enterprise User Manual v6.16.0-5
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UFM Server InfiniBand Communication with Switch

The UFM Server must be connected directly to the InfiniBand fabric (via an InfiniBand
switch). The UFM Server sends the standard InfiniBand Management Datagrams (MAD) to
the switch and receives InfiniBand traps in response.

UFM Server Communication with Switch Management
Software (Optional)

The UFM Server auto-negotiates with the switch management software on Mellanox Grid
Director switches. The communication is bound to the switch Ethernet management port.

The UFM Server sends a multicast notification to MCast address 224.0.23.172, port 6306
(configurable). The switch management replies to UFM (via port 6306) with a unicast
message that contains the switch GUID and IP address. After auto-negotiation, the UFM

server uses Switch JSON API (HTTPS based) to retrieve inventory data and to apply switch
actions (software upgrade and reboot) on the managed switch.

The following Device Management tasks are dependent on successful communication as
described above:

o Switch IP discovery

e FRU Discovery (PSU, FAN, status, temperature)
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e Software and firmware upgrades

The UFM Server manages IB Switch Devices over HTTPS (default port 443 — configurable)

and / or SSH (default port 22 - configurable).

UFM Server Communication with Externally Managed

Switches (Optional)

UFM server uses Ibdiagnet tool to discover chassis information (PSU, FAN, status,

temperature) of the externally managed switches.

By monitoring chassis information data, UFM can trigger selected events when module

failure occurs or a specific sensor value is above threshold.

Summary of UFM Server Communication with InfiniBand

Switches

Affected

. Network Address / Service / Port
Service

InfiniBand
Management/ |InfiniBand Management Datagrams
Monitoring

Switch IP

Address

Discovery

(auto- Out-of-band Multicast 224.0.23.172,
negotiation with | management TCP / 6306 (configurable)
switch

management

software)

Switch Chassis TCP / UDP / 6306 (configurable)
Out-of-band .

Management / management SNMP / 161 (configurable)

Monitoring g SSH / 22 (configurable)
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Direction

Bi-directional

Multicast: UFM
Server to
switch

TCP: Bi-
directional

Bi-directional
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UFM Server Communication with InfiniBand Hosts

UFM Server Communication with InfiniBand Hosts

UFM Server InfiniBand Communication with HCAs

The UFM Server must be connected directly to the InfiniBand fabric. The UFM Server
sends the standard InfiniBand Management Datagrams (MADs) to the Host Card
Adapters (HCAs) and receives InfiniBand traps.

UFM Server Communication with InfiniBand Hosts

Affe;ted Network Address / Service / Port Direction
Service

InfiniBand

Management / |InfiniBand Management Datagrams Bi-directional
Monitoring

UFM Server High Availability (HA) Active—Standby
Communication
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UFM Server HA Active—Standby Communication

SRMP Winager

UFM Server HA Active—Standby Communication

UFM Active — Standby communication enables two services: heartbeat and DRBD.

e heartbeatis used for auto-negotiation and keep-alive messaging between active and
standby servers. heartbeat uses port 694 (udp).

e DRBD is used for low-level data (disk) synchronization between active and standby
servers. DRBD uses port 8888 (tcp).

Affegted Network Address / Service / Port Direction

Service

UFM FIA Out-of-band | UDP / 694 Bi-directional

heartbeat management

UFM HA DRBD | Qut-of-band TCP / 8888 Bi-directional
management

*An IPolB network can be used for HA, but this is not recommended, since any InfiniBand failure might cause
split brain and lack of synchronization between the active and standby servers.

UFM Software Architecture
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The following figure shows the UFM high-level software architecture with the main
software components and protocols. Only the main logical functional blocks are displayed
and do not necessarily correspond to system processes and threads.
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Graphical User Interface

UFM User Interface is a web application based on JavaScript and Angular JS, which is
supported by any Web Browser. The Web application uses a standard REST API provided
by the UFM server.

Client Tier API

Third-party clients are managed by the REST API.

Client Tier SDK Tools

Support for UFM’s APl and a set of tools that enhance UFM functionality and
interoperability with third-party applications are provided as part of UFM.

UFM Server
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UFM server is a central data repository and management server that manages all physical
and logical data. UFM-SDN Appliance receives all data from the Device and Network tiers
and invokes Device and Network tier components for management and configuration
tasks. UFM-SDN Appliance uses a database for data persistency. The UFM-SDN Appliance
is built on the Python twisted framework.

Subnet Manager

Subnet Manager (SM) is the InfiniBand “Routing Engine”, a key component used for fabric
bring-up and routing management. UFM uses the Open Fabric community OpenSM
Subnet Manager. UFM uses a plug-in API for runtime management and fabric data export.

NVIDIA Scalable Hierarchical Aggregation and Reduction
Protocol (SHARP)™ Aggregation Manager

NVIDIA Scalable Hierarchical Aggregation and Reduction Protocol (SHARP) is a technology
that improves the performance of mathematical and machine learning applications by
offloading collective operations from the CPU to the switch network.

Aggregation Manager (AM) is a key component of NVIDIA SHARP software, used for
NVIDIA SHARP resources management.

For further information about NVIDIA SHARP AM, refer to Appendix - NVIDIA SHARP
Integration .

Performance Manager

The UFM Performance Manager component collects performance data from the managed
fabric devices and sends the data to the UFM-SDN Appliance for fabric-wide analysis and
display of the data.

Device Manager

The Device Manager implements the set of common device management tasks on various
devices with varying management interfaces. The Device Manager uses SSH protocol and
operates native device CLI (command-line interface) commands.

UFM Switch Agent

UFM Switch Agent is an integrated part of NVIDIA switch software. The agent supports
system parameter discovery and device management functionality on switches.
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Communication Protocols

UFM uses the following communication protocols:

e Web Ul communicates with the UFM server utilizing Web Services carried on REST
API.

¢ The UFM server communicates with the switch Agent located on managed switches
by proprietary TCP/UDP-based discovery and monitoring protocol and SSH.

e Monitoring data is sent by the switch Agent to UFM server Listener by a proprietary
TCP-based protocol.

UFM enables the fabric administrator to manage the fabric based on discovery data
collected from the fabric. This data is mapped into model elements (objects) available to
the end user via UFM REST APl and UFM Web UI.

UFM Model Basics

The fabric managed by UFM consists of a set of physical and logical objects, including
their connections. The Object Model has a hierarchical object-oriented tree structure with
objects as the tree elements. Each object defines an abstraction for physical or logical
fabric elements.

Physical Model

The Physical Model represents the physical resources and connectivity topology of the
Network. UFM enables discovery, monitoring and configuration of the managed physical
objects.

Physical Objects
lcon Name Description
N/A Port Object Represents the external physical port on

switch or on Host Channel Adapter
(HCA). A port is identified by its number.
UFM provides InfiniBand standard
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lcon Name

N/A Module Object

Link Object

N/A Cable Object

r-dmz-wfml3

\ Computer Object

/EF‘me‘E'"*""?E Switch Object

@ Rack Object
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Description

management and monitoring
capabilities on the port level.

Represents the Field Removable Unit,
Line card, and Network card on switch or
HCA on host. For NVIDIA Switches, Line
and Network Cards are modeled as
modules.

Represents the physical connection
between two active ports.

Represents the physical cable or the
transceiver connected to one of the link
edges.

Represents the computer (host)
connected to the Fabric. The UFM Agent
installed on the host provides extended
monitoring and management
capabilities. Hosts without agents are
limited to InfiniBand standard
management and monitoring
capabilities.

Represents the switch chassis in the
Fabric. A Switch object is created for
every NVIDIA Switch. Switches of other
vendors are represented as InfiniBand
Switches and limited by InfiniBand
standard management and monitoring
capabilities.

Represents the arbitrary group of
switches or computers. When linked
devices are shown as a group, the link is
shown between the group and the peer
object.
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UFM Installation and Initial
Configuration

UFM® software includes Server and Agent components. UFM Server software should be
installed on a central management node. For optimal performance, and to minimize
interference with other applications, it is recommended to use a dedicated server for
UFM. The UFM Agent is an optional component and should be installed on fabric nodes.
The UFM Agent should not be installed on the Management server.

The following sections provide step-by-step instructions for installing and activating the
license file, installing the UFM server software, and installing the UFM Agent.

UFM Installation Steps

¢ Running UFM Server Software

e Upgrading UFM Software

e Uninstalling UFM

e Appendix - UFM Migration

e Appendix - UFM Factory Reset

e Historical Telemetry Collection in UFM

UFM Installation Steps

e Downloading UFM Software and License File

e Installing UFM Server Software

Downloading UFM Software and
License File

NVIDIA UFM Enterprise User Manual v6.16.0-5
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Before you obtain a license for the UFM® software, prepare a list of servers with the MAC
address of each server on which you plan to install the UFM software. These MAC
addresses are requested during the licensing procedure.

Obtaining License

UFM is licensed per managed device according to the UFM license agreement.

When you purchase UFM, you will receive an email with instructions on obtaining your
product license. A valid UFM license is a prerequisite for the installation and operation of
UFM.

UFM licenses are per managed node and are aggregative. If you install an additional
license, the system adds the previous node number and the new node number and
manages the sum of the nodes. For example, if you install a license for 10 managed nodes
and an additional license for 15 nodes, UFM will be licensed for up to 25 managed nodes.

To obtain the license:

1. Go to NVIDIA’s Licensing and Download Portal and log in as specified in the licensing
email you received.

o If you did not receive your NVIDIA Licensing and Download Portal login
information, contact your product reseller.

2. If you purchased UFM directly from NVIDIA and you did not receive the login
information, contact enterprisesupport@nvidia.com. Click on the Network
Entitlements tab. You'll see a list with the serial licenses of all your software products
and software product license information and status.

APVIEHA LICENTN

3. Select the license you want to activate and click on the “Actions” button.
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4. In the MAC Address field, enter the MAC address of the delegated license-registered
host. If applicable, in the HA MAC Address field, enter your High Availability (HA)
server MAC address. If you have more than one NIC installed on a UFM Server, use

any of the MAC addresses.

Make changes to the license allotment and generate a new file

1D MNAME PROVISIONED EXPIRATION
kovidxdbwy-
[ :\h’x _':l |: LUFM Enterprise - Juni 16, 2022 - Jun
nncy.ZuLa- cubye | U 1€ 2075
ubs Licensing-1 202
cmiohiuabuy - = Senes
milnx-ufm-lkvkdixdbwy-tnohcy2uud-cmOhiudbuu-20220711143558.lic
Jul 11, 2022 5:37 PM =, Jul 11, 2022 5:37 PM
MAC Address

24:68:96:61.04.6C

Secondary MAC Address (optional)

5. Click on Generate License File to create the license key file for the software.
6. Click on Download License File and save it on your local computer.
If you replace your NIC or UFM server, repeat the process of generating the license to set

new MAC addresses. You can only regenerate a license two times. To regenerate the
license after that, contact NVIDIA Sales Administration at enterprisesupport@nvidia.com.

Downloading UFM Software

() Note

Due to internal packaging incompatibility, this release has two
different packages for each of the supported distributions:
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e One for UFM deployments over MLNX_OFED 5.X (or newer)

Please make sure to use the UFM installation package compatible to
your setup.

This software download process applies to software updates and first-time installation.
If you own the UFM Media Kit and this is your first-time installation, skip this section.

To download the UFM software:

1. Click on Software Downloads, filter the product family to UFM, and select the
relevant version of the software. Click on Download.

TAMVIDLA, LICENSING

. b LG B R AR e 5 o ) M yma®

AT
: -
(LI

anoRs FLATH O 7 a0 FRODUCT vkl R TN (5.1

it

2. Save the file on your local drive.

3. Click Close.

Installing UFM Server Software

The default UFM installation directory is /Jopt/ufm.
UFM Server installation options are:

e Standalone

NVIDIA UFM Enterprise User Manual v6.16.0-5



o High Availability (HA) - Delivered in a separate package as of UFM v6.10.0.
e Docker Container

The following processes might be interrupted during the installation process:
e httpd (Apache?2 in Ubuntu)
e dhcpd

After installation:
1. Activate the software license.

2. Perform initial configuration.

() Note

Before you run UFM, ensure that all ports used by the UFM server for
internal and external communication are open and available. For the
list of ports, see Used Ports.

Installed Packages

A of UFM Enterprise v6.11.0, installation is based on Conda-4.12 (or newer) for Python3.9
environment and third-party packages deployments. The below-listed packages can be
used for all supported operating systems.

Conda binaries Conda Python Environment
_libgcc_mutex=0.1=main appdirs==1.4.4
_openmp_mutex=5.1=1_gnu apscheduler==3.9.1
c-ares=1.18.1=h7f8727¢e_0 asgiref==3.5.2

ca-

certificates=2022.07.19=h06a4308_0 | 2SN1Crypto==1.5.1

curl=7.84.0=h5eee18b_0 attrs==21.4.0
krb5=1.19.2=hac12032_0 automat==20.2.0
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Conda binaries

Conda Python Environment

l[d_impl_linux-64=2.38=h1181459_1

bcrypt==3.2.2

libcurl=7.84.0=h91b91d3_0

cached-property==1.5.2

libedit=3.1.20210910=h7f8727e_0

cachetools==5.1.0

libev=4.33=h7f8727e_1

cairocffi==1.0.0

libffi=3.3=he6710b0_2

cairosvg==2.5.2

libgcc-ng=11.2.0=h1234567_1

carbon==1.1.10

libgomp=11.2.0=h1234567_1

certifi==2022.5.18

libnghttp2=1.46.0=hce63b2e_0

cffi==1.15.0

libssh2=1.10.0=h8f2d780_0

chardet==4.0.0

libstdcxx-ng=11.2.0=h1234567_1

charset-normalizer==2.0.12

ncurses=6.3=h5eee18b_3

click==8.1.3

openssl=1.1.1g=h7f8727¢e_0

constantly==15.1.0

pip=22.1.2=py39h06a4308_0

cryptography==37.0.2

python=3.9.12=h12debd9_1

cssselect==1.1.0

readline=8.1.2=h7f8727e_1

cssselect?2==0.6.0

sqlite=3.39.2=h5082296_0

daemonize==2.5.0

tk=8.6.12=h1ccaba5_0

defusedxml==0.7.1

wheel=0.37.1=pyhd3eb1b0_0

distro==1.7.0

xz=5.2.5=h7f8727e_1

django==3.0.14

zlib=1.2.12=h7f8727e_2

django-piston3==0.3rc2

django-tagging==0.4.3

docker==5.0.3
ecdsa==0.17.0
flask==1.1.1

graphite-web==1.1.10

hyperlink==21.0.0

idna==3.3

importlib-metadata==4.11.3
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Conda binaries

Conda Python Environment

incremental==21.3.0

inotify==0.2.10

ipaddress==1.0.23

ipy==1.1

isodate==0.6.1

itsdangerous==1.1.0

jinja2==2.10.3

jsonschema==4.5.1

Ixml==4.8.0

markupsafe==1.1.1

more-itertools==8.13.0

mysqlclient==2.1.0

netaddr==0.8.0

netifaces==0.11.0

nose==1.3.7

ntim-auth==1.5.0

numpy==1.22.4

paramiko==2.11.0

pbr==5.9.0

pillow==9.1.1

platformdirs==2.5.2

ply==3.11
psutil==5.9.0
pyasn1==0.4.8

pyasn1-modules==0.2.8

pycairo==1.21.0

pycparser==2.21

pycrypto==2.6.1
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Conda binaries

Conda Python Environment

pycryptodomex==3.14.1

pydes==2.0.1
pydo==2.0.5
pygal==3.0.0

pyhamcrest==2.0.3

pyinotify==0.9.6

pynacl==1.5.0

pyopenss|==22.0.0

pyparsing==3.0.9

pyrsistent==0.18.1

pyserial==3.5

pysmi==0.3.4

pysnmp==4.4.12

python-dateutil==2.8.2

python-hostlist==1.21

python-magic==0.4.27

python-mimeparse==1.6.0

pytz==2022.1

pytz-deprecation-shim==0.1.0.post0

PyYAML==6.0

requests==2.27.1

requests-file==1.5.1

requests-ntim==1.1.0

requests-toolbelt==0.9.1

service-identity==21.1.0

setproctitle==1.1.10

setuptools==62.3.2

six==1.16.0
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Conda binaries

Conda Python Environment

soappy-py3==0.52.27

south==0.8.4

sqlparse==0.4.2

stdeb==0.10.0

subprocess32==3.5.4

tinycss==0.4

tinycss2==1.1.1

twisted==22.4.0

txamgp==0.8.2

typing-extensions==4.2.0

tzdata==2022.1

tzlocal==4.2
ujson==5.3.0
urllib3==1.26.9

webencodings==0.5.1

websocket-client==1.3.2

werkzeug==0.16.0

wheel==0.37.1

whisper==1.1.8

wstools==0.4.8

wstools-py3==0.54.4

zeep==4.1.0

zipp==3.8.0

zope-interface==5.4.0

aiohttp==3.8.1

aiosignal==1.2.0

async_timeout==4.0.2

asynctest==0.13.0
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Conda binaries Conda Python Environment

frozenlist==1.2.0

idna_ssl==1.1.0

multidict==5.2.0

yarl==1.7.2

Installing UFM Server Software

For instructions on installing the UFM server software, please refer to following
instructions per desired installation mode.

Installing UFM Server on Bare Metal Server

e Installing UFM on Bare Metal Server- Standalone Mode

e Installing UFM on Bare Metal Server - High Availability Mode

Installing UFM Docker Container Mode

e Installing UFM on Docker Container - Standalone Mode

e Installing UFM on Docker Container - High Availability Mode

Activating Software License

For instructions on how to activate the software license, please refer to the Activating
Software License.

Running UFM Server Software

e Perform initial configuration.

e Ensure that all ports used by the UFM server for internal and external
communication are open and available. For the list of ports, see Used Ports.

You can run the UFM server software in the following modes:

e Management
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e Monitoring
e High Availability

e High Availability with failover to an external SM

() Note

In Management or High Availability mode, ensure that all Subnet
Managers in the fabric are disabled before running UFM. Any
remaining active Subnet Managers will prevent UFM from running.

Running UFM Server Software in Management Mode

After installing, run the UFM Server by invoking:

systemctl start ufm-enterprise.service

() Note

[etc/init.d/ufmd - Available for backward compatibility.

Log files are located under /opt/ufm/files/log (the links to log files are in Jopt/ufm/log).

Running UFM Software in High Availability Mode

On the Master server, run the UFM Server by invoking:

ufm_ha_cluster start

NVIDIA UFM Enterprise User Manual v6.16.0-5 67



You can specify additional command options for the ufmha service.

ufm_ha_cluster Command Options

Command Description
start Starts UFM HA cluster.
stop Stops UFM HA cluster.

Initiates failover (change mastership from local

failover

server to remote server).

Initiates takeover (change mastership from
takeover

remote server to local server).
status Shows current HA cluster status.
cleanup Cleans the HA configurations on this node.
help Displays help text.

Running UFM Software in Monitoring Mode

Run UFM in Monitoring mode while running concurrent instances of Subnet Manager on
NVIDIA switches. Monitoring and event management capabilities are enabled in this mod
UFM non-monitoring features such as provisioning and performance optimization are
disabled in this mode.

The following table describes whether features are enabled or disabled in Monitoring
mode.

Features Enabled/Disabled in Monitoring Mode

Feature Enabled/Disabled in Monitoring Mode
Fabric Discovery Enabled
Topology Map Enabled
Fabric Dashboard Enabled
Fabric Monitoring Enabled
tArIaeF;’S and Thresholds (inc. SNMP Enabled
Fabric Logical Model Enabled
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Feature Enabled/Disabled in Monitoring Mode

Subnet Manager and plugins Disabled
Subnet Manager Configuration Disabled
Automatic Fabric Partitioning Disabled
Central Device Management Disabled
Quality of Service Disabled
Failover (High Availability mode) Disabled
Traffic Aware Routing Algorithm Disabled
Device Management Disabled
Integration with Schedulers Disabled
Unhealthy Ports Disabled

In Monitoring mode, UFM periodically discovers the fabric and updates the topology maps
and database.

For Monitoring mode, connect UFM to the fabric using port ibO only. The fabric must have
a subnet manager (SM) running on it (on another UFM, HBSM, or switch SM).

() Note

When UFM is running in Monitoring mode, the internal OpenSM is not
sensitive to changes in OpenSM configuration (opensm.conf).

(i) Note

When running in Monitoring mode, the following parameters are
automatically

overwritten in the /opt/ufm/files/conf/opensm/opensm_mon.conf file
on startup:

e event_plugin_name osmufmpi
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e event_plugin_options —-vendinfo -m O

Any other configuration is not valid for Monitoring mode.

1. In the Jopt/ufm/conf/gv.cfg configuration file:

» Set monitoring_mode to yes

« If required, change mon_mode_discovery_period (the default is 60 seconds)

» Set reset_mode to no_reset
We recommend this setting when running multiple instances of UFM so that each
port counter is not reset by different UFM instances. For more information, see
Resetting Physical Port Counters.

2. Restart the UFM Server.

The Running mode is set to Monitoring, and the frequency of fabric discovery is updated
according to the setting of mon_mode_discovery_period.

Note that a monitor icon will appear at the top of the navigation bar indicating that
monitoring mode is enabled:

=

HTTP/HTTPS Configuration

By default, UFM is configured to work with the secured HTTPS protocol.

After installation, the user can change the the Web Server configuration to communicate
in secure (HTTPS) or non-secure (HTTP) protocol.

For changing the communication protocol, use the following parameter under the [Server]
sectionin the gv.cfg file:

e ws_protocol = https

Changes will take effect after restarting UFM.
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For further information, please refer to the Launching a UFM Web Ul Session available in
the UFM Quick Start Guide.

UFM Internal Web Server Configuration

UFM uses Apache as the main Web Server for client external access. The UFM uses an
internal web server process to where the Apache forwards the incoming requests.

By default, the internal web server listens to the local host interface (127.0.0.1) on port
8000.

For changing the listening local interface or port, use the following parameters under the
[Server] sectionin the gv.cfg file:

e rest_interface = 127.0.0.1
e rest_port = 8000

Changes will take effect after restarting UFM.

User Authentication

UFM User Authentication is based on standard Apache User Authentication. Each Web
Service client application must authenticate against the UFM server to gain access to the
system.
The UFM software comes with one predefined user:

e Username: admin

e Password: 123456

You can add, delete, or update users via User Management Tab.

UFM Authentication Server

The UFM Authentication Server, a centralized HTTP server, is responsible for managing
various authentication methods supported by UFM.

Configurations of the UFM Authentication Server
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The UFM Authentication Server is designed to be configurable and is initially turned off by

default. This means that existing authentication methods are managed either by the

native Apache functionality (such as Basic, Session, and Client Certificate authentication)

or at the UFM level (including Token-Based authentication and Proxy Authentication).
Enabling the UFM Authentication Server provides a centralized service that oversees all
supported authentication methods within a single service, consolidating them under a

unified authentication API.

Apache utilizes the authentication server's APIs to determine a user's authentication
status.

To enable the UFM Authentication Server, refer to Enabling UFM Authentication Server.

All activities of the UFM Authentication Server are logged in the
authentication_service.log file locatedat /opt/ufm/files/log.

Azure AD Authentication

Microsoft Azure Authentication is a service provided by Microsoft Azure, the cloud
computing platform of Microsoft. It is designed to provide secure access control and
authentication for applications and services hosted on Azure.

UFM supports Authentication using Azure Active Directory, and to do so, you need to
follow the following steps:

Register UFM in Azure AD Portal

To log in via Azure, UFM must be registered in the Azure portal using the following steps:

1. Log in to Azure Portal, then click "Azure Active Directory" in the side menu.

2. If you have access to more than one tenant, select your account in the upper right.

Set your session to the Azure AD tenant you wish to use.

3. Under "Manage" in the side menu, click App Registrations > New Registration.
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= Microsoft Azure P Search resources, services, and docs (G+/)

Home > NVIDIA Corporation

g2 NVIDIA Corporation | App registrations  #

[ o
Azure Active Directon

O overview
B Preview features
K Diagnose and solve problems
Manage
& Users
& Groups
BE External Identities
4. Roles and administrators
& Administrative units
® Delegated admin partners
& Enterprise applications
L8 Devices

i App registrations

‘4] Identity Governance

i Application proxy

«

T~ New registration @ Endpoints ﬂ Troubleshooting O Refresh z Download [ Preview feat

o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (/
upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

All applications ~ Owned applications  Deleted applications

& Start typing a display name or application (client) ID to filter these r... +7 Add filters

1 applications found

Display name T

n UFMAPP

4. Provide the application details:

1. Name: Enter a descriptive name.

2. Supported account types: Account types that are allowed to login and use the
registered application.

3. Redirect URL. select the app type Web, and Add the following redirect URL

https:///auth/login
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Hame > NVIDIA Corporation | App registrations >

Register an application

" Mame

The wser-facing display name for this application (this can be changed later).

| urm_app <]

Supported account types

Whao can use this application or access this AP1F

l:} Accounts in this organizational directory only (NWVIDHA Corporation only - Single tenant)

l::l Accounts in any orgamizational directory (Any Azure AD directory - Multitenant)

(®) Accounts in any organizational directory (Any Azure AD directary - Multitenant) and personal Microsoft accounts fe.g. Skype, Xbexd

D Personal Microsoft accounts only

Help me choose...

Redirect URI (opticnal)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and i@ can be
changed Later, but  value s réquirgd for madt authenticalion soenanas.

| wet w | | httpsy10.200.36.68/suthylogin .

Register an app you're working on here, Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agrse 10 the Mcrasoft Platform Policies o

Then, click Register. The app’s Overview page opens.

5. Under Manage in the side menu, click Certificates & Secrets > New client secret.

Add a client secret X

Description | UFM_APP sec |

Expires | Recommended: 180 days (6 months) N |
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Provide a description for the client secret and set an expiration time, then click
"Add’"

6. Copy the client secret key value which will be needed to configure the UFM with
Azure AD (Please note that the value of the generated secret will be hidden and will

not be able to be copied/read after you leave the page.

Under "Manage" in the side menu, click App roles > Create app role.

1 UFM-APP | App rales

[

7. Provide the role details. Please note that the role value must be a valid UFM role;
otherwise, the login will fail.
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Create app role

Display name * 3

| SystemJAdmin

Allowed member types * (&)
O Users/Groups

(:) Applications
@ Both (Users/Groups + Applications)

Value* @

‘ System_Admin

Description * (O

System_Admin

Do you want to enable this app role? ©

8. Assign the created role to the user. Follow the below steps:

_i:-

T Create app role J-«;‘ ot feedback?

B Got o second to ghve us some Teedbac? —

App roles

App roles are custom roles to assign permissions to users or apps. The application de
5 pErmmaEsons dunng authonzation.

F-hwdallmgnﬁ.ppmlul 1

Display name Description Allowed member ty...  Vahu

System_Admen System_Adman Users/Groups Applicat 5}1![
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Assigning app roles X

App roles for Users/Groups 2

Assign app roles with User' allowed member types irdEnterprise

applications or in Microsolt Gragh APls

Learn mone sbout how 10 assign App nodes for Lsers/Groups

App roles for apphications

Assign app roles with "Applications’ allowed member types in
APl permassions blade
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Properties

" Name © Copy to cli?board
UFM-APP )

Application ID (&
OdSebcda-9144-47a2-b685-... [ |

ObjectID @
dd2a68d5-a3e0-45e3-9¢c1c-... |T_'||

Getting Started

& 1. Assign users and groups

Provide specific users and groups access
to the applications

Assign users and groups

(> 3. Self service

Enable users to request access to the
application using their Azure AD
credentials

Get started

. -
4/9 Edit assignment  [] Remowve g~

-+ Add user/group

Update credentials

2. Provision User Accounts

You'll need to create user accounts in
the application

Learn more

== Columns At Got feedback?

0 The application will not appear for assigned users within My Apps. Set 'visible to users? to yes in properties to enable this. —

Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration.

A First 200 shown, to search all users & gro...

Display Mame Object Type

Mo application assignments found
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Hame LIFM-APP | App roles UFM-APP | Users and

Add Assignment

MVIDIA Carpa

Users and groups

1 user selected

Select arole ™

Sy=temn_Admin

tenant ID, client ID, and other details.

NVIDIA. UFM

e

NVIDIA UFM Enterprise User Manual v6.16.0-5

[ el
S I

9. Click on "Overview" in the side menu to view the application information, such as

Enable Azure Authentication From UFM

Azure Authentication Login Page

After enabling and configuring Azure AD authentication, an additional button will appear
on the primary UFM login page labeled 'Sign In with Microsoft, which will leads to the
main Microsoft sign-in page:

Azure authentication is disabled by default. To enable it, please refer to Enabling Azure AD
Authentication.
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Kerberos Authentication

Kerberos is a network authentication protocol designed to provide strong authentication
for client-server applications by using secret-key cryptography.

The Kerberos protocol works on the basis of tickets, it helps ensure that commmunication
between various entities in a network is secure. It uses symmetric-key cryptography,

which means both the client and servers share secret keys for encrypting and decrypting

communication.

To enable Kerberos Authentication, refer to Enabling Kerberos Authentication.
Setting Up Kerberos Server Machine
To set up a system as a Kerberos server, perform the following:

1. Install the required packages:

#Redhat

sudo yum install krb5-1ibs krb5-server

# Ubuntu

sudo apt-get install krb5-kdc krb5-admin-server

2. Edit the Kerberos configuration file © /etc/krb5.conf ’to reflect your realm,
domain and other settings:

[libdefaults]
default_realm = YOUR-REALM

[realms]
YOUR-REALM = {
kdc = your-kdc-server
admin_server = your-admin-server
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[domain_realm]
YOUR-REALM
YOUR-REALM

your-domain

your-domain

3. Use the kdb5_util command to create the Kerberos database:

kdb5_util create -r YOUR-REALM -s

4. Add administrative principals:

Kadmin.local addprinc -randkey HTTP/YOUR-HOST-NAME@YOUR-
REALM

5. Start KDC and Kadmin services:

sudo systemctl start krb5kdc kadmin
sudo systemctl enable krb5kdc kadmin

6. Generate a keytab file. The keytab file contains the secret key for a principal and is
used to authenticate the service.

kadmin.local ktadd -k /path/to/your-keytab-file HTTP/YOUR-
HOST-NAME@YOUR-REALM

Replace /path/to/your-keytab-file with the actual path where you want to
store the keytab file.

Setting Up Kerberos Client Machine
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Follow the below steps to set up a system as a Kerberos client.

1. Install the required packages. When installing the UFM, the following packages will
be installed as dependencies:

#Redhat

krb5-1ibs krb5-workstation mod_auth_gssapi
# Ubuntu

krb5-config krb5-user libapache2-mod-auth-gssapi

2. Configure the /etc/krb5.conf file to reflect your realm, domain, local names map and
other settings:

[libdefaults]
default_realm = YOUR-REALM

[realms]
YOUR-REALM = {
kdc = your-kdc-server
admin_server = your-admin-server
auth_to_local_names = {
your-principle-name = your-local-user

}
}
[domain_realm]
your-domain = YOUR-REALM
your-domain = YOUR-REALM

3. Copy the keytab file from the Kerberos server to the machine where your service
runs (the client). It is important to ensure that it is kept confidential.
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Please ensure that the keytab file exists and that Apache has the necessary read
permissions to access the keytab file; otherwise, Kerberos authentication will not
function properly.

4. Obtain a Kerberos ticket-granting ticket (TGT):

kinit -k -t /path/to/your-keytab-file HTTP/YOUR-HOST-
NAME@YOUR-REALM

5. Enable Kerberos Authentication from UFM. Kerberos authentication is disabled by
default. To enable it, please refer to Enabling Kerberos Authentication.

6. Test the Kerberos Authentication. You can use curl to test whether the user can
authenticate to UFM REST APIs using Kerberos.

curl --negotiate -i -u : -k ‘'htps//ufmc-eos01/ufmRestKrb/app/tokens'

Licensing

UFM license is subscription-based featuring the following subscription options:

1-year subscription

3-year subscription

5-year subscription

Evaluation 30-day trial license

() Note
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UFM will continue to support old license types, but they are no longer
available to obtain.

2 months before the expiration of your subscription license, UFM will warn you that your
license will expire soon. After the subscription expires, UFM will continue to work with the
expired license for two months beyond its expiration.

During this extra two-month period, UFM will generate a critical alarm indicating that the
UFM license has expired and that you need to renew your subscription. Failing to do so
within that 2-month period activates UFM Limited Mode. Limited mode blocks all REST
APIs and access to the UFM web UL

UFM enables functionality based on the license that was purchased and installed. This
license determines the functionality and the maximum allowed number of nodes in the
fabric.

To renew your UFM subscription, purchase a new license and install the new license file by

downloading the license file to a temp directory on the UFM master server and then
copying the license file to Jopt/ufm/files/licenses/ directory.

() Note

UFM may not detect new license files if downloaded directly to
Jopt/ufm/files/licenses. If UFM does not detect the new license file, a
UFM restart may be required.

If several licenses are installed on the server (more than one license file exists under
Jopt/ufm/files/licenses/), UFM uses only the strongest license and takes into consideration
the expiration date, and the managed device limits on it, regardless of any other licenses
that may exist on the server.

For instructions on how to view your license, please refer to the UFM Quick Start Guide.

Showing UFM Processes Status

This functionality allows users to view the current status of main processes handled by
the UFM.

NVIDIA UFM Enterprise User Manual v6.16.0-5 83


https://docs.nvidia.com/networking/display/UFMEnterpriseQSGLatest/Running+UFM+Server+Software

e To view the main UFM processes, run the script show_ufm_status.sh under the
/opt/ufm/scripts . Example: /opt/ufm/scripts/show_ufm_status.sh

e To view the UFM main and child processes, run the script show_ufm_status.sh
with —e (extended_processes).

Example: /opt/ufm/scripts/show_ufm_status.sh -e

elMain Process is :

i i

sm Process is : | |
Process is : | 1

healthy Ports Process is : | ]
ily Repart Process is : | 1
Health Process is : | ]
M Telematry Process is @ | 1

[root@r-ufe?7? gvem_github]#® joptiufesscripts/show_ufm_status.sh -e

ModelMain Process £ @ | 1
Dpensa Frocess is : | ]
SHARP Process is @ | 1
Unhealthy Ports Process is : | 1
Baily Repart Process is : | 1
UFM Health Process i @ | 1
UFM Talesstry Process is ¢ | 1

-------------------------------------------------------------------------------------------
SHClientConsumer Process is @ | 1
SMTrapHandler Process is : | |
SysinfolionAgent Proceds £ @ | 1
| 1
1 1

Telematry Agent Frocess is
Telemetry Histery Process is :

Upgrading UFM Software

After UFM® installation, UFM detects existing UFM versions previously installed on the
machine and prompts you to run a clean install of the new version or to upgrade. We
recommend backing up the UFM configuration before upgrading the UFM as specified in
section UFM Database and Configuration File Backup.

For instructions, please refer to the UFM Quick Start Guide.

Uninstalling UFM

UFM Server can be uninstalled by running an uninstall script as described in the UFM
Quick Start Guide.
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Appendix - UFM Migration

Overview

UFM migration enables backup and restores UFM configuration files.
Backup UFM configuration

By default, the following folders (placed in /opt/ufm/files ) are being backed up:
e conf
e dashboardViews
e licenses
e networkViews
e scripts
e sqglite
e templates/user-defined
e ufmhealth/scripts
e userdata

e users_preferences

(i) Note

The user may also backup the UFM historical telemetry data ("-t"
argument).

UFM (Bare Metal)
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/opt/ufm/scripts/ufm_backup.sh --help
usage: ufm_backup.pyc [-h] [-f BACKUP_FILE] [-t]

Optional Arguments

-h -—-help show this help message and exit
-—-backup-file L

-f BACKUP FILE full path of zip file to be generated

-t —telemetry backup UFM historical telemetry

UFM Docker Container

1. Backup UFM configuration. Run
docker exec ufm /opt/ufm/scripts/ufm_backup.sh
2. Copy the backup file from UFM docker container to the host. Run:

docker cp ufm:/root/<backup file> <path on host>

UFM Appliance

1. Backup UFM configuration. Run

ufm data backup [with-telemetry]
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2. Upload the backup file to a remote host. Run:

ufm data upload <backup file> <upload URL>

() Note

More details can be found in the log file /tmp/ufm_backup.log.

Restore UFM Configuration

() Note

All folders which are a part of the UFM backup are restored (filter is
done during the backup stage).

UFM Bare Metal

/opt/ufm/scripts/ufm_restore.sh --help
usage: ufm_restore.pyc [-h] -f BACKUP_FILE [-u] [-V]

Optional Arguments

-h —-help show this help message and exit

—backup-file full path of zip file generated by backup

-f BACKUP_FILE BACKUP_FILE script
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-u -—-upgrade upgrades the restored UFM files

-V —-verbose makes the operation more talkative

UFM Docker Container

1. Stop UFM. Run:

docker exec ufm /etc/init.d/ufmd stop

2. Copy the backup file from the host into UFM docker container. Run:

docker cp <backup file> ufm:/tmp/<backup file>

3. Restore UFM configuration. Run:

docker exec ufm /opt/ufm/scripts/ufm_restore.sh -f
/tmp/<backup file> [--upgrade]

4. Start UFM. Run:

docker exec ufm /etc/init.d/ufmd start

UFM Appliance

1. Stop UFM. Run:
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no ufm start

2. Copy the backup file from a remote host into UFM appliance. Run:
ufm data fetch <download URL>

3. Restore UFM configuration. Run:
ufm data restore <backup file>

4. Start UFM. Run:

ufm start

() Note

When restoring the UFM configuration from host to a container, the
following parametersin /opt/ufm/files/conf/gv.cfg may be
reset the following:

o fabric_interface
e ufma_interfaces

e mgmt_interface

() Note
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UFM configuration upgrade during restore is not supported in UFM
Appliance GEN2/GEN2.5

More details can be found in the log files /tmp/ufm_restore.log and
/tmp/ufm_restore_upgrade.log

Appendix - UFM Factory Reset

This section provides a comprehensive guide on resetting UFM to its original factory
settings.

() Note

WARNING!!! this operation will remove all user data and configuration
and will restore UFM to its factory defaults.

() Note

The UFM Factory-Reset will exclusively revert UFM to its original
factory settings, leaving HA configurations unaffected. To remove HA,

it is essential to execute ufm_ha_cluster cleanup before
initiating the factory reset.

UFM Docker Container Factory Reset

To reset UFM to its factory defaults when using UFM on a Docker container, follow these
steps.
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1. Ensure that UFM is not up and running. If UFM is running, stop it.

For Stand-alone (SA) installations:

systemctl stop ufm-enterprise
# validate that ufm is not running
systemctl status ufm-enterprise

For High-Availability setups (perform the following on the master node only):

ufm_ha_cluster stop
# validate that ufm is not running

ufm_ha_cluster status

2.Run mellanox/ufm-enterprise Docker Container with the following flags:

() Note

WARNING: This operation will erase all user data and
configurations, resetting UFM to its factory defaults

CAUTION: This step does not require user confirmation, meaning
UFM will be restored to factory defaults immediately once
initiated.

docker run -it --name=ufm_installer --rm \
-v /var/run/docker.sock:/var/run/docker .sock

-v /tmp:/tmp \
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v /opt/ufm/files/:/opt/ufm/shared_config_files/ \
mellanox/ufm-enterprise:latest \
--factory-reset

Flag Type Description

The container name must be called

name=ufm_inst |Mandatory ufm_installer

aller

-V
/var/run/dock
er.sock:/var/ |Mandatory
run/docker.so

The docker socket must be mounted
on the docker container.

ck
Logs of the operation can be viewed
-V /tmp:/tmp Optional in /tmp on the hostin caseitis
mounted.
-V
/opt/ufm/file For the factory reset to persist, it is
s/:/opt/ufm/s | Mandatory essential to have the Jopt/ufm/files
hared_config_ directory mounted from the host.
ufm/
mellanox/ufm-
enterprise:la |Mandatory The docker image name.
test
_factory- This action will signal the UFM
; Y Mandatory container to initiate the factory reset
rese process.

UFM Enterprise Factory Reset

To restore UFM Enterprise to factory defaults:
1. Ensure that UFM is not up and running. If UFM is running, stop it.

For Stand-alone (SA) installations:
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systemctl stop ufm-enterprise
# validate that ufm is not running

systemctl status ufm-enterprise
For High-Availability setups (perform the following on the master node only):

ufm_ha_cluster stop
# validate that ufm is not running

ufm_ha_cluster status

2.Runthe ufm_factory_reset.sh script:

() Note

WARNING: This operation will erase all user data and
configurations, resetting UFM to its factory defaults.

/opt/ufm/scripts/ufm_factory_reset.sh [-y]

Flag:
Flag Type Description
-y Optional Does not require user confirmation.

Storage Considerations

UFM periodically collects fabric port statistics and saves them in its SQLite database.
Before starting up UFM Enterprise, please consider the following disk space utilization for
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various fabric sizes and duration.

The measurements in the table below were taken with sampling interval set to once per
30 seconds.

() Note

Be aware that the default sampling rate is once per 300 seconds. Disk
utilization calculation should be adjusted accordingly.

Number of Storage per Storage
Nodes Ports per Node | Storage per Hour 15 Days per 30
Days
1152
576 MB MB
16 8 1.6 MB (0563GB) | (1.125
GB)
7920
3960 MB MB
100 8 11 MB (3.867GB) | (7.734
GB)
36000
18000 MB MB
500 8 50 MB (17.58 GB) (35.16
GB)
72000
1000 o 100 MB 36000 MB MB

(35.16 GB) (70.31
GB)
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UFM Software Installation
Prerequisites

Before installing UFM software, verify the prerequisites for standalone and high availability
installation.

Prerequisites for UFM Server Software Installation

Please refer to the UFM Quick Start Guide.

Additional Prerequisites for UFM High Availability (HA)
Installation

Please refer to the UFM Quick Start Guide.
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UFM System Requirements

Please refer to Installation Notes for information on system prerequisites.
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UFM Server Health
Monitoring

The UFM Server Health Monitoring module is a standalone module that monitors UFM
resources and processes according to the settings in the
Jopt/ufm/files/conf/UFMHealthConfiguration.xml file.

For example:

e Each monitored resource or process has its own failure condition (humber of retries
and/or timeout), which you can configure.

o If a test fails, UFM will perform a corrective operation, if defined for the process, for
example, to restart the process. You can change the configured corrective operation.
If the corrective operation is set to "None", after the defined number of failures, the
give-up operation is performed.

o If a test reaches the configured threshold for the number of retries, the health
monitoring initiates the give-up operation defined for the process, for example, UFM
failover or stop.

* By default, events and alarms are sent when a process fails, and they are also
recorded in the internal log file.

Each process runs according to its own defined schedule, which you can change in the
configuration file.

Changes to the configuration file take effect only after a UFM Server restart. (It is possible

to kill and run in background the process nohup python

Jopt/ufm/ufmhealth/UfmHealthRunner.pyo &.)

You can also use the configuration file to improve disk space management by configuring:
e How often to purge MySQL binary log files.

e When to delete compressed UFM log files (according to free disk space).

The settings in the Jopt/ufm/files/conf/UFMHealthConfiguration.xml file are also used to
generate the UFM Health Report.

NVIDIA UFM Enterprise User Manual v6.16.0-5 97



The following section describes the configuration file options for UFM server monitoring.

UFM Health Configuration

The UFM health configuration file contains three sections:

e Supported Operations—This section describes all the operations that can be used in
tests, and their parameters.

e Supported Tests—This section describes all the tests. Each test includes:
o The main test operation.
o A corrective operation, if the main operation fails.

o A give-up operation, if the main operation continues to fail after the corrective
operation and defined number of retries.

The number of retries and timeout is also configured for each test operation.

o Test Schedule - This section lists the tests in the order in which they are performed
and their configured frequency.

The following table describes the default settings in the
Jopt/ufm/files/conf/UFMHealthConfiguration.xml file for each test. The tests are listed in
the order in which they are performed in the default configuration file.
You might need to modify the default values depending on the size of your fabric.
For example, in a large fabric, the SM might not be responsive for sminfo for a long time;
therefore, it is recommended to increase the values for timeout and number of retries for
SMResponseTest.
Recommended configurations for SMResponseTest are:
e For a fabric with 5000 nodes:
o Number of retries = 12
o Frequency =10

e For a fabric with 10000 nodes:

o Number of retries = 12
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o Frequency =20

No. Retries / Test

Test Name / : Corrective Operation .
Description Test Operation (if Test Operation fails) lee—up Freque
Operation ncy
CPUTest None
CpuUsageTest | Tests that overall | If UFM Event Burst
Checks total | CPU usage does |Managementis enabled, it | 1 Retry 1
CPU not exceed 80% | is automatically initiated None minute
utilization. (this percentage | when the test operation
is configurable). | fails
FreeDiskTest
AvailableDiskS | Tests that disk
paceTest space usage for | CleanDisk 3 Retries
Checks Jopt/ufm does Delete compressed UFM log None 1 hour
available disk | not exceed 90% | files under /Jopt/ufm
space. (this percentage
is configurable).
CheckIBFabric
Interface IBInterfaceTest 3 Retries 35
Checks state | Tests that active | BringUplBFabriclnterface SMOrUFMFail cecond
of active fabric interface | Bring up the fabric interface | overOrDoNot
fabric is up. hing
interface.
CheckIBFabric
InterfaceStan IBInterfaceTestO
dby nStandby
(HA only) Tests that fabric | None | Retry ] .
Checks state |. None minute
of fabric mterfacg on
interface on standby is up.
standby.
MemoryUsageTe
st
MemoryTest | Tests that
Checks total | memory usage 1 Retry 1
None :
memory does not exceed None minute

usage. 90% (this
percentage is
configurable).
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Test Name /
Description

SMProcessTes
t

Checks status
of the
OpenSM
service.

SMResponseT
est

Checks
responsivenes
s of SM (when
SM process is
running).

IbpmTest
Checks status
of the IBPM
(Performance
Manager)
service.

ModelMainTes
t

Checks status
of the main
UFM service

HttpdTest
Checks status
of the httpd
service.

MySqlTest
Checks status
of the MySql
service.

CleanMySq|
Purges MySq|
Logs

Test Operation

SMRunningTest

Tests that the
SM process is
running.

SMTest

Tests SM
responsiveness
by sending the

sminfo query to

SM.

ProcesslIsRunnin

gTest

Tests that the
IBPM service is
running.

ProcessIsRunnin

gTest

Tests that the
UFM service is
running.

ProcesslIsRunnin

gTest

Tests that the
httpd service is
running.

ConnectToMySq|

Tests that the

MySql service is

running.

AlwaysFailTest
Fails the test in

Corrective Operation
(if Test Operation fails)

RestartProcess
Restart the SM process

None

RestartProcess
Restart the IBPM service

RestartProcess
Restart the UFM service

RestartProcess
Restart the httpd service

None

PurgeMySqlLogs
Purge all MySql Logs on

order to perform |each test
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No. Retries /
Give-up
Operation

1 Retry
UFMFailoverO
rDoNothing

9 Retries
UFMFailoverO
rDoNothing

3 Retries
None

3 Retries
UFMFailoverO
rDoNothing

3 Retries
None

1 Retry
UFMFailoverO
rDoNothing

1 Retry
None

Test
Freque
ncy

10
second
S

10
second
S

minute

20
second
S

20
second
S

20
second
S

24
hours
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No. Retries / Test

Test Name / . Corrective Operation .
L Test Operation . : : Give-up Freque
Description (if Test Operation fails) .
Operation ncy
the corrective
action.
UFMServerVer
sionTest UfmVersionTest
Checks UFM | Returns UFM 1 Retry 24
. None
software software version None hours
version and information.
build.
ggsng?ggemc: UfmLicenseTest
Checks UFM R.etums UFM None 1 Retry 24
. License None hours
License . .
. . information.
information.
UFMServerHA | UfmHAConfigura
Configuration | tionTest
Test Returns
(HA only) information None 1 Retry 24
Checks the about the None hours
configuration | master and
on master and | standby UFM
standby. servers.
UfmMemoryUsa
geTlest
UFMMemoryT Tests that UFM
est
Checks memory usage None 1 Retry 1
available UEM does not exceed None minute
80% (this
memory. .
percentage is
configurable).
CPUTest
LGJ;I\gthuUsag Tests that UFM
Checks UEM CPU usage does None 1 Retry 1 .
CPU not exceed 60% None minute
L (this percentage
utilization. . .
is configurable).
CheckDrbdTc | TcpConnectionP | None 2 Retry 10
pConnectionP |erformanceTest None minute
erformanceTe
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Test Name /
Description

st (HA only)
Checks the
tcp
connection
between
master and
standby

() Note

Corrective Operation

Test Operation (if Test Operation fails)

Tests that
bandwidth is
greater than 100
Mb/sec and
latency is less
than 70 usec
(configurable).

No. Retries/ | Test
Give-up Freque
Operation ncy

The Supported Operations section of the configuration file includes
additional optional operations that can be used as corrective
operations or give-up operations.

UFM Core Files Tracking

To receive a notification every time OpenSM or ibpm creates a core dump, please refer to
the list of all current core dumps of OpenSM and ibpm in the UFM health report.

# To receive core dump notifications, do the following:

1. Set the core_dumps_directory field in the gv.cfg file to point to the location where
all core dumps are created (by default, this location is set to /tmp).

core_dumps_directory = /tmp

2. Set the naming convention for the core dump file. The name must include the
directory configured in the step above.

The convention we recommend is:
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echo "/tmp/%t.core.%e.%p.%h" > /proc/sys/kernel/core_pattern

3. Make sure core dumps directory setting is persistent between reboots. Add the
kernel.core_pattern parameter with the desired file name format to the
/etc/systctl.conf file. Example:

kernel.core_pattern=/tmp/%t.core.%e.%p.%h
4. Configure the core file size to be unlimited
ulimit -c unlimited

5. (Only on UFM HA master) Update the UFM configuration file gv.cfg to enable core
dump tracking.

track_core_dumps = yes

Example of Health Configuration

The default configuration for the overall memory test in the
opt/ufm/files/conf/UFMHealthConfiguration.xml file is:

<Test Name="MemoryTest" NumOfRetriesBeforeGiveup="3"
RetryTimeoutInSeconds="10">
<TestOperation Name="MemoryUsageTest">
<Parameters>
<Parameter Name="ThresholdInPercents" Value="90"/>
</Parameters>
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</TestOperation>

<CorrectiveOperation Name="None" />

<GiveupOperation Name="None"/>
</Test>

This configuration tests the available memory. If memory usage exceeds 90%, the test is
repeated up to 3 times at 10 second intervals, or until memory usage drops to below 90%.
No corrective action is taken and no action is taken after 3 retries.

To test with a usage threshold of 80%, and to initiate UFM failover or stop UFM after three
retries, change the configuration to

<Test Name="MemoryTest" NumOfRetriesBeforeGiveup="3"
RetryTimeoutInSeconds="10">
<TestOperation Name="MemoryUsageTest">
<Parameters>
<Parameter Name="ThresholdInPercents" Value="80"/>
</Parameters>
</TestOperation>
<CorrectiveOperation Name="None" />
<GiveupOperation Name="UFMFailoverOrStop"/>
</Test>

Event Burst Management

UFM event burst management can lower the overall CPU usage following an event burst
by suppressing events. Event burst management is configured in the gv.cfg configuration
file.

When the overall CPU usage exceeds the threshold configured by the CpuUsageTest in
the Jopt/ufm/files/conf/UFMHealthConfiguration.xml file, a High CPU Utilization event
occurs.

This event initiates the UFM event burst management, which:

e Suppresses events. The default level of suppression enables critical events only.
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e If, after a specified period of time (30 seconds, by default), no further High CPU
Utilization event occurs, the UFM server enables all events.

To modify Event burst management configuration, change the following parameters in the
gv. cfg file:

# The events' level in case events are suppressed (the possible
levels are disable_all_events, enable_critical_events, and
enable_all_events)

# The entire feature can be turned off using the level
"enable_all_events”

suppress_events_level = enable_critical_events

# The amount of time in seconds which events are suppressed
suppress_events_timeout = 30

Recovery from Consecutive Failures

UFM Server Health Monitor might restart or trigger a failover in order to recover from
specific failures. In case a re-start or failover fails, UFM Server Health Monitor tries the
operation again. Upon a number of consecutive failure attempts to restart or failover, UFM
Server Health Monitor stops trying to restart Model Main and allows OpenSM to run
without intervention. The behavior maximum number of consecutive restart attempts is
defined in the configuration file /opt/ufm/files/conf/UFMHealthConfiguration.xmil:

<Parameter Name="RestartAttempts" Value="8"/>
<Failover MaxAllowedAttempts="6"/>
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UFM Web UlI

This section is constituted by the following sub-sections:

Fabric Dashboard

e Network Map

e Managed Elements

e FEvents & Alarms

e Telemetry
e System Health
e Jobs

e Settings

Fabric Dashboard

The dashboard window summarizes the fabric’s status, including events, alarms, errors,
traffic and statistics.

Fabric Dashboard View
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The Fabric Dashboard view consists of the following six dashboards, which provide real-
time information about the fabric.

Dashboard Views and Panel Management

UFM is installed with a default view of the most important panels. These panels are
resizable and draggable. Users can customize their default view or create new views
altogether

The dashboard views and panels are managed by a set of action buttons appearing at the
top of the main dashboard screen:

New Dashboard View

R h .
View
Edit Dashboard View

Clicking on the Add Panel button will show a model to select which panels you wish to add
to the current dashboard view.
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Dashboard Timeline Snapshots

Once the user is logged into the UFM Enterprise, the UFM will start recording snapshots
of the dashboard panel data every 30 seconds.

The user is able to navigate between these snapshots and load the dashboard data of a
specific data snapshot.

23 Jan
° ° = * * ® ° @ * e » M
08:01:17 06:01:48 04:02:18 06:02:48 06:03:17 06:03:48 06:04:18 06-04:48 06:05:18 06:05:47
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Dashboard Panels

The Fabric Dashboard view consists of the following 12 panels, which are categorized into
3 main categories and provide real-time information about the fabric.

e Health:
o Inventory
o Fabric Health
e Monitoring:
o Traffic Map
o Levels Traffic Map
o Top X Servers by bandwidth
o Top X Switches by bandwidth
o Top X congested servers
o Top X congested switches
o Top X utilized Pkeys
e Events and Alarms:
o Recent Activities
o Top X alarmed servers
o Top X alarmed switches

o Events History

Top N Servers/Switches by Rx or Tx Bandwidth

The Top N servers/switches by Rx or Tx Bandwidth component shows the top elements
that are transmitting or receiving the most bandwidth per second. These elements are
classified top-down according the defined Transmit (Tx) or Receive (Rx) bandwidth
(MB/sec Rate).
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Bandwidth is measured as a rate in bytes/sec.

e Transmitted (Tx) bandwidth is measured by N server/switch ports in MB/sec

e Received (Rx) bandwidth is measured by N server/switch ports in MB/sec

() Note

N can be 5, 10, 15, or 20.

The following table lists the icons of this component:

Options Description
List view Shows the top N elements as a list
Bar Each element is shown in a row with the name
of the element and the bandwidth rate
Shows the top N nodes as a bar graph
Bar view

e X axis shows the rate as a value
e Y axis shows the Node (server) name

Drop-down menu

o -

(%]

1 N

L

Selects the number of items to display
Default: 10 nodes

Monitoring attributes

T«EW -
TxBW
RxBW

g

Selects the attribute for monitoring:

e TxBW - Transmit Bandwidth
e RxBW - Receive Bandwidth

View by port/element
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Options Description
?  Devices v e Clicking a specific port in the ports view
S under the port column redirects to the
. ports table and highlights that particular
port
e Clicking a specific device in the devices
view under the device column redirects to
the Devices table and highlights that
particular node
I;Iter toggle Toggles the filter textbox

Top Servers/Switches by Bandwidth—Bar View

Top 15 Servers By Bandwidth b
E List 15 = Devices TeBW =

r-ufm254-hyp-03 79.1
r-ufm254-hyp-03 72.65
Gl
r-ufm254-hyp-03 72.25
r-ufm?254-hyp-03 70.35
r-ufm254-hyp-03 70.

o]
A

. ~ ~ iy
routeatdhi _bhun 11 AR
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Top 15 Switches By Bandwidth

Bar List T -

roufen 2Rl N3

TeBW =

Top Servers/Switches by Bandwidth—List View
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Right-clicking a device displays a list of the actions that can be performed. These actions
(shown in the following screenshot) are the same actions available in the devices table
(see Devices Actions table under Devices Window).

Device TxBW BandWidth |[Gbps]

Right-clicking a port displays a list of the actions that can be performed. These actions

(shown in the following screenshot) are the same actions available in the Ports table (see
Ports Window for more information).

Top N Congested Servers/Switches by Rx/Tx Bandwidth

The Top N Congested devices by Rx or Tx Bandwidth component shows the top
congested devices, classified top-down according to the defined Transmit (Tx) or Receive
(Rx) bandwidth.

Bandwidth is measured as congestion bandwidth rate (CBW) by percentage.

e For Tx, congestion is measured by N HCA ports.

e For Rx, congestion is measured by N switch ports connected to HCAs.

() Note
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N can be 5, 10, 15, or 20.

Top N Congested Servers by Bandwidth—List View

z

Top 5 Congested Servers

Bar List I Devices = TCEW =
5w
Device Normalized TCBWx Congested BandWidth [%]
r-ufm254-hyp-04 3896
fr-host87 3506
__d.'_-_'?_.—-_:—:z 3489
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Top 5 Congested Switches X
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Device Normalized TCBWx Congested BandWidth (%)
hib 541
M

1
w
u
i
(=]

Top N Congested Servers/Switches by Bandwidth—Bar View

Top 5 Congested Servers X

E List 3w Devices - TCEW =

]

The following table describes the options available in this component.
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Top N Congested Devices by Rx/Tx Bandwidth

Options Description
Shows the top N congested devices as a bar
graph

Bar view

= -

o X axis shows the rate as a percentage
e Y axis shows the congested Node (server)
name

List view

Shows the top N congested nodes as a list
Each congested node is shown in a row with
the name of the node and its picture. It also
shows the bandwidth rate

Drop-down menu

.

(]

L

Enables selecting the number of top N
congested nodes
Default: 10 nodes

View by port/element

Switches view to Top 5 elements By Bandwidth
or Top 5 Ports By Bandwidth. Devices view is
presented by default.

e Clicking a specific port in the Ports view
under the Port column redirects to the
Ports table and highlights that particular
port

e Clicking a specific device in the Nodes
view under the Device column redirects to
the Devices table and highlights that
particular node

Monitoring attributes

T«EW -
TxBW
RxBW

g

e RCBW - Receive Congested Bandwidth
(percentage)

e TCBW - Transmit Congested Bandwidth
(percentage)
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Top N Utilized PKeys

Top N Utilized PKeys displays the top utilized PKeys based on the number of the PKey

members.

() Note

N can be 5, 10, 15, or 20.

Top N Utilized PKeys—List View

op 5 Utilized PKeys

Pkey

Top N Utilized PKeys—Bar View
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Top 5 Utilized PKeys

Bar List I
0x22 3
O 7 0

The following table describes the options available in this component.

Top N Utilized PKeys
Options Description
Shows the top N Utilized Pkeys as a bar graph
Bar view
e R e X axis shows the number of members
e Y axis shows the names of the PKeys
List view Shows the top N Utilized PKeys as a list

Each PKey is shown in a row with the name of
the PKey and the number of its members

Drop-down menu

Enables selecting the number of top N Utilized
PKeys
Default: 10 Utilized PKeys
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Top N Alarmed Servers/Switches

The Top N Alarmed Servers/Switches component shows the top nodes with alarms
classified in a descending order. Alarmed nodes are measured according to the following:

e Severity - only the top nodes, in order of severity:

o Critical
o Minor
o Warning

o Normal

e Alarm -numbers (N canbe 5, 10, 15, or 20)

The following table lists the components.

Top N Alarmed Servers/Switches

Options

List view
Bar [

Bar view

LISK

Drop down menu

J

©n

Filter toggle

NVIDIA UFM Enterprise User Manual v6.16.0-5

Description

Shows the top N alarmed servers/switches as a
list.

Each alarmed device is shown in a row with the
name of the node and the number of alarms.

Shows the top N alarmed devices as a bar
graph.

e X axis shows the number of alarms
e Y axis shows the names of the alarmed
nodes (servers)

Enables selecting the number of top N alarmed
nodes.

Selects the number of items to display.
Default: 10 alarmed nodes

Toggles the Filter textbox
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Options Description

'

Top Alarmed Servers/Switches—List View

A"

Top 5 Alarmed Servers

Device

Alarms

i
=]
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Top 5 Alarmed Switches X

Bar List -
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Device Alarms

Top N Alarmed Servers/Switches—Bar View
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Top 5 Alarmed Servers P 4

Bar List
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