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About This Document

NVIDIA ® UFM @ Enterprise is a powerful platform for managing InfiniBand scale-out
computing environments. UFM enables data center operators to efficiently monitor and
operate the entire fabric, boost application performance and maximize fabric resource
utilization.

This user guide provides documentation for network administrators responsible for
deploying, configuring, monitoring, and troubleshooting the network in their data center.

For a list of the new features, bug fixes and known issues in this release, see Release
Notes.

Software Download
To download the UFM software, please visit NVIDIA's Licensing Portal.

If you do not have a valid license, please fill out the NVIDIA Enterprise Account
Registration form to get a UFM evaluation license.

Revision History

For the list of changes made to this document, refer to Documentation History.
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Release Notes

NVIDIA® UFM® is a powerful platform for managing InfiniBand scale-out computing
environments. UFM enables data center operators to efficiently monitor and operate the
entire fabric, boost application performance and maximize fabric resource utilization.

Key Features

UFM provides a central management console, including the following main features:
e Fabric dashboard including congestion detection and analysis
e Advanced real-time health and performance monitoring
o Fabric health reports
e Threshold-based alerts
e Fabric segmentation/isolation
e Quality of Service (QoS)
¢ Routing optimizations
¢ Central device management
e Task automation
e Logging
¢ High availability
¢ Daily report: Statistical information of the fabric during the last 24 hours

e Event management
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/\ Warning

Prior to installation, please verify that all prerequisites are met. Please
refer to System Requirements.

Changes and New Features

UFM Enterprise Changes and New Features

e For an archive of changes and features from previous releases,
please refer to Changes and New Features History.

e The items listed in the table below apply to all UFM license
types.

o For bare metal installation of UFM, it is required to install
DOCA_HOST before the UFM installation. Please make sure to
use the UFM installation package that is compatible with your
setup, as detailed in Bare Metal Deployment Requirements.

Feature Description

Enhanced the UFM Versions Manager tool for backup management by
UFM Versions | allowing multiple full system backups and enabling restore operations
Manager from any saved UFM backup. For more information, refer to Appendix -
UFM Versions Manager.
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Feature

NVIDIA SHARP

High-
Availability

UFM Infra

Supported
Cables

Persistent
Apache SSL
Configuration

Ports Window

Manage the
Unmanaged
Tool

XDR Router
Support

Supported DC
Switches

Module
Temperature
Threshold

Description

Introduced support for a new SHARP mode,
sharp_reservation_auto_by_pkey, which automatically
synchronizes PKeys defined for SM with SHARP reservations. A new
REST APl is introduced to enable or disable SHARP reservation per
PKey.

To enable or disable, refer to the dedicated REST API documentation
SHARP REST API.

For the corresponding events ID related to the SHARP REST API, refer
to Threshold-Crossing Events Reference (added the following event IDs
1535-1540).

Added support for UFM-Infra active-active mode, enabling both nodes
to perform concurrent write operations while maintaining real-time data
synchronization and a consistent cluster state. For more information,
refer to UFM High-Availability Documentation.

Productize UFM Infra for Docker-based installation on all supported
operating systems. As of UFM v6.24.1, users can enable UFM Infra
features as part of the standard UFM installation. For more information,
refer to UFM Infra Installation and UFM Infra.

Added support for the XDR 2xFR4 OSFP transceiver (OPN: 980-9IAS0-
OOXMON).

Added the ability to enable custom persistent SSL configuration for
security compliance with Docker Container. For more information, refer

to Installing UFM Docker Container Mode ( --custom-ssl-config).

Improved ports filtering by state (Active, Armed, Initialize, and Down) in
the Port window. For more information, refer to Ports Window.

Updated the manage_the_unmanaged tool to improve debuggability

(the -d|--debug flag was added). For more information, see Manage the
Unmanaged Tool in Appendix — Diagnostic Utilities.

Enhanced UFM to include discovery and visualization of the Quantum-3
XDR router (Q3401-RD), an XDR switch which is set in router profile.

Added support for NVIDIA Quantum-3 based XDR InfiniBand DGX
Switch Q3401-RD and MQM9701. For more information, refer to
Installation Notes.

Increased the Module Temperature Threshold Reached (Managed IB
switches only) event to 80. For more information, refer to Threshold-
Crossing Events Reference (updated alarm ID# 392).
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Feature

Clustered
Telemetry

UFM on
Kubernetes

UFM Memory
Consumption
Enhancements

REST APIs

Plugins

Description

Added support for clustered telemetry distribution on multiple nodes
(supported also on UFM Appliances). For more information, refer to UFM
Clustered Telemetry.

Added support for deploying UFM Enterprise on Kubernetes using Helm
charts. For more information, refer to UFM on Kubernetes.

¢ Reduced memory consumption within main UFM and telemetry
agent processes

e Improved UFM responsiveness by offloading telemetry
calculations to a dedicated process

Unhealthy Ports REST API: Added the ability to receive port GUIDs both
in upper and lower case letters.

Actions REST API: Added provisioning capabilities for NVOS switches.
For more information, refer to the Actions REST API.

Updated plugin version, for more information, refer to Plugins Release
Notes.

Tools Changes and New Features

Tool
SHARP
OpenSM

Version Changes and New Features
3.14.0 | NVIDIA SHARP Changes and New Features
5.26.1 | NVIDIA OpenSM Changes and New Features

IBUtils2 Utility | 2.25.0 | NVIDIA IBUtils2 Utility Changes and New Features

Plugins Changes and New Features

For plugin changes, new features, bug fixes or known issues, refer to plugin
documentation under UFM Plugins.

Unsupported Functionalities/Features

The following distributions are no longer supported in UFM:

e Ubuntu18.04/Unbuntu20.04
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Supported Devices

Supported NVIDIA Externally Managed Switches

Type Model Latest Tested Firmware Version
NDR switches | * MAM9790 13, 5516 2054
HDR switches| * MQAM87901 5750142170

e SB7790

EDR switches e SB7890 15.2010.4402

Supported NVIDIA Internally Managed Switches

Type Model Latest Tested OS Version

Q3200_RA
Q3400_RA
Q3401_RA NVOS 25.02.6007

Q3401_RD

XDR switches

e MQM9700
MQM9701

MLNX-0S 3.12.6000

NDR switches NVOS 25.01.4000

MQ8700
MCS8500
TQ8100-HS2F | MLNX-0S 3.12.1002

TQ8200-HS2F

HDR switches
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Type Model Latest Tested OS Version

EDR switches .

SB7700
SB7780
SB7800
CS7500 MLNX-0OS 3.10.4400
CS7510
CS7520

System Requirements

Bare Metal Deployment Requirements

Platform Type and Version
64-bit OS:

0S

(Relevant for e RedHat 8

Standalone e RedHat9

and High- e RedHat 10

Availability e Ubuntu 22.04

deployments)

cpu@) x86_

HCAs

DOCA Host®) |

Ubuntu 24.04

64

NVIDIA ConnectX®-5 with Firmware 16.35.4506 and above
NVIDIA ConnectX®-6 with Firmware 20.48.0414 and above
NVIDIA ConnectX®-7 with Firmware 28.48.0414 and above
NVIDIA ConnectX®-8 with Firmware 40.48.0414 and above

NVIDIA Mezzanine Board with Four ConnectX-7 ASICs for Multi-GPU

Connectivity (CEDAR) with Firmware 28.36.0394 and above
NVIDIA BlueField with Firmware 24.33.900 and above
NVIDIA BlueField-2 with Firmware 24.33.900 and above
NVIDIA BlueField-3 with Firmware 32.48.0414 and above

MLNX_OFED23.x
MLNX_OFED24 .x
MLNX_OFED25.x
MLNX_OFED26.x

NVIDIA UFM Enterprise User Manual v6.24.2
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() Note

@ cpy requirements refer to resources consumed by UFM. You can
also dedicate a subset of cores on a multicore server. For example, 4
cores for UFM on a 16-core server.

(b) For supported HCAs in each DOCA Host version, please refer to
DOCA Host Release Notes.

(©)UFM v6.15.0 is the last version to support NVIDIA ConnectX-4
adapter cards

() Note

For running SHARP Aggregation Manager within UFM, it is
recommended to use MLNX_OFED-5.4.X version or newer.

() Note

Installation of UFM on minimal OS distribution is not supported.

(i) Note

UFM does not support systems in which NetworkManager service is
enabled.

Before installing UFM on RedHat OS, make sure to disable the service.
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Docker Installation Requirements

UFM Docker Container is supported on the standard docker environment (engine).

The following operating systems were tested with Docker Container (as standalone
container):

Component | Type and Version

e RHELS

e RHEL9

e RHELTO

o Ubuntu22.04

o Ubuntu24.04

e Debian 10

e Oracle Enterprise Linux 8.10

Supported OS

() Note

For UFM Docker Container installation in HA mode, please refer to
Bare Metal Deployment Requirements for the list of operating
systems and kernels which support HA.

NVIDIA UFM Enterprise User Manual v6.24.2
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() Note

On some Ubuntu OSs, Docker is installed via SNAP, which might lead
to errors when trying to use UFM Plugins.

To solve this issue, perform the following:

1. Remove Docker installed via SNAP, run:
snap remove --purge docker

2. Update the local package index, run:
apt update

3. Install native Docker, run:

apt install-y docker.io

Podman Installation

() Note

Podman is tested on Oracle Linux 8.10 distribution.

NVIDIA UFM Enterprise User Manual v6.24.2
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Installation Instructions

Since Docker and Podman are mutually exclusive, ensure that any existing Docker
packages are removed before installing Podman. You can do this with the following
command:

yum remove S(rpm -ga | grep docker)

Once Docker is removed, proceed with the installation of Podman and the Podman
Docker-compatible CLI using the following commands:

dnf install podman podman-docker

Finally, enable and start the Podman socket to allow for socket-based communication:

systemctl enable --now podman.socket

After installing Podman, the deployment of UFM Docker Containers and UFM Plugins
should function in the same way as the corresponding Docker deployments.

UFM Server Resource Requirements per Cluster Size

Fabric Size i . Mem?ry Disk Space Requirements
Requirements Requirements
Minimum | Recommended
Up to 1000 16-core server 16 GB 100 GB | 500 GB
nodes
1000-5000 nodes | 32-core server 64 GB 250 GB 1000 GB (1 TB)
2282: 0000 64-core server 64 GB 1000 GB | 2000 GB (2 TB)

NVIDIA UFM Enterprise User Manual v6.24.2
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CPU Memory

Fabric Size Requirements Requirements
Above 10000 64-core server 64 GB
nodes

UFM GUI Client Requirements

The platform and GUI requirements are detailed in the following tables:

Platform | Details

Browser | Edge, Internet Explorer, Firefox, Chrome, Opera, Safari

e Minimum: 8 GB
Memory e Recommended: 16 GB

MFT Package Version

Platform | Details

MFT Integrated with MFT version 4.34.0-145

UFM SM Version

Platform Type and Version

SM UFM package includes SM version 5.26.1

NVIDIA UFM Enterprise User Manual v6.24.2
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() Note

Assuming the SM is connected to the production cluster, it can
handle any events (IB traps) coming from the fabric that is being built;
such events should not affect the routing on the production cluster. If
events occurred in the production cluster, the routing could be
changed.

However, NVIDIA recommends isolating fabric sections to allow faster
bring-ups, faster troubleshooting and misconfiguration avoidance
that can cause routing errors. Isolation provides clearer SM and
CollectX logs, avoiding warnings/errors from masking real production
issues.

UFM NVIDIA SHARP Software Version

Platform Type and Version

NVIDIA® Scalable Hierarchical Aggregation and | UFM package includes NVIDIA SHARP
Reduction Protocol (SHARP)™ software version 3.14.5

Used Ports by UFM Server

For a list of ports used by the UFM Server for internal and external communication, refer
to Used Ports

Software Update from Prior Versions

The installer detects versions previously installed on the machine and prompts you to run
a clean install of the new version or to upgrade while keeping user data and configuration
unchanged.
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The upgrade from previous versions maintains the existing database and configuration,
allowing a seamless upgrade process.

(D Info

Upgrading UFM Enterprise software version is supported up to two
previous GA software versions (GA -1 or -2).

For example, if you wish to upgrade to UFM Enterprise v6.17.0, it is
possible to do so only from UFM Enterprise v6.16.0 or v6.15.0.

() Note

Due to a possible conflict, SM and SHARP installed by the
MLNX_OFED must be uninstalled. The installation procedure will
detect and print all MLNX_OFED packages that must be removed.

Bug Fixes in This Release

UFM Enterprise Bug Fixes

Ref # Description

Description: Fixed issue where UFM is reporting false events of "Node is
down" when a multi-nic host is discovered.

4889257 Keywords: "Node is down", Event, Multi-NIC

Discovered in Release: v6.24.1
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Ref # Description

Description: Fixed missing support of UFM burning the following NVIDIA
transceivers:

Transceiver | Second Source  Major FW Version
MMA4Z00 | Innolight 126
4874703 Innolight 133
MMS4A00 | Eoptolink 135
Coherent 136

Keywords: Burning, Second Source, Cable, Transceiver

Discovered in Release: v6.24.1

UFM High-Availability Bug Fixes

For UFM High-Availability related bug fixes, refer to UFM High-Availability v6.2.1 Bug Fixes.

UFM Plugins Bug Fixes

For more information, refer to plugin documentation under Plugins Release Notes.

Tools Bug Fixes

Tool Description

IBUtils2 | NVIDIA IBUtils2 Bug Fixes

Open SM | NVIDIA OpenSM Bug Fixes

SHARP | NVIDIA SHARP Bug Fixes

Known Issues in This Release

No known issues were found this release.
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UFM Overview

Scale-Out Your Fabric with Unified Fabric Manager

NVIDIA®UFM is a host-based solution that provides all the management functionalities
required for managing fabrics.

Fabric Topology with UFM

UFM Manager UFM Server UFM Server (HA)
3" part licati U /
party applications
7
/
/
7
Switch /
Agent A/J//,/”_“\L
NVIDIA 10 GbE |
Switches — J\/‘J
Ethernet LAN
InfiniBand

Managed
Servers

UFM Server is a server on which UFM is installed and has complete visibility over the
fabric to manage routing on all devices.

UFM HA Server is a UFM installed server on a secondary server for High Availability
deployment.

Managed Switching Devices are fabric switches, gateways, and routers managed by UFM.
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Managed Servers are the compute nodes in the fabric on which the various applications
are running, and UFM manages all servers connected to the fabric.

UFM Host Agent is an optional component that can be installed on the Managed Servers.
UFM Host Agent provides local host data and host device management functionality.

The UFM Host Agent provides the following functionality:

Discovery of IP address, CPU, and memory parameters on host
Collection of CPU/Memory/Disk performance statistics on host
Upgrading HCA Firmware and OFED remotely

Creating an IP interface on top of the InfiniBand partition

UFM Switch Agent is an embedded component in NVIDIA switches that allows IP address
discovery on the switch and allows UFM to communicate with the switch.

Benefit

Central Console for
Fabric
Management

In-Depth Fabric
Visibility and
Control

Advanced Traffic
Analysis

Description

UFM provides all fabric management functions in one central
console.

The ability to monitor, troubleshoot, configure and optimize all
fabric aspects is available via one interface. UFM'’s central
dashboard provides a one-view fabric-wide status view.

UFM includes an advanced granular monitoring engine that
provides real-time access to switch and host data, enabling
cluster-wide monitoring of fabric health and performance, real-
time identification of fabric-related errors and failures, quick
problem resolution via granular threshold-based alerts and a fabric
utilization dashboard.

Fabric congestion is difficult to detect when using traditional
management tools, resulting in unnoticed congestion and fabric
under-utilization. UFM'’s unique traffic map quickly identifies traffic
trends, traffic bottlenecks, and congestion events spreading over
the fabric, which enables the administrator to identify and resolve
problems promptly and accurately.
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Benefit Description

Enables Multiple Consolidating multiple clusters into a single environment with

Isolated multi-tenant data centers and heterogeneous application
Application landscapes requires specific policies for the different parts of the
Environments on a | fabric. UFM enables segmentation of the fabric into isolated
Shared Fabric partitions, increasing traffic security and application performance.

UFM uses a logical fabric model to manage the fabric as a set of
business-related entities, such as time critical applications or
services. The logical fabric model enables fabric monitoring and

Service-Oriented performance optimization on the application level rather than just

Automatic at the individual port or device level. Managing the fabric using the
Resource . . . . 2T .

L . logical fabric model provides improved visibility into fabric
Provisioning

performance and potential bottlenecks, improved performance due
to application-centric optimizations, quicker troubleshooting and
higher fabric utilization.

UFM provides comprehensive information from switches and
hosts, showing errors and traffic issues such as congestion. The
Quick Resolution information is presented in a concise manner over a unified
of Fabric Problems | dashboard and configurable monitoring sessions. The monitored
data can be correlated per job and customer, and threshold-based
alarms can be set.

Failovers are handled seamlessly and are transparent to both the
user and the applications running on the fabric, significantly

Seamless Failover : : . .
lowering downtime. The seamless failover makes UFM in

Handling conjunction with other Mellanox products, a robust, production-
ready solution for the most demanding data center environments.
UFM provides an advanced Web Service interface and CLI that
integrate with external management tools. The combination
. enables data center administrators to consolidate management
Open Architecture

dashboards while flawlessly sharing information among the various
management applications, synchronizing overall resource
scheduling, and simplifying provisioning and administration.
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Module Description

UFM'’s central dashboard provides a one-view fabric-wide status view.
The dashboard shows fabric utilization status, performance metrics,

Fabric fabric-wide events, and fabric health alerts.

Dashboard The dashboard enables you to efficiently monitor the fabric from a
single screen and serves as a starting point for event or metric
exploration.

. In the PKey Management view you can define and configure the

Fabric : : L o )

. segmentation of the fabric by associating ports to specific defined

Segmentation .

PKeys. You can add, remove, or update the association of ports to the

(PKey related PKeys and update the qos_parameters for PKey (mtu, rate

Management) - ’ ’

service_level).

UFM discovers the devices on the fabric and populates the views with
the discovered entities. In the physical view of the fabric, you can view
the physical fabric topology, model the data center floor, and manage
all the physical-oriented events.

Fabric Discovery
and Physical
View

UFM provides the ability to centrally access switches and hosts, and

Central Device . .
perform maintenance tasks such as firmware and software upgrade,

Management shutdown and restart.
UFM includes an advanced granular monitoring engine that provides
. real-time access to switch and server data. Fabric and device health,
Monitoring

traffic information and fabric utilization are collected, aggregated and
turned into meaningful information.

In-depth fabric configuration can be performed from the Settings

view, such as routing algorithm selection and access credentials.

The Event Policy Table, one of the major components of the
Configuration Configuration view, enables you to define threshold-based alerts on a

variety of counters and fabric events. The fabric administrator or

recipient of the alerts can quickly identify potential errors and failures,

and actively act to solve them.

The fabric health tab contains valuable functions for fabric bring-up
and on-going fabric operations. It includes one-click fabric health
status reporting, UFM Server reporting, database and logs’ snapshots
and more.

Fabric Health

The Logging view enables you to view detailed logs and alarms that
Logging are filtered and sorted by category, providing visibility into traffic and
device events as well as into UFM server activity history.
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Module Description

In the event of a failover, when the primary (active) UFM server goes
down or is disconnected from the fabric, UFM's High Availability (HA)
capability allows for a secondary (standby) UFM server to immediately
and seamlessly take over fabric management tasks. Failovers are

High Availability | handled seamlessly and are transparent to both the user and the
applications running in the fabric. UFM’s High Availability capability,
when combined with NVIDIA's High Availability switching solutions
allows for non-disruptive operation of complex and demanding data
center environments.

Please refer to the following sections for UFM's main functionalities:

e Events and Alarms

e Reports

o Telemetry

Getting Familiar with UFM's Data
Model

Overview of Data Model

UFM enables the fabric administrator to manage the fabric based on discovery data
collected from the fabric. This data is mapped into model elements (objects) available to
the end user via UFM REST APl and UFM Web UL.

UFM Model Basics

The fabric managed by UFM consists of a set of physical and logical objects, including
their connections. The Object Model has a hierarchical object-oriented tree structure with
objects as the tree elements. Each object defines an abstraction for physical or logical
fabric elements.

Physical Model

The Physical Model represents the physical resources and connectivity topology of the
Network. UFM enables discovery, monitoring and configuration of the managed physical
objects.
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Physical Objects

Icon Name Description
Represents the external physical port on switch or on Host
N/A Port Object Char'mel Adgpter (HCA). A port is identified by its numbgr. UFM
provides InfiniBand standard management and monitoring
capabilities on the port level.
Module Represents the Field Removable Unit, Line card, and Network card
N/A : on switch or HCA on host. For NVIDIA Switches, Line and Network
Object
Cards are modeled as modules.
Link Object | Represents the physical connection between two active ports.
N/A Cable Represents the physical cable or the transceiver connected to
Object one of the link edges.
Represents the computer (host) connected to the Fabric. The
gy | Computer | UFM Agent installed on the host provides extended monitoring
\ Object and management capabilities. Hosts without agents are limited
to InfiniBand standard management and monitoring capabilities.
Represents the switch chassis in the Fabric. A Switch object is
i | Switeh created for every NVIDIA Switch. Switches of other vendors are
Object represented as InfiniBand Switches and limited by InfiniBand
standard management and monitoring capabilities.
Represents the arbitrary group of switches or computers. When
Rack : : o
@ Object linked devices are shown as a group, the link is shown between

the group and the peer object.

UFM Communication Requirements

This chapter describes how the UFM server communicates with InfiniBand fabric
components.

UFM Server Communication with Clients

The UFM Server communicates with clients over IP. The UFM Server can belong to a
separate IP network, which can also be behind the firewall.

NVIDIA UFM Enterprise User Manual v6.24.2
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UFM Server Communication with Clients

Q

1y
—

UFM Server Communication with UFM Web Ul Client

Communication between the UFM Server and the UFM web Ul client is HTTP(s) based. The
only requirement is that TCP port 80 (443) must not be blocked.

UFM Server Communication with SNMP Trap Managers

The UFM Server can send SNMP traps to configured SNMP Trap Manager(s). By default,
the traps are sent to the standard UDP port 162. However, the user can configure the
destination port. If the specified port is blocked, UFM Server traps will not reach their
destination.

Summary of UFM Server Communication with Clients

Affected Service | Network Q::itress e Direction
: Out-of-band HTTP /80 . :
Web Ul Client management* HTTPS | 443 Bi-directional
SNMP Trap Out-of-band UDP/ 162 UFM Server to SNMP
Notification management® (configurable) Manager

*If the client machine is connected to the IB fabric, IPolB can also be used.
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UFM Server Communication with InfiniBand Switches

UFM Server Communication with InfiniBand Switches
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UFM Server InfiniBand Communication with Switch

The UFM Server must be connected directly to the InfiniBand fabric (via an InfiniBand
switch). The UFM Server sends the standard InfiniBand Management Datagrams (MAD) to
the switch and receives InfiniBand traps in response.

UFM Server Communication with Switch Management
Software (Optional)

The UFM Server auto-negotiates with the switch management software on Mellanox Grid
Director switches. The communication is bound to the switch Ethernet management port.

The UFM Server sends a multicast notification to MCast address 224.0.23.172, port 6306
(configurable). The switch management replies to UFM (via port 6306) with a unicast
message that contains the switch GUID and IP address. After auto-negotiation, the UFM
server uses Switch JSON API (HTTPS based) to retrieve inventory data and to apply switch
actions (software upgrade and reboot) on the managed switch.

The following Device Management tasks are dependent on successful communication as
described above:
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e Switch IP discovery
e FRU Discovery (PSU, FAN, status, temperature)
e Software and firmware upgrades

The UFM Server manages IB Switch Devices over HTTPS (default port 443 — configurable)
and / or SSH (default port 22 - configurable).

UFM Server Communication with Externally Managed
Switches (Optional)

UFM server uses Ibdiagnet tool to discover chassis information (PSU, FAN, status,
temperature) of the externally managed switches.

By monitoring chassis information data, UFM can trigger selected events when module
failure occurs or a specific sensor value is above threshold.

Summary of UFM Server Communication with InfiniBand
Switches

Affected Service Network = B Direction
[/ Port
Infln!Bahd Management / InfiniBand Management Bi-directional
Monitoring Datagrams
. : Multicast Multicast: UFM
(Savd'ttg_hn'ep éﬁiﬁfﬁ'ﬁ;’;’ﬁ[ﬁh Out-of-band | 224.023.172, Server to switch
d management TCP /6306 TCP: Bi-
management software) . . :
(configurable) directional
TCP / UDP / 6306
(configurable)
Switch Chassis Management / | Out-of-band SNMP / 161 . :
o : Bi-directional
Monitoring management (configurable)

SSH /22
(configurable)
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UFM Server Communication with InfiniBand Hosts

UFM Server Communication with InfiniBand Hosts
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UFM Server InfiniBand Communication with HCAs

The UFM Server must be connected directly to the InfiniBand fabric. The UFM Server
sends the standard InfiniBand Management Datagrams (MADs) to the Host Card
Adapters (HCAs) and receives InfiniBand traps.

UFM Server Communication with InfiniBand Hosts

Affected Service Network | Address / Service / Port Direction
Infm!Bahd Management / InfiniBand Management B.I- |
Monitoring Datagrams directional

UFM Server High Availability (HA) Active—Standby
Communication

UFM Server HA Active—Standby Communication

NVIDIA UFM Enterprise User Manual v6.24.2



1B Hexit

UFM Server HA Active—Standby Communication

UFM Active — Standby communication enables two services: heartbeat and DRBD.

e heartbeat is used for auto-negotiation and keep-alive messaging between active and
standby servers. heartbeat uses port 694 (udp).

e DRBD is used for low-level data (disk) synchronization between active and standby
servers. DRBD uses port 8888 (tcp).

Affected Service ' Network Address / Service / Port | Direction
UFM HA heartbeat | Out-of-band management*  UDP / 694 Bi-directional
UFM HA DRBD Out-of-band management* | TCP / 8888 Bi-directional

*An IPolB network can be used for HA, but this is not recommended, since any InfiniBand failure might cause
split brain and lack of synchronization between the active and standby servers.

UFM Software Architecture

The following figure shows the UFM high-level software architecture with the main
software components and protocols. Only the main logical functional blocks are displayed
and do not necessarily correspond to system processes and threads.

UFM High-Level Software Architecture
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Graphical User Interface

UFM User Interface is a web application based on JavaScript and Angular JS, which is
supported by any Web Browser. The Web application uses a standard REST API provided
by the UFM server.

Client Tier API

Third-party clients are managed by the REST API.

Client Tier SDK Tools

Support for UFM’s APl and a set of tools that enhance UFM functionality and
interoperability with third-party applications are provided as part of UFM.

UFM Server

UFM server is a central data repository and management server that manages all physical
and logical data. UFM-SDN Appliance receives all data from the Device and Network tiers
and invokes Device and Network tier components for management and configuration
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tasks. UFM-SDN Appliance uses a database for data persistency. The UFM-SDN Appliance
is built on the Python twisted framework.

Subnet Manager

Subnet Manager (SM) is the InfiniBand “Routing Engine”, a key component used for fabric
bring-up and routing management. UFM uses the Open Fabric community OpenSM
Subnet Manager. UFM uses a plug-in API for runtime management and fabric data export.

NVIDIA Scalable Hierarchical Aggregation and Reduction
Protocol (SHARP)™ Aggregation Manager

NVIDIA Scalable Hierarchical Aggregation and Reduction Protocol (SHARP) is a technology
that improves the performance of mathematical and machine learning applications by
offloading collective operations from the CPU to the switch network.

Aggregation Manager (AM) is a key component of NVIDIA SHARP software, used for
NVIDIA SHARP resources management.

For further information about NVIDIA SHARP AM, refer to NVIDIA SHARP Integration.
Performance Manager

The UFM Performance Manager component collects performance data from the managed
fabric devices and sends the data to the UFM-SDN Appliance for fabric-wide analysis and
display of the data.

Device Manager

The Device Manager implements the set of common device management tasks on various
devices with varying management interfaces. The Device Manager uses SSH protocol and
operates native device CLI (command-line interface) commands.

UFM Switch Agent

UFM Switch Agent is an integrated part of NVIDIA switch software. The agent supports
system parameter discovery and device management functionality on switches.

Communication Protocols

UFM uses the following communication protocols:
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e Web Ul communicates with the UFM server utilizing Web Services carried on REST
APIL

e The UFM server communicates with the switch Agent located on managed switches
by proprietary TCP/UDP-based discovery and monitoring protocol and SSH.

¢ Monitoring data is sent by the switch Agent to UFM server Listener by a proprietary
TCP-based protocol.

UFM Web Ul Overview

The UFM Web User Interface (GUI) lets you access UFM through a web browser, where you
can visualize your network and interact with the display using a keyboard and mouse.

The WebUl is designed to be viewed on a display with a minimum resolution of 1920 x
1080 pixels.

e Access the WebUI

e WebUI Layout

o Set User Preferences

Access the WebUI

UFM Web Ul Supported Browsers

UFM Web Ul is supported on all the following web browsers: Internet Explorer, Firefox,
Chrome and Opera.

For optimal UFM Web Ul performance, make sure you are using the latest version available
of Google Chrome.

Launching UFM Web Ul Session

Before accessing the UFM Web Ul

« If required, you can change the configuration of the connection (port and protocol)
between the UFM server and the APACHE server in the file gv.cfg:
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o ws_protocol = http or https
= Setting the parameter ws_protocol to http allows unsecured access
= Setting the parameter ws_protocol to https denies unsecured access.

o ws_port = port number

# To launch a UFM Web Ul session, do the following:
1. Launch the Web Ul by entering the following URL in your browser:
http://<UFM_server_IP>/ufm

https://<UFM_server_IP>/ufm

NVIDIA. UFM

2. In the Login page, enter your User Name and your predefined user Password and
click Login.

Once you have entered your user name and password, the main window shows the UFM
Dashboard. For more information, see the Fabric Dashboard.

WebUI Layout

The UFM WebUI contains two main areas:

1. Top Bar - Contains local time zone and user information on the top right side of the
screen.
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2. Sidebar Menu - Contains a taskbar accessible from a sidebar menu on the left side
of the screen. For more information on each tab, refer to UFM Web UI.

Sidebar Menu Top Bar
Dashboard [ H ~ U A ?  adminv
—To « 30 Apr
UFM Enterprise N - ¥ > > = . o b
(3 e Traffic Map @ Fabric Health Recent Activities
m Port 6 — - No Recent Activities
. E=1 =
Congestion
. Max
i
O Min
> 2 > Traffic
[] ;._:
O Min

Top 5 Servers By Bandwidth

No Data

Top 5 Congested Servers

Top Bar

Top 5 Switches By Bandwidth

No Data

Top 5 Congested Switches

Each user can customize the UFM display, time zone, and date format, change their
account password, and manage their preferences. For details, refer to Set User

Preferences.

! Local Time

Sidebar Menu
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Tab Icon Description

CCEEGERE | Provides a summary view of the fabric status.

EWATES | Provides a hierarchical topology view of the fabric.

Provides information on all fabric devices. This information is presented in
a table format.

£ Managed Flements

Provides information on all logical servers. This information is presented in

= Logical Flements
M | o table format.

{3 VNS | Provides information on the events & alarms generated by the system.

MIMESAESYE Enables establishing monitoring sessions on devices or ports.

Enables running and viewing fabric reports, UFM reports, and system logs.

IB) System Health . i )
You can also back up UFM configuration files.

Provides information on all jobs created, as a result of UFM actions.

Enables configuring UFM server and UFM fabric settings, including events
policy, device access, network management, subnet manager, and user
management

Set User Preferences

This section describes how to customize your UFM display settings and change your
password,

Dark/Light Theme

1. Select Preferences.
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User Preferences

2. In User Preferences, enable dark mode for UFM presentation in a dark theme. The
following figure shows the dark theme:

@ANVIDIA. « feren

UFM Enterprise

Time Zone Converter

Allows you to unify all times in UFM like events and alarms, ibdiagnet, telemetry and logs.
You can switch between local and machine time.

In the status bar drop-down menu, switch between local and server/machine time.

Local Time v | Last Update: 09 Apr 2022 17:25 ~ 2 admin v

Local Time

Server Time
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Events & Alarms

B2 Alarms

Severity

Q) Minor
) Minor
@ Minor
@ Warning

~
g9 Warning

DateTime L

022-04-0917:25.09
2022-06-0917:2509
2022-04-09 17:25:09
2022-04-05 15:26:47

022-04-0515:26:27

Events & Alarms

22 Alarms

Severity

[
O Minor
O Minor
&) Warning

&) Warning

Date/Time L

2022-04-09 11:25:07
2002-04-09 11:25:09
2022-04-09 11:25:09
2022-04-05 9:26:47

2022-04-05 9:26:27

() Note

Alarm Name

v
Mon-optimal .
Mon-optimal ..
Maon aptimal .
Unhealthy |B...

Unhealthy B

Alarm Name

Mon-optimal ...
Mon-optimal ...
Mon-optimal
Unhealthy 18

Unhealthy I8

Souree

v

default[3) / Switch: r hyp-sw-01 f

default[3] / Switch: SwitchiB Melli

default[3) / Switch: SwitchiB Mell:

default(3) f Switch: r-hyp-sw-01/

default[3] / Switch: SwitehIB Mell:

Saurce
v
default[3) / Switch: r-hyp-sw-01
default[3] / Switch: SwitchlB Mell:
defaultl3] f Switch: SwitchlE Mell:
default[3) / Switch: r-hyp-sw-01 /

defaultl3) f Switch: Switchlg Mell:

Table Enhancements

Look and Feel Improvements
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Saurce Type

IBPaort
IBPort
IBPort
IBPort

IBPart

v

Source Type

18Paort
18Port
IBPort
1BPort

IBPart

0 LocalTime | Last Update: 09 Apr 2022 17:25

Clear All Alarms E Displayed Columns =

Feasan

Found a |25.0] link that operates in [14.0] speed mode
Found a [25.0] link that operates in [14.0] speed mode.

Found a [25.0] link that operates in [14.0] speed mode

Peer Port is considered by SM as unhealiby due to MANUAL.

Peer Port 5 considersd by SM as unheallby due 1o MANUAL

~ | Last Update: 0% Apr 2022 11:31

7 adminv

Count

v v

1180
1180
1180
1
1

?  adminv

Clear All Alarms E Displayed Columns =

Reason

Found a 0] link that eperates in [16.0] speed mode

Found a [25.0] link that operates in [14.0] speed mode
Found a [25.0] link that operates in [14.0] speed mode
Peer Port is considerad by SM as unhealthy due to MANLUAL

Peer Part is considered by SM as unhealthy due to MANUAL

In the screenshots, the difference between Server Time and Local
Time is 6 hours.

Count
1180
1180

1180
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SN < [ oosonscoumns- J cs1-

Model IP Firmware Ve...

Severity Name GUID
(v JEN r-hyp-sw-01 0x2482070300... switch S MSB7700 N/A N/A
o Info SwitchlB Mall... Oxed1d2d0300 switch <A EDR N/fA NfA
o Info r-ufm254-hyp... 0300d host & Computer N/A N/A
0x0cé2a10300 host <A Computer N/A N/A
0w

Q nfo f 4
Viewing 1-50f5 M <

Displayed Columns

D Description Created | Z LastUpdate | 3 Status Summ| estore Defau
v v v v v D
2 mark_device_healthy 2022-10-20 17:03:1£ 2022-10-20 17:03:14 Completec ew Sum
- e ; N Description -
2022-10-20 17:02:24 2022-10-20 17:02:24 Completed ew Sun

mark_device_unheslthy
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Displayed Columns =

Last Update | 3 Status Summary
2022-10-20 17:03:14 Completed ew Summa [ _4___ Y
2022-10-20 17:02:24 Completed ew Summar [ o v
_55...13;_.:
L Status
ewing 1 v
P surmmar
4 Progre
() Note
Displayed columns of all tables are persistent per user, with the option
to restore defaults.
Export All Data as CSV
There are two options for exporting as CSV
o All Data: all data returned from server.
e Displayed Data: only displayed rows.
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S.. Name GUID Type

& r-hyp-sw-01 0x248a070300... switch S MSB7700 N/A
O I SwitchlB Mell... Oxed1d2d0300... switch <A EDR N/A

Computer

0x7cfe9003002...

Q l.. r-ufm254-hyp.. 0x04£31720300d... host @4 Computer

Q l.. r-ufm254-hyp.. 0x0c42210300... host A Computer /

Viewing 1-5 of
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UFM Installation and
Configuration

UFM® software includes Server and Agent components. UFM Server software should be
installed on a central management node. For optimal performance, and to minimize
interference with other applications, it is recommended to use a dedicated server for
UFM. The UFM Agent is an optional component and should be installed on fabric nodes.
The UFM Agent should not be installed on the Management server.

The following sections provide step-by-step instructions for installing and activating the
license file, installing the UFM server software, and installing the UFM Agent.

Prerequisites for UFM Server Software Installation

Please refer to Installation Notes for information on system prerequisites.

UFM Installation Steps

To install the UFM software:
1. Download UFM Software and License File
2. Install the UFM Server Software and Activate the Software License
3. Perform initial configuration

4. Run the UFM server software

e Downloading UFM Software and License File
e Installing UFM Server Software

e UFM Infra Installation
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Downloading UFM Software and
License File

Before you obtain a license for the UFM® software, prepare a list of servers with the MAC
address of each server on which you plan to install the UFM software. These MAC
addresses are requested during the licensing procedure.

Obtaining License

UFM is licensed per managed device according to the UFM license agreement.

When you purchase UFM, you will receive an email with instructions on obtaining your
product license. A valid UFM license is a prerequisite for the installation and operation of
UFM.

to UFM licenses are per managed HCA and are aggregative. If you install an additional
license, the system adds the previous HCA number and the new HCA number and
manages the sum of the HCAs. For example, if you install a license for 10 managed HCAs
and an additional license for 15 HCAs, UFM will be licensed for up to 25 managed HCAs.

To obtain the license:

1. Go to NVIDIA's Licensing and Download Portal and log in as specified in the licensin
email you received.

o If you did not receive your NVIDIA Licensing and Download Portal login
information, contact your product reseller.

2. If you purchased UFM directly from NVIDIA and you did not receive the login
information, contact enterprisesupport@nvidia.com. Click on the Network

g

Entitlements tab. You'll see a list with the serial licenses of all your software products

and software product license information and status.
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3. Select the license you want to activate and click on the “Actions” button.

4. In the MAC Address field, enter the MAC address of the delegated license-registered
host. If applicable, in the HA MAC Address field, enter your High Availability (HA)
server MAC address. If you have more than one NIC installed on a UFM Server, use
any of the MAC addresses.

X
Make changes to the license allotment and generate a new file

D NAME PROVISIONED EXPIRATION
::EE H‘-];:'""'_' UFM Enterprise ag Jun 16, 2022 - Jun

Cycuut- Subs Licensing-1 “ 16, 2025
cmQhiudbuu

milnx-ufm-lovkdixdbwy-tnOhcy2uud-cmOhiudbuu-20220711143558 lic

Jul11, 2022 537 PM =, Jul 11, 2022 5:37 PM

MAC Address

24:6e:96:6f04:6¢

Secondary MAC Address (optional)

5. Click on Generate License File to create the license key file for the software.
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6. Click on Download License File and save it on your local computer.

If you replace your NIC or UFM server, repeat the process of generating the license to set
new MAC addresses. You can only regenerate a license two times. To regenerate the

license after that, contact NVIDIA Sales Administration at enterprisesupport@nvidia.com.

Downloading UFM Software

() Note

Due to internal packaging incompatibility, this release has two
different packages for each of the supported distributions:

e One for UFM deployments over MLNX_OFED 5.X (or newer)

Please make sure to use the UFM installation package compatible to
your setup.

This software download process applies to software updates and first-time installation.
If you own the UFM Media Kit and this is your first-time installation, skip this section.
To download the UFM software:

1. Click on Software Downloads, filter the product family to UFM, and select the
relevant version of the software. Click on Download.
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2. Save the file on your local drive.

3. Click Close.

Installing UFM Server Software

The default UFM® installation directory is /Jopt/ufm.

For instructions on installing the UFM server software, please refer to following
instructions per desired installation mode.

e |nstalling UFM Server on Bare Metal Server

o Installing UFM on Bare Metal Server- Standalone Mode

o Installing UFM on Bare Metal Server - High Availability Mode

¢ |nstalling UFM Docker Container Mode

o Installing UFM on Docker Container - Standalone Mode

o Installing UFM on Docker Container - High Availability Mode

The following processes might be interrupted during the installation process:

e httpd (Apache?2 in Ubuntu)
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To install UFM over static IPv4 configuration (instead of DHCP) please
refer to Configuring UFM Over Static IPv4 Address before installation.

After installation:
1. Activate the software license

2. Perform initial configuration

(i) Note

Before you run UFM, ensure that all ports used by the UFM server for
internal and external communication are open and available. For the
list of ports, see Used Ports.

Prerequisites for UFM Server Software Bare Metal
Installation

Verify that a supported version of Linux is installed on your machine. For details, see UFM
System Requirements.

The following table lists the packages that must be installed on your machine (according
to the system OS) before you install the UFM server software.

Prerequisites for UFM Server Software Installation

Verify that a supported version of Linux is installed on your machine. For details, see UFM
System Requirements.
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The following table lists the packages that must be installed on your machine (according

to the system OS) before you install the UFM server software.

RedHat 8 RedHat 9 Ubuntu 20.04 Ubuntu 22.04
acl acl acl acl
apr-util-openssl | apr-util-openssl| | apache?2 apache?2
bc bc bc bc
dos2unix dos2unix chrpath chrpath
gnutls gnutls cron cron
httpd httpd dos2unix dos2unix
iptables iptables-nft gawk gawk
jansson jansson Iftp Iftp

Iftp Iftp libcurl4 libcurl4
libnsl libnsl logrotate logrotate
libxml2 libxml2 python3 python3
libxslt libxslt gperf qgperf
mod_session mod_session rsync rsync
mod_ssl mod_ssl snmpd snmpd
net-snmp net-snmp sqlite3 sglite3
net-snmp-libs | net-snmp-libs | sshpass sshpass
net-snmp-utils | net-snmp-utils | ssl-cert ssl-cert
net-tools net-tools sudo sudo
php php telnet telnet
psmisc psmisc zip zip
python36 python3

gperf gperf

rsync rsync

sqlite sqlite

sshpass sshpass

sudo sudo
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RedHat 8 RedHat 9 Ubuntu 20.04 Ubuntu 22.04
telnet telnet

zip Zip

() Note

On some Ubuntu OSs, Docker is installed via SNAP, which might lead
to errors when trying to use UFM Plugins.

To solve this issue, perform the following:

1. Remove Docker installed via SNAP, run:
snap remove --purge docker

2. Update the local package index, run:
apt update

3. Install native Docker, run:

apt install-y docker.io

In addition, ensure the following before you begin installation:

e The computer hostname is not defined as 127.0.0.1 and localhost is defined as
127.0.0.1.

¢ The hostname must NOT appear on the loopback address line. An example of the
loopback address is: 127.0.0.1 localhost.localdomain localhost.
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e Disable the firewall service ( /etc/init.d/iptables stop ), or ensure that the
required ports are open (see the prerequisite script, refer to Used Ports).

e Disable SELinux.

¢ If more than one fabric is managed by different UFM instances, set up different
management network spaces for each fabric (not the same LAN).

» Uninstall any previously installed Subnet Manager from the UFM server machine.

e NVIDIA Host Infiniband Networking packages (MLNX_OFED 5.x version or NVIDIA
DOCA 2.9.0 or greater) is installed prior to installing UFM.

e Asof UFM v.6.12.0, it is NOT mandatory to configure the IPolB fabric interface with
an IP address.

In cases where the IP is configured, it is mandatory that the IP is permanently

configured and that it starts automatically upon server reboot (the IPolB fabric
interface should be active even if the network is down).

() Note

The user can set a persistent IP address using Netplan (mainly
for Ubuntu systems) or modifying the interface network script
(RedHat systems).

e The default NVIDIA Host InfiniBand Networking package provided by MLNX_OFED
installation includes OpenSM. Remove MLNX_OFED OpenSM before UFM installation
like the following examples:

RedHat:

rom -e opensm-3.3.9.MLNX_20111006_e52d5fc-0.1

Ubuntu:
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apt purge opensm

o If using NVIDIA Host InfiniBand Networking packages provided by DOCA package,
install the drivers and UFM dedicated package only.

RedHat:

yum install doca-ufm doca-kernel
Ubuntu:

apt update
apt install doca-ufm doca-kernel

By default, ibO and ethO are configured as primary access points for the UFM
management. If different management and/or InfiniBand interfaces (including bond
interfaces) are used as the primary access points, you should modify the
configuration file by running the script /opt/ufm/scripts/change_fabric_config.sh as
described in the section Configuring General Settings in gv.cfg.

Change the UFM Agent interface to the Ethernet and/or IPolB interfaces used for
communication with UFM Agent:

ufma_interfaces = ib@,etho

Additional Prerequisites for UFM High Availability

Installation

» Reliable and high-capacity out-of-band IP connectivity between the UFM Primary
and Secondary servers (1 Gb Ethernet is recommended). This connectivity is used
for DRBD synchronization.
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Format two identical servers with dedicated disk partitions for UFM replication.
Since the UFM configuration file is replicated to the standby server, both master and
standby servers must have the same interfaces.

Allocate exactly the same size partition on both servers (master and slave) for the
replicated data. See UFM Server Requirements for the recommended partition size.

Partitions should not be mounted and must be zeroed (the file system should not be
installed on the partitions). For disk partitioning, see the Linux user manual (man
fdisk).

We recommend establishing a passwordless SSH (via /root/.ssh/authorized_keys file)
between the two servers before the installation.

In fabrics consisting of multiple tiers of switches, it is recommended that the
management ports (ib0) of the primary and secondary UFM server be connected to
different fabric switches on the same tier (the outermost edge in CLOS 5 designs).

This is because by default, UFM manages the IB fabric via ib0O, port 1 of the HCA.
Failure or disconnect of ib0, the IB management port, causes a failure condition in
UFM resulting in HA failover.

When the management ports (ibO) of the primary and secondary UFM server are
connected to the same switch, a failure of this switch will result in a disconnect of
both UFMs from the fabric, and therefore UFM will not be able to manage the fabric.

NVIDIA UFM Enterprise User Manual v6.24.2 53



() Note

Subnet Manager is running over the native InfiniBand layer, therefore
bonding the IpolB interfaces will not provide high availability. For
additional information, please refer to section UFM Failover to
Another Port.

The UFM installation includes the InfiniBand Performance
Management module (IBPM). This module is responsible for reporting
performance information back to UFM and upper layer applications.
When available, this process is offloaded to the non-management
port (default ib1) of the UFM server. Failure or disconnect of the non-
management port (ib1) on the primary UFM server will not cause UFM
to failover. By default, the UFM Health Monitoring process is
configured to try to restart the IBPM. For more information, see UFM
Health Configuration in the UFM User Manual.

Installing UFM Server on Bare Metal
Server

Installing UFM server on Bare Metal server can be done with the following modes:

¢ |nstalling UFM on Bare Metal Server - High Availability Mode

¢ |nstalling UFM on Bare Metal Server- Standalone Mode

Installing UFM on Bare Metal Server -
High Availability Mode

Before installing UFM server software in High-Availability mode, ensure that the Additional
Prerequisites for UFM High Availability Installation are met.

The UFM High-Availability configuration requires dual-link connectivity based on two
separate interfaces between the two UFM HA nodes. This configuration comprises of a
primary link that is exclusively reserved for DRBD operations and a secondary link
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designated for backup purposes. Crucially, it is imperative that communication between
the servers is established in a bidirectional manner across both interfaces and validated
through user-initiated testing, such as a '‘ping’ command or other suitable alternatives
before HA configuration can be implemented. In cases where only one link is available
among the two UFM HA nodes/servers, manually configure UFM with a single link. Refer to
Configure HA without SSH Trust (Single Link Configuration).

() Note

UFM HA package requires a dedicated partition with the same name
for DRBD on both servers. This guide uses /dev/sdab asan
example.

1. On both servers, Install UFM Enterprise in Stand Alone (SA) mode.

() Note

Do not start UFM service.

2. Install the latest pcs and drbd-utils and resource-agents-extra drivers on both
servers.

For Ubuntu:

apt install pcs pacemaker drbd-utils resource-agents-extra

For CentOS/Red Hat:
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yum install pcs pacemaker drbd84-utils kmod-drbd84 resource-
agents-extra

OR

yum install pcs pacemaker drbd90-utils kmod-drbd9@ resource-
agents-extra

3. Download UFM-HA latest package from using this command:

wget http ://www.mellanox.com/downloads/UFM/ufm_ha_6.2.1-5.tgz

() Note

For more information on the UFM-HA package and all installation
and configuration options, please refer to UFM High-Availability
User Guide.

4. Extract the downloaded UFM-HA package on both servers under /tmp/ .

5. Go to the directory you extracted /tmp/ufm_ha_XXX and run the installation script.
For example, if your DRBD partitionis /dev/sda5 run:

./install.sh -1 /opt/ufm/files/ -d /dev/sda5 -p enterprise

6. Configure the HA cluster. There are the three methods:
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e Configure HA with SSH Trust (Dual Link Configuration) - Requires passwordless SSH
connection between the servers.

o Configure HA without SSH Trust (Dual Link Configuration) - Does not require
passwordless SSH connection between the servers, but asks you to run
configuration commands on both servers.

e Configure HA without SSH Trust (Single Link Configuration) - Can be used in cases
where only one link is available among the two UFM HA nodes/servers.

Configure HA with SSH Trust (Dual Link Configuration)
1.

1. On the_master server only, configure the HA nodes. To do so, from /tmp, run
the configure_ha_nodes.sh command as shown in the below example

configure_ha_nodes.sh \
--cluster-password 12345678 \
--master-primary-ip 10.10.10.1 \
--standby-primary-ip 1010.102 \
--master-secondary-ip 192.168.10.1 \
--standby-secondary -ip 192.168.102 \
--no-vip

() Note

The script . configure_ha_nodes.sh isis located under

J/usr/local/bin/, therefore, by default, you do not need to use
the full path to run it.
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() Note

The --cluster-password must be at least 8 characters
long.

() Note

To set up a Virtual IP for UFM and gain access to UFM
through this IP, regardless of which server is running UFM,

you may employ the --no-vip OR --virtual-ip
command and provide an IP address as an argument. This
can be achieved by navigating to https://<Virtual-IP>/ufm
on your web browser.

() Note

When using back-to-back ports with local IP addresses for
HA sync interfaces, ensure that you add your IP addresses

and hostnames to the /etc/hosts file. Thisis needed to

allow the HA configuration to resolve hostnames correctly
based on the IP addresses you are using.

(i) Note

configure_ha_nodes.sh requires SSH connection to

the standby server. If SSH trust is not configured, then you
are prompted to enter the SSH password of the standby
server during configuration runtime
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2. Depending on the size of your partition, wait for the configuration process to
complete and DRBD sync to finish.

Configure HA without SSH Trust (Dual Link Configuration)

If you cannot establish an SSH trust between your HA servers, you can use
ufm_ha_cluster directly to configure HA. To configure HA, follow the below instructions:

() Note

Please change the variables in the commands below based on your
setup.

1. [On Standby Server] Run the following command to configure Standby Server:

ufm_ha_cluster config -r standby \
--local-primary-ip 10.10.50.1 \
--peer-primary-ip 10.10.502 \
--local-secondary-ip 192.168.10.1 \
--peer-secondary-ip 192.168.102 \
--hacluster-pwd 123456789 \

--Nno-vip

2. [On Master Server] Run the following command to configure Master Server:
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ufm_ha_cluster config -r master --local-primary-ip
10.10.50.1 '\

--peer-primary-ip 10.10.50.2 \

--local-secondary-ip 192.168.10.1 \
--peer-secondary-ip 192.168.102 \

--hacluster-pwd 123456789 \

--no-vip

You must wait until after configuration for DRBD sync to finish, depending on
the size of your partition. To check the DRBD sync status, run:

ufm_ha_cluster status

Configure HA without SSH Trust (Single Link Configuration)

/\ Warning

This is not the recommended configuration and, in case of network
failure, it might cause HA cluster split brain.

If you cannot establish an SSH trust between your HA servers, you can use
ufm_ha_cluster directly to configure HA. To configure HA, follow the below instructions:

() Note

Please change the variables in the commands below based on your
setup.
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1. [On Standby Server] Run the following command to configure Standby Server:

ufm_ha_cluster config \
-r standby \

-e 10.212.1455 \

-1 10212.1456 \
--enable-single-1ink

2. [On Master Server] Run the following command to configure Master Server:

ufm_ha_cluster config -r master \
-e 10.212.1456 \

-1 10212.1455 \

-1 10212.14550 \
--enable-single-1ink

You must wait until after configuration for DRBD sync to finish, depending on
the size of your partition. To check the DRBD sync status, run:

ufm_ha_cluster status

Starting HA Cluster

e To start UFM HA cluster:

ufm_ha_cluster start

e To check UFM HA cluster status:
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ufm_ha_cluster status
Stopping UFM HA cluster:

ufm_ha_cluster stop

() Note

For complete details on high availability, refer to NVIDIA UFM High-
Availability User Guide.

Installing UFM on Bare Metal Server-
Standalone Mode

To install the UFM server software as a standalone for InfiniBand:
1. Create a temporary directory (for example /tmp/ufm).

2. Open the UFM software zip file that you downloaded. The zip file contains the
following installation files:

o RedHat 9/CentOS 9/OEL 9: ufm-X.XX X-X.el9.x86_64.tgz
o RedHat 8/Centos 8: ufm-X.X-XXX.el8.x86_64.tgz

o Ubuntu 18.04: ufm-X.X-XXX.Ubuntu18.x86_64.tgz

o Ubuntu 20.04: ufm-X.X-XXX.Ubuntu20.x86_64.tgz

o Ubuntu 22.04: ufm-X.X-XXX.Ubuntu22.x86_64.tgz
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3. Extract the installation file for your system's OS to the temporary directory that you
created.

4. From within the temporary directory, run the following command as root:

./install.sh

() Note

Running with the option "-0 ib" is no longer required. For
automatic installation, use the -q flag.

For “quiet” installation -q flag can be added (automatically
answer yes for each question the installer asks).

() Note

Export MULTISUBNET_CONSUMER=1 environment variable
before running the installation script to install the UFM server in
Multisubnet Consumer mode.

The UFM software is installed. You can now remove the temporary directory.

Installing UFM Docker Container Mode

General Prerequisites

o UFM dedicated NVIDIA Host InfiniBand Networking packages provided by DOCA-
Host must be installed on the server that will run UFM Docker.

RedHat:
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yum install doca-ufm doca-kernel
Ubuntu:
apt install doca-ufm doca-kernel

e For UFM to work, you must have an InfiniBand port configured with an IP address
and in "up” state.

() Note

For InfiniBand support, please refer to DOCA-Host
documentation.

e If the hosting server is equipped with XDR HCAs (ConnectX-8/ConnectX-9
SuperNICs), SMI devices for the InfiniBand interfaces intended to be used as fabric
interfaces in UFM (for OpenSM) must be created if they do not already exist.

Fabric interfaces are defined in the Server section of the gv.cfg file.
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[Server]

# SM Management interface

fabric_interface = 1ib0

# disabled (default) | enabled (configure OpenSM with
multiple GUIDs) | ha_enabled (configure multiport SM with
high availability).

multi_port_sm = disabled

# When enabling multi_port_sm, specify here the additional
fabric interfaces for OpenSM conf.

# Example: ib1,ib2,1ib5 (OpenSM will support the first 8 GUIDs
where first GUID will

# be extracted from the fabric_interface, and remaining GUIDs
from additional_fabric_interfaces.
additional_fabric_interfaces =

Prerequisites for Creating SMI Devices

1.

1. Install the mlnx-iproute2 package (if it is not already installed):

apt install mlnx-iproute2

2. Retrieve the list of active InfiniBand (IB) devices based on the defined fabric
interfaces.

Use the following bash command to obtain the device names

ibdev2netdev | grep ib@ | cut -d" " -f1

For the interface name 1b0 , the corresponding device name will be m1x5_0 .

3. Create SMI devices for the active IB interfaces using the following commanad:
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/opt/mellanox/iproute2/sbin/rdma dev add
[interface_name] type SMI parent [device name]

for device mlx5_0 smi device name will be smil1 (should
not be smi®. Just add one to device name extension
(m1x5_0)

Example:

/opt/mellanox/iproute2/sbin/rdma dev add smil type SMI
parent mlx5_0

o Make sure to stop the following services before running UFM Docker container, as it
utilizes the same default ports that they do: Pacemaker, httpd, OpenSM, and Carbon.

o If firewall is running on the host, please make sure to add an allow rule for UFM used
ports (listed below):

() Note

If the default ports used by UFM are changed in UFM
configuration files, make sure to open the modified ports on the
host firewall.

o 80 (TCP) and 443 (TPC) are used by WS clients (Apache Web Server)

o 8000 (UDP) is used by the UFM server to listen for REST API requests
(redirected by Apache web server)

o 6306 (UDP) is used for multicast request communication with the latest UFM
Agents

o 8005 (UDP) is used as a UFM monitoring listening port

o 8888 (TCP) is used by DRBD to communicate between the UFM Primary and
Standby servers
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o 2022 (TCP) is used for SSH

Prerequisites for Upgrading UFM Docker Container

e Supported versions for upgrade are UFM v.6.10.0 and above.

o UFM files directory from previous container version mounted on the host.

Step 1: Loading UFM Docker Image

To load the UFM docker image, pull the latest image from docker hub:

docker pull mellanox/ufm-enterprise:latest

() Note

You can see full usage screen for ufm-installation by running the
container with -h or -help flag:

docker run --rm mellanox/ufm-enterprise-
installer:latest -h

If an Internet connection is not available, perform the following:
o Copy the UFM image to your machine.

e Load the image from the file using this command:

docker image load -1 <image-path>
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Step 2: Installing UFM Docker

Installation Command Usage

docker run -it --name=ufm_installer --rm \

-v /var/run/docker.sock:/var/run/docker.sock \

-v /etc/systemd/system/:/etc/systemd_files/ \

-v /opt/ufm/files/:/installation/ufm_files/ \

-v [LICENSE_DIRECTORY]:/installation/ufm_licenses/ \
mellanox/ufm-enterprise:latest \

--install [OPTIONS]

Modify the variables in the installation command as follows

e [UFM_LICENSES_DIR] : UFM license file or files location.

() Note

Example: If your license file or files are located under
/downloads/ufm_license_files/ then you must set this
volume to be

-V
/downloads/ufm_license_files/:/installation/ufm_licenses/

e [OPTIONS] :UFM installation options. For more details see the table below.

Command Options

Flag Description Default Value

Flag to indicate that UFM should perform

--install the installation

N/A
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Flag

-f | --fabric-
interface

-g | --mgmt-
interface

-m | __
multisubnet-
consumer

--local-certs-dir
<directory>

--custom-ssl-
config

-h | --help

Options applicable only on

Flag

--rootless

--plugin-path

--ufm-user

--ufm-group

Description

IB fabric interface name.

Management interface name.

UFM Multisubnet Consumer mode

A directory on the host that contains the
SSL certificate and key ( server.crt

and server .key )and the ca-

intermediate certificate (ca-
intermediate.crt), all in PEM format.

Enable custom SSL configuration for
security compliance.

The user needs to create
Jopt/ufm/files/conf/custom-ssl.conf on the
host. Edit this file with your desired SSL
cipher configuration.(This flag needs to be
passed only once, for first time
enablement, UFM will remember this
config during upgrades)

Show help

Podman Unprivileged User Installation

Description

Flag to indicate that the installation should

be rootless.

Path to the plugin data created in the

previous step.

The user that will run UFM on the host

(e.g., ufmadm).

The user group that will run UFM on the
host (e.g., ufmadm ).
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Default Value

ibO

ethO

N/A

N/A

N/A

N/A

Default Value

N/A

N/A

N/A

N/A

69



Installation Modes

UFM Enterprise installer supports several deployment modes:

e Installing UFM on Docker Container - High Availability Mode

e Installing UFM on Docker Container - Standalone Mode

Installing UFM on Docker Container -
High Availability Mode

Pre-Deployments Requirements

 Install pacemaker, pcs, and drbd-utils on both servers

For Ubuntu:

apt install pcs pacemaker drbd-utils
For CentOS/Red Hat:

yum install pcs pacemaker drbd84-utils kmod-drbd84
OR

yum install pcs pacemaker drbd90-utils kmod-drbd9e

e A partition for DRBD on each server (with the same name on both servers) such as
/dev/sdd1 . Recommended partition size is 10-20 GB, otherwise DRBD sync will
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take a long time to complete.

e CLIcommand hostname -1 must return the IP address of the management

interface used for pacemaker sync correctly (update /etc/hosts/ file with
machine IP)

e Create the directory on each server under /opt/ufm/files/ with read/write

permissions on each server. This directory will be used by UFM to mount UFM files,
and it will be synced by DRBD.

e Disable the firewall service ( /etc/init.d/iptables stop), or ensure that the
required ports are open (see the prerequisite script).

e Disable SELinux.

Installing UFM Containers

On the main server, install UFM Enterprise container with the command below:

docker run -it --name=ufm_installer --rm \

-v /var/run/docker.sock:/var/run/docker.sock \

-v /etc/systemd/system/:/etc/systemd_files/ \

-v /opt/ufm/files/:/installation/ufm_files/ \

-v /tmp/license_file/:/installation/ufm_licenses/ \
mellanox/ufm-enterprise:latest \

--install

On the standby (secondary) server, install the UFM Enterprise container like the following

example with the command below:
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docker run -it --name=ufm_installer --rm \

-v /var/run/docker.sock:/var/run/docker.sock \
-v /etc/systemd/system/:/etc/systemd_files/ \
-v /opt/ufm/files/:/installation/ufm_files/ \
mellanox/ufm-enterprise:latest \

--install

Downloading UFM HA Package

Download the UFM-HA package on both servers using the following command:

wget http :/www.mellanox.com/downloads/UFM/ufm_ha_6.2.1-5.tgz

Installing UFM HA Package

For more information on the UFM-HA package and all installation and configuration
options, please refer to UFM High Availability User Guide.

1. [On Both Servers] Extract the downloaded UFM-HA package under /tmp/

2. [On Both Servers] Go to the extracted directory /tmp/ufm_ha_XXX and run the

installation script. For example, if your DRBD partition is /dev/sda5 run the
following command:

./install.sh -1 /opt/ufm/files/ -d /dev/sda5 -p enterprise

Configuring UFM HA

There are the three methods to configure the HA cluster:

e Configure HA with SSH Trust (Dual Link Configuration) - Requires passwordless SSH
connection between the servers.
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e Configure HA without SSH Trust (Dual Link Configuration) - Does not require
passwordless SSH connection between the servers, but asks you to run
configuration commands on both servers.

e Configure HA without SSH Trust (Single Link Configuration) - Can be used in cases
where only one link is available among the two UFM HA nodes/servers.

Configure HA with SSH Trust (Dual Link Configuration)

1. On the_master server only, configure the HA nodes. To do so, from /tmp, run the
configure_ha_nodes.sh command as shown in the below example

configure_ha_nodes.sh \
--cluster-password 12345678 \
--master-primary-ip 10.10.50.1 \
--standby-primary-ip 10.10.502 \
--master-secondary-ip 192.168.10.1 \
--standby-secondary-ip 192.168.102 \
--no-vip

() Note

The script configure_ha_nodes.sh isislocated under

/usr/local/bin/, therefore, by default, you do not need to use the
full path to run it.

(i) Note

The --cluster-password must be at least 8 characters long.
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() Note

When using back-to-back ports with local IP addresses for HA
sync interfaces, ensure that you add your IP addresses and

hostnames to the /etc/hosts file. Thisis needed to allow the

HA configuration to resolve hostnames correctly based on the IP
addresses you are using.

() Note

configure_ha_nodes.sh requires SSH connection to the

standby server. If SSH trust is not configured, then you are
prompted to enter the SSH password of the standby server
during configuration runtime

2. Depending on the size of your partition, wait for the configuration process to
complete and DRBD sync to finish. To check the DRBD sync status, run:

ufm_ha_cluster status

Configure HA without SSH Trust (Dual Link Configuration)

If you cannot establish an SSH trust between your HA servers, you can use
ufm_ha_cluster directly to configure HA. You can see all the options for configuring
HA in the Help menu:

ufm_ha_cluster config -h
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To configure HA, follow the below instructions:

() Note

Please change the variables in the commands below based on your
setup.

1. [On Standby Server] Run the following command to configure Standby Server:

ufm_ha_cluster config -r standby -e <peer ip address> -1
<local ip address> -p <cluster_password>

2. [On Master Server] Run the following command to configure Master Server:

ufm_ha_cluster config -r master -e <peer ip address> -1
<local ip address> -p <cluster_password> -1 <virtual ip
address>

Configure HA without SSH Trust (Single Link Configuration)

/\ Warning

This is not the recommended configuration and, in case of network
failure, it might cause HA cluster split brain.

If you cannot establish an SSH trust between your HA servers, you can use
ufm_ha_cluster directly to configure HA. To configure HA, follow the below instructions:
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() Note

Please change the variables in the commands below based on your
setup.

1. [On Standby Server] Run the following command to configure Standby Server:

ufm_ha_cluster config \
-r standby \

-e 10.212.1455 \

-1 10212.1456 \
--enable-single-1ink

2. [On Master Server] Run the following command to configure Master Server:

ufm_ha_cluster config -r master \
-e 10.212.1456 \

-1 10212.1455 \

-1 10.212.14550 \
--enable-single-1ink

You must wait until after configuration for DRBD sync to finish, depending on
the size of your partition. To check the DRBD sync status, run:

ufm_ha_cluster status

IPv6 Example:
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ufm_ha_cluster config -r standby -1
fcfc:fefc:209:224:20¢:29ff :fee7:d5f2 -e

fcfc:fefc:209:224:20¢:29ff :fecb:4962 --enable-single-link -

p some_secret

Starting HA Cluster

To start UFM HA cluster:

ufm_ha_cluster start

To check UFM HA cluster status:

ufm_ha_cluster status

To stop UFM HA cluster:

ufm_ha_cluster stop

as follows

/opt/ufm/ufm_ha/uninstall_ha.sh
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Installing UFM on Docker Container -
Standalone Mode

1. Copy only your UFM license file(s) to a temporary directory which we’re going to use
in the installation command. For example: /tmp/license_file/

2. Run the UFM installation command according to the following example which will
also configure UFM fabric interface to be ib1:

docker run -it --name=ufm_installer --rm \

-V
/var/run/docker.sock:/var/run/docker.sock \

-V
/etc/systemd/system/:/etc/systemd_files/ \

-V
/opt/ufm/files/:/installation/ufm_files/ \

-V
/tmp/license_file/:/installation/ufm_licenses/ \

mellanox/ufm-enterprise:latest \

--install \

--fabric-interface ib1

3. Reload systemd:
systemctl daemon-reload
4. To Start UFM Enterprise service run:

systemctl start ufm-enterprise
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Installing UFM on Podman Using Unprivileged User While
Setting Client Certificate Authentication

1. Copy only your UFM license file(s) to a temporary directory which we’re going to use
in the installation command. For example: /tmp/license_file/

2. Run the UFM installation command according to the following example which will
also configure UFM fabric interface to be ib0O:

sudo -u ufmadm podman run -it --rm --name=ufm_installer \
-v /run/podman-ufm/podman-
ufm.sock:/var/run/docker.sock \
-V
/opt/ufm/:/installation/ufm_files/ \
-V
/opt/ufm/systemd:/etc/systemd_files/ \
mellanox/ufm-enterprise:latest \
--install \
--fabric-interface 1b0 \
--mgmt-interface enp1s@ \
--rootless \
--plugin-path
/opt/ufm/ufm_plugins_data \
--ufm-user ufmadm \
--ufm-group ufmadm \
--local-certs-dir /ufm_certs

3. Reload systemd on the host:
systemctl daemon-reload

4. To start UFM Enterprise service on the host, run:
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systemctl start ufm-enterprise

Replacing the Standby Node

 Install the HA package for the new node (standby).

e Disconnect the standby node (the old standby) and run the following command on
the master node:

ufm_ha_cluster detach

o Configure the new standby node; please refer to the relevant section depending on
the installation

e Connect the new standby to the cluster by running the command on the master
node:

ufm_ha_cluster attach -1 <local primary ip address> -e <peer
primary ip address> -E <peer secondary ip address> -p <clust

Installing UFM Podman Rootless
Container Mode

Step 1: Check Firewall Status
systemctl status firewalld
Step 2: Configure Firewall (if active)
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# check if firewalld is running
systemctl status firewalld
# Permanently add port 8443 to firewalld
firewall-cmd --permanent --add-port=s443/tcp
# reload firewalld config
firewall-cmd --reload

Step 3: Create UFM Directory

mkdir -p /opt/ufm

Step 4: Create UFM Group

groupadd ufmadm -g 733

Step 5: Create UFM User

useradd -d /opt/ufm -m -u 733 -g ufmadm ufmadm

Step 6: Set Directory Ownership

chown -R ufmadm:ufmadm /opt/ufm

Step 7: Add SubUID/SubHID Configuration
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echo "ufmadm:100000:65536" >> /etc/subuid
echo "ufmadm:100000:65536" >> /etc/subgid

Step 8: Enable Login Linger for UFM User

loginctl enable-1linger ufmadm

Step 9: Configure Rootless Podman Storage

sudo -u ufmadm mkdir -p /opt/ufm/.config/containers
cat <<EOF | sudo -u ufmadm tee
/opt/ufm/.config/containers/storage.conf > /dev/nul
[storage]

driver = "overlay"

runroot = "/run/user/733"

EOF

10. Create Podman UFM Socket
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cat <<EOF > /usr/lib/systemd/system/podman-ufm.socket
[Unit]
Description=Podman API Socket For Nvidia UFM

[Socket]

SocketUser=ufmadm

SocketGroup=ufmadm
ListenStream=%t/podman-ufm/podman-ufm.sock
SocketMode=0660

[Install]
WantedBy=sockets.target
EOF

11. Create Podman UFM Service

NVIDIA UFM Enterprise User Manual v6.24.2

83



cat <<EOF > /usr/lib/systemd/system/podman-ufm.service
[Unit]

Description=Podman API Service for Nvidia UFM
Requires=podman-ufm.socket

After=podman-ufm.socket

StartLimitIntervalSec=0

[Service]

Delegate=true

Type=exec

User=ufmadm

Group=ufmadm

KillMode=process

Environment=LOGGING="-log-level=info"
ExecStart=/usr/bin/podman \SLOGGING system service
LimitMEMLOCK=infinity

[Install]
WantedBy=default. target
EOF

12. Create Podman Cleanup Service
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cat <<EOF > /usr/lib/systemd/system/podman-ufm-cleanup.service
[Unit]

Description=podman-ufm-cleanup - clean stuck rootless containers
at boot

After=podman-ufm.service

Before=ufm-enterprise.service

[Service]

Type=oneshot

User=ufmadm

Group=ufmadm

ExecStart=/usr/bin/podman system migrate

[Install]
WantedBy=multi-user.target
EOF

Step 13: Enable and Start Podman Services

systemctl daemon-reload

systemctl enable --now podman-ufm.socket
systemctl enable --now podman-ufm.service
systemctl enable --now podman-ufm-cleanup.service

Step 14: Create Udev Rules for InfiniBand Devices
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cat <<EOF > /etc/udev/rules.d/70-umad.rules

KERNEL=="umad*", SUBSYSTEM=="infiniband_mad", MODE="0600", OWNER="ufmadm",

GROUP="ufmadm"

KERNEL=="issm*", SUBSYSTEM=="infiniband_mad", MODE="0600", OWNER="ufmadm",

GROUP="ufmadm"
EOF

udevadm control --reload-rules
udevadm trigger

Step 15: Clear and Create UFM Directories

rm -rf /opt/ufm/systemd

sudo -u ufmadm mkdir -p /opt/ufm/ufm_plugins_data
sudo -u ufmadm mkdir -p /opt/ufm/systemd

sudo -u ufmadm mkdir -p /opt/ufm/etc/apache2

Step 16: Load UFM Image

sudo -u ufmadm podman load -i <path to ufm*-docker.img.gz

Step 17: Run UFM Installer
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sudo -u ufmadm podman run -it --rm --name=ufm_installer \
-v /run/podman-ufm/podman-
ufm.sock:/var/run/docker.sock \
-v /opt/ufm/:/installation/ufm_files/ \
-v /opt/ufm/systemd:/etc/systemd_files/

\
mellanox/ufm-enterprise:latest \
--install \
--fabric-interface 1b0 \
--rootless \
--plugin-path /opt/ufm/ufm_plugins_data
\

--ufm-user ufmadm \
--ufm-group ufmadm

() Note

Note: Replace 1b©@ with your actual InfiniBand interface name, if it is

not the default ibO. Note: - All other UFM install flags are supported
and can be added to the command.

Step 18: Install UFM Enterprise Service Files

mv /opt/ufm/systemd/ufm-enterprise.service
/etc/systemd/system/ufm-enterprise.service
systemctl daemon-reload

Step 19: Enable And Start UFM Service
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systemctl start ufm-enterprise.service

Optional: Client Certificate Authentication Setup

This section provides steps to configure UFM with client certificate authentication using
locally refreshed certificates. This is an optional security enhancement that can be
configured after the basic UFM installation is complete.

Prerequisites for Client Certificate Setup

¢ Valid client certificates available

e Local certificates directory mapped to the UFM container

Client Certificate Configuration Steps

Step 1: Install UFM with Local Certificates Directory
(Alternative to Step 18)

If you want to use client certificates, first prepare your certificate directory with the
required files, then modify step 18 to include the --local-certs-dir flag.

() Note

Important: The --1local-certs-dir flag can only be used during

initial installation. If UFM is already installed, you must reinstall to use
this feature.

The local certificates directory must contain the following files in PEM format:

e server.crt -SSL certificate

e server.key -SSL key
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e ca-intermediate.crt - CA intermediate certificate

sudo -u ufmadm podman run -it --rm --name=ufm_installer \
-v /run/podman-ufm/podman-
ufm.sock:/var/run/docker.sock \
-v /opt/ufm/:/installation/ufm_files/ \
-v /opt/ufm/systemd:/etc/systemd_files/

mellanox/ufm-enterprise:latest \
--install \

--fabric-interface ib0 \

--mgmt-interface enp1s@ \

--rootless \

--plugin-path /opt/ufm/ufm_plugins_data

--ufm-user ufmadm \
--ufm-group ufmadm \
--local-certs-dir /path/to/local/certs

Replace /path/to/local/certs with the actual path to your directory containing the
certificate files on the host.

Step 2: Enter the UFM Container

Once the UFM service is running, enter the container:

sudo -u ufmadm podman exec -it ufm /bin/bash

Step 3: Enable Client Certificate Authentication
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/opt/ufm/scripts/manage_client_authentication.sh enable-client-
cert-authen

Step 4: Set Client Certificate Subject Identifier

/opt/ufm/scripts/manage_client_authentication.sh set-subject-
identifier --identifier CN

() Note

Use CN or SAN.

Step 5: Associate Client Certificate with UFM User

/opt/ufm/scripts/manage_client_authentication.sh associate-user -
-cn <CN> --username <UFM_USER>

Replace:

e <CN>:The Common Name from your client certificate

e <UFM_USER> : The UFM username to associate with the certificate
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Step 6: Set SSL Server Certificate Hostname

/opt/ufm/scripts/manage_client_authentication.sh set-ssl-cert-
hostname --hostname <hostname>

() Note

Replace <hostname> with your server's hostname.

Step 7: Restart Apache Web Server

/opt/ufm/scripts/manage_client_authentication.sh
restart_ufm_websrv

Client Certificate Authentication Notes
e Steps B-G should be performed after the UFM container is running

e This command can be embedded in automation scripts and invoked after
certificates are refreshed

o Users will need valid client certificates matching the configured CN associations to
access UFM

o Verify certificates are properly formatted and the hostname matches your server
configuration
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UFM Infra Installation

UFM Infra introduces a structured architecture where services are divided into two
categories, each deployed differently based on functionality:

o UFM Infra: A set of persistent infrastructure services that run on all nodes. These
services support system-level operations and ensure distributed availability.

o UFM Enterprise: Services that run exclusively on the master node, responsible for
management, orchestration, and user-facing functionality.

For more information on the UFM Infra architecture, refer to UFM Infra.

¢ Installing UFM Infra Using Docker Root

¢ Installing UFM Infra Using Rootless with Podman

Installing UFM Infra Using Docker Root

UFM Docker Root Installation Steps with Infra Mode and
NFS/Shared Storage

This section provides installation instructions for UFM Enterprise running in Docker root
mode with UFM infra support and NFS or shared storage. The configuration uses
versioned directories and soft links to enable seamless upgrades.

Prerequisites

Docker engine installed and running

HA configured with the multinode option and either drbd-dual-primary or NFS.

Root or sudo privileges

NFS or shared storage must be mounted at /opt/ufm/shared_files

NVIDIA UFM Enterprise User Manual v6.24.2 92



() Note

For more information on the UFM-HA package and all installation and
configuration options, please refer to UFM High Availability User
Guide.

What This Installation Creates

o Two systemd services. ufm-enterprise.service and ufm-infra.service

» Shared Docker volume: ufm-shared-data for Apache configuration sharing

» UFM configuration: With Infra mode enabled

() Note

Note: Both service files are created during installation to enable
future mode switching without reinstallation. You can switch
between Legacy and Infra modes using the

ufm_infra_feature_flag.py script.

Installation Steps

() Note

You may install UFM in the original installation and switch to UFM
Infra mode using the ufm_infra_feature_flag.py script. For more
information, refer to UFM Infra.

NVIDIA UFM Enterprise User Manual v6.24.2 93


https://docs.nvidia.com/networking/display/UFMHA
https://docs.nvidia.com/networking/display/UFMHA

Step 1: Create UFM Base Directory

mkdir -p /opt/ufm
mkdir -p /opt/ufm/ufm_plugins_data

Step 2: Load UFM Image and Extract Version

# Define the UFM image file path
UFM_IMAGE _FILE="<path to ufm*-docker.img.gz>"

# Load the UFM image
docker load -1 "$UFM_IMAGE_FILE"

Step 3: Create a Soft Link

# Remove existing files link if it exists
rm -f /opt/ufm/files

# Create soft link
In -s /opt/ufm/shared_files/ /opt/ufm/files

# Verify the soft 1link
1s -1la /opt/ufm/files

Step 4: Run UFM Installer
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docker run --name=ufm_installer --rm \
-v /var/run/docker.sock:/var/run/docker.sock \
-v /etc/systemd/system/:/etc/systemd_files/ \
-v /opt/ufm/files/:/installation/ufm_files/ \
-v [LICENSE_DIRECTORY]:/installation/ufm_licenses/ \
mellanox/ufm-enterprise:latest \
--install \
--fabric-interface ib0 \
--ufm-infra

() Note

e Replace 1b0 with your actual InfiniBand interface name, if it is
not the default ibO.

o All other UFM install flags are supported and can be added to
the command.

o After this stage, you can skip the rest of the stages and use
ufm_infra_feature_flag.py script. For more information,
refer to UFM Infra.

Step 5: Load Valkey Image

Load the given Valkey image (tested with Valkey v7.2.11) (in case you are not using
external Redis/Valkey) docker load -i ""

Step 6: Load Fast API Plugin Image
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# Define the Fast API plugin image file path
FAST_API_IMAGE="<PATH TO FAST APl.img.gz file>"

# Load the Fast API plugin image
docker load -1 "$FAST APIIMAGE"

# Extract Fast API version from Docker image tag (exclude latest
tag)

FAST_API_VERSION=S(docker images --format "{Repository}}{{Tagl}' | grep
"mellanox/ufm-plugin-fast_api" | grep -v "latest' | head -1 | cut -dv -f2)

echo "Fast APl Version: $FAST_API_VERSION"

Step 7: Install Fast API Plugin

docker run --hostname SHOSTNAME --rm --name=ufm_plugin_mgmt --
entrypoint="\

-v /var/run/docker.sock:/var/run/docker.sock \

-v /opt/ufm/files:/opt/ufm/shared_config_files \

-v /dev/log:/dev/log \

-v /sys/fs/cgroup:/sys/fs/cgroup:ro \

-v /lib/modules:/lib/modules:ro \

-v /opt/ufm/ufm_plugins_data:/opt/ufm/ufm_plugins_data \

-e UFM_CONTEXT=ufm-infra \

mellanox/ufm-enterprise:latest \

/opt/ufm/scripts/manage_ufm_plugins.sh add -p fast_api -t
S{FAST_API_VERSION} -c ufm-infra
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() Note

You can repeat steps 6 and 7 using UTM when working with the UFM
Clustered Telemetry.

Step 8: (Optional) Install Additional Infra Plugins (UTM)

# Load the plugin image
docker load -1 "<PATH TO PLUGIN IMAGE>'

# Get plugin version
PLUGIN_VERSION=S(docker images --format "{Repository}}:{{Tagh" \
| grep "mellanox/ufm-plugin-<plugin_name>"\
| grep -v "latest" \
| head -1 \
| cut -dv -f2)

# Install the plugin
docker run --hostname SHOSTNAME --rm --name=ufm_plugin_mgmt --
entrypoint=""\
-v /var/run/docker.sock:/var/run/docker.sock \
-v /opt/ufm/files:/opt/ufm/shared_config_files \
-v /dev/log:/dev/log \
-v /sys/fs/cgroup:/sys/fs/cgroup:ro \
-v /lib/modules:/lib/modules:ro \
-v /opt/ufm/ufm_plugins_data:/opt/ufm/ufm_plugins_data \
-e UFM_CONTEXT=ufm-infra \
mellanox/ufm-enterprise:latest \

/opt/ufm/scripts/manage_ufm_plugins.sh add -p <plugin_name> -

t S${PLUGIN_VERSION} -c ufm-infr
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Step 9: Reload systemd and Start Services

For Standalone Mode (No HA)

# Reload systemd daemon
systemctl daemon-reload

# Start UFM infra service first
systemctl start ufm-infra

# Then start UFM enterprise service
systemctl start ufm-enterprise
For HA Mode

If using HA, configure and start the HA cluster instead:

# Reload systemd daemon on all nodes
systemctl daemon-reload

# Start HA cluster (on master node)
ufm_ha_cluster start

Post-Installation: Mode Switching

After installation, you can switch between Legacy and Infra modes using the feature flag
script:

Switch to Legacy Mode
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cd /opt/ufm/files/scripts/
/ufm_infra_feature_flag.py --disable

Switch Back to Infra Mode

cd /opt/ufm/files/scripts/
./ufm_infra_feature_flag.py --enable

Installing UFM Infra Using Rootless
with Podman

UFM Infra Rootless Deployment with Podman (Restricted
to Oracle Linux Only)

Prerequisites
1. Download the UFM and plugins bundle tar file to /tmp .

2. Extract the contents using the command:
tar -xvf <bundle tar>

This archive (tar file) includes the following components:
¢ Relevant UFM container image

o Relevant FAST-API container image
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e Relevant Infra container image (for internal Valkey usage). Refer to Redis-Related
Configuration for more information.

o Default plugin bundle for UFM

e UFM-HA package

HA Installation Requirements

To enable the UFM Infra feature, UFM HA must be installed in a new mode (" external-
storage '), using a new product (* enterprise-multinode ).

Additionally, NFS must be configured as follows:

NFS Setup Prerequisites
e Select a dedicated NFS server to host the shared directories.
o Create a shared directory on the NFS server for UFM configuration and logs.

e Install the NFS client on each UFM node if not already present.

Enable HA ports in Firewall

If you have firewall rules that blocks non-standard ports, we need to open these ports so
high availability services could communicate with each other on the HA nodes. To do so,

run these commands:

firewall-cmd --permanent --add-service=high-availability

# or

firewall-cmd --add-service=high-availability
# and then reload the rules

firewall-cmd --reload
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Create and Mount the UFM Directory

() Note

At this stage, apply point #2 (Mount the UFM directory) only on the
master machine.

Other nodes will be visited for mount later.

1. Create the UFM directory:
mkdir -p /opt/ufm/files/

2. Mount the UFM directory:

o If using NFS 4.2:

mount -t nfs4 -o context="system_u:object_r:container_file_t:s0"
<server>:/shared_folder /opt/ufm/shared_files

o [f using NFS 3:

mount -t nfs -0 vers=3, context="system_u:object_r:container_file_t:s0"
<server>:/shared_folder /opt/ufm/shared_files

3. Ensure the NFS version and mount options are compatible with the NFS server.

4. Verify that the following HA packages are installed: pcs, pacemaker ,and
corosync . Install them if they are missing.
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5. Follow the HA installation steps in Run the HA Installation.

Run the HA Installation

Follow the HA installation instructions at UFM High-Availability Installation and
Configuration.

When running the HA installation script, use the following command:

./install.sh -p enterprise-multinode -1 /opt/ufm/shared_files

e The -1 flag must always point to the shared directory path:
/opt/ufm/shared_files

e No need to provide the DRBD disk argument to the installation script.

Installation Instructions

1. Check firewall status:

systemctl status firewalld

2. Configure Firewall (if active):
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# check if firewalld is running
systemctl status firewalld
# Permanently add port 8443 to firewalld
firewall-cmd --permanent --add-port=s8443/tcp
# reload firewalld config
firewall-cmd --reload

3. Create UFM directory:

mkdir -p /opt/ufm

4. Create UFM group:

groupadd ufmadm -g 733

5. Create a UFM user:

useradd -d /opt/ufm -m -u 733 -g ufmadm ufmadm

6. Set directory ownership:

chown -R ufmadm:ufmadm /opt/ufm
chown -R ufmadm:ufmadm /opt/ufm/shared_files

7. Configure SubUID and SubGID:
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echo "ufmadm:100000:65536" >> /etc/subuid
echo "ufmadm:100000:65536" >> /etc/subgid

8. Enable Login Linger for UFM ser:

loginctl enable-1linger ufmadm

9. Configure Rootless Podam storage

sudo -u ufmadm mkdir -p /opt/ufm/.config/containers
cat <<EOF | sudo -u ufmadm tee
/opt/ufm/.config/containers/storage.conf > /dev/nul
[storage]

driver = "overlay"

runroot = "/run/user/733"

EOF

10. Create Podman UFM socket:
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cat <<EOF > /usr/lib/systemd/system/podman-ufm.socket
[Unit]
Description=Podman API Socket For Nvidia UFM

[Socket]

SocketUser=ufmadm

SocketGroup=ufmadm
ListenStream=%t/podman-ufm/podman-ufm.sock
SocketMode=0660

[Install]
WantedBy=sockets.target
EOF

11. Create Podman UFM service
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cat <<EOF > /usr/lib/systemd/system/podman-ufm.service
[Unit]

Description=Podman API Service for Nvidia UFM
Requires=podman-ufm.socket

After=podman-ufm.socket

StartLimitIntervalSec=0

[Service]

Delegate=true

Type=exec

User=ufmadm

Group=ufmadm

KillMode=process

Environment=LOGGING="-log-level=info"
ExecStart=/usr/bin/podman \SLOGGING system service
LimitMEMLOCK=infinity

[Install]
WantedBy=default. target
EOF

12. Create Podman cleanup service:
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cat <<EOF > /usr/lib/systemd/system/podman-ufm-
cleanup.service

[Unit]

Description=podman-ufm-cleanup - clean stuck rootless
containers at boot

After=podman-ufm.service
Before=ufm-enterprise.service

[Service]

Type=oneshot

User=ufmadm

Group=ufmadm

ExecStart=/usr/bin/podman system migrate

[Install]

WantedBy=multi-user.target
EOF

13. Enable and start Podman services:

systemctl daemon-reload

systemctl enable --now podman-ufm.socket
systemctl enable --now podman-ufm.service
systemctl enable --now podman-ufm-cleanup.service

14. Create Udev Rules for InfiniBand Devices
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cat <<EOF > /etc/udev/rules.d/70-umad.rules
KERNEL=="umad*", SUBSYSTEM=="infiniband_mad", MODE="0600",
OWNER="ufmadm", GROUP="ufmadm"

KERNEL=="issm*", SUBSYSTEM=="infiniband_mad", MODE="0600",
OWNER="ufmadm", GROUP="ufmadm"

EOF

udevadm control --reload-rules
udevadm trigger

15. Clean and create UFM directories

rm -rf /opt/ufm/systemd

sudo -u ufmadm mkdir -p /opt/ufm/ufm_plugins_data
sudo -u ufmadm mkdir -p /opt/ufm/systemd

sudo -u ufmadm mkdir -p /opt/ufm/etc/apache2

16. Load UFM image and extract version:

# Extract UFM version from filename (e.g., ufm_6.220-
7.ubuntu24 .x86_64-docker.img.gz -> 6_.22_0_7)
UFM_VERSION=S(basename "$UFM_IMAGE FILE" | sed 's/ufm \([0-9][AJ*\[AJ*\[A]*
[AIRW\ubuntu A1/ | tr )

echo "UFM Version: $UFM_VERSION"

# Load the UFM image
sudo -u ufmadm podman load -i "$UFM_IMAGE_FILE"

17. Create a soft link:
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# Remove existing files link if it exists
rm -f /opt/ufm/files

# Create soft link
sudo -u ufmadm 1n -s /opt/ufm/shared_files/ /opt/ufm/files

# Verify the soft link
1s -1la /opt/ufm/files

18. Run UFM installer:

sudo -u ufmadm podman run -it --rm --name=ufm_installer \

-v /run/podman-ufm/podman-
ufm.sock:/var/run/docker.sock \

-V
/opt/ufm/:/installation/ufm_files/ \

-V
/opt/ufm/files:/installation/ufm_files/files \

-V
/opt/ufm/systemd:/etc/systemd_files/ \

mellanox/ufm-enterprise:latest \

--install \

--fabric-interface 1b0 \

--rootless \

--plugin-path
/opt/ufm/ufm_plugins_data \

--ufm-user ufmadm \

--ufm-group ufmadm \

--ufm-infra
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() Note

**Note**: Replace "ib0" with your actual InfiniBand interface name, if it is not the
default ib0.

**Note**: - All other UFM install flags are supported and can be added to the
command.

19. Load Valkey Image (if not using external Redis/Valkey):

Load the given Valkey image (in case you are not using
external Redis/Valkey)
sudo - u ufmadm load -1 "<PATH TO GIVEN VALKEY IMAGE>'

20. Load Fast API Plugin image:

sudo - u ufmadm run --hostname SHOSTNAME --rm --
name=ufm_plugin_mgmt --entrypoint=""\

-v /run/podman-ufm/podman-ufm.sock:/var/run/docker.sock \

-v /opt/ufm/files:/opt/ufm/shared_config_files \

-v /dev/log:/dev/log \

-v /sys/fs/cgroup:/sys/fs/cgroup:ro \

-v /lib/modules:/lib/modules:ro \

-v /opt/ufm/ufm_plugins_data:/opt/ufm/ufm_plugins_data \

-e UFM_CONTEXT=ufm-infra \

mellanox/ufm-enterprise:latest \

/opt/ufm/scripts/manage_ufm_plugins.sh add -p fast_api -t
S{FAST_API_VERSION} -c ufm-infra

21. Install service files:
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mv /opt/ufm/systemd/ufm-enterprise.service
/etc/systemd/system/ufm-enterprise.service
mv /opt/ufm/systemd/ufm-infra.service
/etc/systemd/system/ufm-infra.service
systemctl daemon-reload

To start UFM as a standalone instance, run:

systemctl daemon-reload
systemctl start ufm-infra
systemctl start ufm-enterprise

Running in HA Mode

() Note

Do not manually start any services.

1. Ensure UFM and UFM-HA are installed on all nodes as described in the above
sections.

2. Mount Jopt/ufm/files on all standby nodes as described point #2 (Mount the UFM
directory)

3. On one node, edit the HA configuration file:
/etc/ufm_ha/ha_nodes.cfg

Fill each node parameters
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[Node . 1]

# valid role options: master/standby
role = master

# Mandatory

primary_ip =

# Mandatory if dual_link = true
secondary_ip =

[Node.2]

role = standby
primary_ip =
secondary_ip =

[Node .3]

role = standby
primary_ip =
secondary_ip =

4. Ensure the file sync mode is set to external-storage , and that the shared file
system is mounted prior to HA configuration.

[FileSync]

# valid options are: drbd/external-storage

# in case of external-storage the user MUST mount the files
system PRIOR to ha configuration

mode = external-storage

5. Copy the edited file to all nodes at the same path.

6. Configure the cluster, starting from standby nodes and ending with the master
node:
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ufm_ha_cluster config -p <password>

() Note

Use the same password on all nodes.

7. After finishing the configuration on all nodes, run:
ufm_ha_cluster status

8. Start the cluster:
ufm_ha_cluster start

9. Check cluster status again to ensure all services have started successfully.

Activating Software License

1. Before starting the UFM software, copy your license file(s) downloaded from NVIDIA
Licensing and Download Portal (volt-ufm-<serial-number>.lic) to the master server
under the /Jopt/ufm/files/licenses directory. We recommend that you back up the
license file(s).

In High Availability mode, the license files are replicated to the standby machine
automatically. Your software is now activated.

2. Run the UFM software as described in the following sections.
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() Note

When a UFM license is not provided for activation upon the first UFM
installation, the UFM runs on an auto-generated evaluation license
which expires after 30 days from the first start-up of the UFM.

Licensing

1. After installing and activating your software, you can view your licenses in the Web

Ul by clicking the About icon (& ) in the main window.

(Ez NVIDIA.
5 | e—— - e I P Ok Ay — e ~+ i ——
J dla 2 :ﬁu'(EI\.r f_ FCE C anage [UrFhWE) 15 3 powe p -Lf\_"-'-" f anag
scale-out comouting environmenis. UFM enables dats center operafors to efficiently
monitor and operate the entire fao ooost application performance and max
esource utilization
Version: 6.5.2-5

~ .

Advanced
Ceopyright ® 2013 - 2020 Nvidia Mellanox Technologies
Allrights reserved

Close

2. To view the advanced license information, click the Advanced button. The advanced

license details will be displayed below.
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<A NVIDIA.

Version: 6.5.2-5

Advanced
Customer: ARSTA0397 Serial Mumber: 1234546778
License Type: Evaluation Expiration Date: 20%0-11-21
Functionality: Advancad
Copyright ® 2013 - 2020 Nvidia Mellanox Technologies -
e s = Close
Allrights reserved

3. Product Functionality is updated only after startup. If you replace the UFM license,
UFM continues to work in the previous mode until the UFM server is restarted.

To view license information from the CLI:
Ve

Run CLI Command "ufmlicense’ to display information about all installed licenses on the
UFM server under Jopt/ufm/files/licenses. This includes invalid and expired license
information.

UFM license could support up to 3 different MAC addresses in case there are more than
one standby machines (one master and two standbys).

In below example there are two UFM HA licenses where each license includes 2 different
MACs: one for the primary machine and one for the standby machine.
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In a given time, for each license, only one MACs is detected to be "Valid" (exists on the
local machine) where the other MAC is detected as "Invalid" (exist on the standby
machine).

See below output example when running the CLI command ufmlicense in SA and HA
Modes.

HA Mode Output Example:

[root@ip-10-224-16-49-dg11 ~]# docker exec -ti ufm bash

root@ ip-10-224-16-49-dg11~# ufmlicense

| |

| Customer ID | SN | swName | Type | MAC Address | Exp. Date |Limit| Functionality |
Status || | |NVIDIA
Corp | xxxxxxx-xxxxxxx | UFM Enterprise | Subscription |e4:43:4b:18:3c:e0]2025-08-29 128 |3 Years |Invalid | |-
| INVIDIA

Corp | xxxxxxx-xxxxxxx | UFM Enterprise | Subscription |e4:43:4b:18:49:a0]2025-08-29 128 |3 Years |Valid | |---
| INVIDIA

Corp | xxxxxxx-xxxxxxx | UFM Enterprise | Subscription |e4:43:4b:18:3c:e0]2025-07-13 128 |3 Years |Invalid | |-
| | BBK Electronics
Corp Ltd | xxxxxxx-xxxxxxx | UFM Enterprise | Subscription |e4:43:4b:18:49:30|2025-07-13 |128 |3 Years |Valid |

SA Mode Output Example:

root@ufm-production:~# ufmlicense

| Customer ID | SN | swName | Type

| MAC Address | Exp. Date |[Limit| Functionality | Status

|

| ________________________________________________________________

________________________________________________________________ |

| 495760397 | 123456778 |[UFM Enterprise |Evaluation

INA | 2090-11-21 | 1024 | Advanced |Valid |

| ________________________________________________________________

________________________________________________________________ |
To remove a license:
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Delete the license file from Jopt/ufm/files/licenses.

UFM Configuration

¢ |nitial Configuration

e Optional Configurations

Initial Configuration

After installing the UFM® server software and before running UFM, perform the following:
e Mandatory Configuration:
o Configure General Settings in gv.cfg

e Optional Configurations:

(o]

General Configuration options

(o]

Quality of Service

(o]

Activate and Enable Lossy Configuration Manager (Advanced License Only)

(o]

Activate and Enable Congestion Control Manager (Advanced License Only)

Configuring Fabric Interface

In most common cases, UFM is run in management mode; the UFM SM manages the
InfiniBand fabric. In such cases, the only mandatory configuration is setting the
fabric_interface parameter.

The fabric interface should be set to one of the InfiniBand IPolIB interfaces, which connect
the UFM/SM to the fabric:

fabric_interface = ib®
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() Note

e Bydefault, fabric_interface issetto ib@

e fabric_interface must be up and running before UFM
startup. Otherwise, UFM will not be able to run.

For additional configuration options, please refer to the Optional Configurations.

Optional Configurations

() Note

Unless noted otherwise, a UFM restart is required for configuration
changes to take effect.

General Settings in gv.cfg

Configure general settings in the conf/gv.cfg file.

() Note

When running UFM in HA mode, the gv.cfg file is replicated to the
standby server.

Enabling SHARP Aggregation Manager

SHARP Aggregation Manager is enabled by default. To disable it, set:
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[Sharp]
sharp_enabled = true

To disable this feature, set: sharp_enabled = false

A UFM restart is required for the change to take effect.

Enabling MAD Limiter

MAD Limiter is a security tool designed to mitigate Denial-of-Service (DoS) and
Distributed Denial-of-Service (DDoS) attacks targeting the management node.

MAD Limiter is disabled by default. To enable it, set:

[MADLimiter ]
mad_limiter_enabled = false

Enabling Predefined Groups

By default, pre-defined groups are enabled. In very large-scale fabrics, pre-defined groups
can be disabled in order to allow faster startup of UFM.

enable_predefined_groups = true

Enabling Multi-NIC Host Grouping

Starting with UFM Enterprise v6.4.1, multi-NIC host grouping is enabled by default for
fresh installations. However, for users upgrading from earlier versions, this feature
remains disabled by default.
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() Note

It is recommended to set the value of this parameter before running
UFM for the first time.

multinic_host_enabled = true

Defining Node Description Black-List

() Note

Node descriptions from the black-list should not be used for Multi-
NIC grouping.

During the process of host reboot or initialization/bring up, the majority of HCAs receive a
default label rather than an actual, real description. To prevent the formation of incorrect
multi-NIC groups based on these default labels, this feature offers the option to establish
a blacklist containing possible node descriptions that should be avoided when grouping
Multi-NIC HCAs during host startup. Once a legitimate node description is assigned to the
host, the HCAs are organized into multi-NIC hosts based on their respective descriptions.
It is recommended to configure this parameter before initiating the UFM for the first time.

For instance, nodes initially identified with descriptions listed in the
exclude_multinic_desc will not be initially included in Multi-NIC host groups until
they obtain an updated, genuine node description.

Modify the exclude_multinic_desc parameter in the cv.fg file:
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exclude_multinic_desc = localhost, generic_name_1,generic_name_2

Running UFM Over IPv6 Network Protocol

The default multicast address is configured to an IPv4 address. To run over IPv6, this must
be changed to the following in section UFMAgent of gv.cfg

[UFMAgent ]

# if ufmagent works in ipv6 please set this multicast address to
FF05:0:0:0:0:0:0:15F
mcast_addr = FF05:0:0:0:0:0:0:15F

Configuring SM Plugins via UFM

UFM allows users to configure Subnet Manager (SM) plugins through the
event_plugin_name and event_plugin_options parameters in the configuration
file. When UFM starts the SM, it automatically launches the specified plugins with the
provided options.

To define the SM plugins, use the following parameter:

# Event plugin name(s)
event_plugin_name osmufmpi lossymgr

Add the plug-in options file to the event_plugin_options option:
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# Options string that would be passed to the plugin(s)
event_plugin_options --lossy_mgr -f <lossy-mgr-options-file-name>

() Note

These plugin settings are applied only when UFM is operating in
Management mode and is copied to the opensm.conf file
accordingly.

Multi-port SM

SM can use up to eight-port interfaces for fabric configuration. These interfaces can be
provided via /opt/ufm/conf/gv.cfg . The users can specify multiple IPolIB interfaces or
bond interfaces in Jopt/ufm/conf/gv.cfg, subsequently, the UFM translates them to GUIDs
and adds them to the SM configuration file (/opt/ufm/conf/opensm/opensm.conf). If users
specify more than eight interfaces, the extra interfaces are ignored.
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[Server]

# disabled (default) | enabled (configure opensm with multiple
GUIDs) | ha_enabled (configure multiport SM with high
availability)

multi_port_sm = disabled

# When enabling multi_port_sm, specify here the additional
fabric interfaces for OpenSM conf

# Example: ib1,ib2,ib5 (OpenSM will support the first 8 GUIDs

where first GUID will
# be extracted the fabric_interface, and remaining GUIDs from

additional_fabric_interfaces
additional_fabric_interfaces =

() Note

UFM treats bonds as a group of IPolB interfaces. So, for example, if
bondO consists of the interfaces ib4 and ib8, then expect to see
GUIDs for ib4 and ib8 in opensm.conf.

() Note

Duplicate interface names are ignored (e.g. ib1,ib1,ib1,ib2,ib1 =
ib1,ib2).

Configuring UDP Buffer
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This section is relevant only in cases where telemetry_provider=ibpm . (By default,
telemetry_provider=telemetry).

To work with large-scale fabrics, users should set the set_udp_buffer flag under the
[IBPM] section to "yes" for the UFM to set the buffer size (default is "no").

# By deafult, UFM does not set the UDP buffer size. For large
scale fabrics

# it is recommended to increase the buffer size to 4MB (4194304
bits).

set_udp_buffer = yes

# UDP buffer size

udp_buffer_size = 4194304

Configuring Security Attributes for Apache REST API
Response Header

This configuration enables you to control the security level of Apache REST API responses
by modifying their header attributes.
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