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Overview

Windows OS Host controller driver for Cloud, Storage and High-Performance computing
applications utilizing field-proven RDMA and Transport Offloads

NVIDIA® Windows distribution includes software for database clustering, Cloud, High
Performance Computing, communications, and storage applications for servers and
clients running different versions of Windows OS. This collection consists of drivers,
protocols, and management in simple ready-to-install MSIs.

NVIDIA® WinOF-2 is the Windows driver for NVIDIA® ConnectX®-4 Lx and onwards adapter
cards. It does not support earlier NVIDIA Networking adapter generations.

The documentation here relates to WinOF-2:

Release Notes

User Manual

Software Download

Please visit WinOF-2 webpage.

Document Revision History

A list of the changes made to the User Manual are provided in User Manual Revision
History.

https://network.nvidia.com/products/adapter-software/ethernet/windows/winof-2/
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Release Notes
Release Notes Update History

Version Date Description

24.10.5
1000

December
2024

Initial release of this Release Notes version. This version introduces
Changes and New Features and Bug Fixes.

These are the release notes of NVIDIA® WinOF-2 drivers.

Release Notes contain the following sections:

General Support

Changes and New Features

Bug Fixes in This Version

Known Issues

General Support

WinOF-2 Package Contents
The WinOF-2 package contains the following components:

Diagnostic Tools

Documentation

Management Tools

Performance Tools

Drivers
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Drivers Version

Mlx5 Driver Package

- Mlx5.sys
- Mlx5.inf
- Mlx5.cat
- Mlx5ui.dll

24.10.266
52

mlx5 DevX Package - mlx5devx.dll

MUX Driver Package
Note: Windows Server 2016 onwards (IPoIB) and
Windows Client only.

- Mlx5mux.sys
- Mlx5mux.dll
- Mlx5mux.inf
- Mlx5mux.cat
- Mlx5muxp.inf
-
Mlx5muxp.cat

Bluefield Management Drivers
Note: Windows Server 2016 onwards and Windows
Client only.

-
Mlxrshimbus.s
ys
-
Mlxrshimbus.i
nf
-
Mlxrshimbus.c
at
-
Mlxrshimeth.s
ys
-
Mlxrshimeth.in
f
-
Mlxrshimcom.
cat
-
Mlxrshimcom.
sys
-
Mlxrshimcom.i
nf
-
Mlxrshimcom.
cat
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Tested Operating System
The following describes the tested operating systems and their roles in a virtualization
environment.

Virtualizat
ion Mode

Supported Host OS Supported Guest OS

None

Windows Server 2016 /
2019 / 2022 / 2025
Windows 10 Client
1809 / 21H2 / 22H2
Windows 11 Client
21H2 / 22H2 / 23H2 /
24H2

N/A

VMQ
Windows Server 2016 /
2019 / 2022 / 2025

Windows Server 2016 / 2019 / 2022 /
2025
Windows 10 Client 1809 / 21H2 / 22H2
Windows 11 Client 21H2 / 22H2 / 23H2 /
24H2

SR-IOV
(Ethernet)

Windows Server 2016 /
2019 / 2022 / 2025

Windows Server 2016 / 2019 / 2022 /
2025
Windows 10 Client 1809 / 21H2 / 22H2
Windows 11 Client 21H2 / 22H2 / 23H2 /
24H2
Ubuntu 18.04 / 20.04 / 22.04
SLES15.3 SP3 5.3.18-57-default
CentOS/RHEL 7.9 / RHEL8.4 upstream /
8.7 / 9.1
FreeBSD 13.0-STABLE / 13.1-RELEASE /
14-0-CURRENT-x64-15565e0a217-
257277

SR-IOV
(InfiniBan
d)

Windows Server 2016 /
2019 / 2022 / 2025

Windows Server 2016 / 2019 / 2022 /
2025
Windows 10 Client 1809 / 21H2 / 22H2
Windows 11 Client 21H2 / 22H2 / 23H2 /
24H2
Ubuntu 20.04 5.13.0-1017-azure + OFED
24.07
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Virtualizat
ion Mode

Supported Host OS Supported Guest OS

Ubuntu 22.04 + OFED 24.07
SLES15.3 SP3 5.3.18-57-default + OFED
24.07
CentOS/RHEL 8.7 + OFED 24.07
Centos/RHEL 9.1 + OFED 24.07
SLES15.3 SP3 5.3.18-57-default + OFED
24.07

Certifications
The following describes the driver’s certification status per operating system.

Operating System
Logo
Certification

SDDC Premium
Certification

Windows 10 Client 1809 / 21H2 / 22H2 Certified N/A

Windows 11 Client 21H2/ 22H2 / 23H2 /
24H2

Certified N/A

Windows Server 2016 / 2019 Certified N/A

Operating System
Logo
Certificatio
n

Management AQ
Certification

Storage AQ
Certification

Compute AQ
Certification

Windows Server
2022 / 2025

Certified Standard Standard Standard

Note

This section is updated in accordance with the certifications
obtainment.
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Supported Network Adapter Cards and
MFT Tools

Supported Network Adapter Cards

NVIDIA® WinOF-2 supports the following NVIDIA® network adapter cards:

NICs Supported Protocol Supported Link Speed

ConnectX-8

InfiniBand
HDR100, HDR, NDR200, NDR,
XDR

Ethernet
25GbE, 50GbE, 100GbE,
200GbE, 400GbE, 80GbE

ConnectX-7

InfiniBand HDR, NDR200, NDR

Ethernet
1GbE, 10GbE, 25GbE, 40GbE,
50GbE, 100GbE, 200GbE

BlueField-3 SmartNIC

InfiniBand
EDR, HDR100, HDR, NDR,
NDR200

Ethernet
25, 40, 50, 100, 200 and
400GbE

BlueField-2 SmartNIC
InfiniBand QDR, FDR, EDR, HDR100, HDR

Ethernet 1, 10, 25, 40, 50, 100, 200GbE

ConnectX-6 Lx Ethernet 10, 25, and 50GbE

ConnectX-6 Dx Ethernet 10, 25, 40, 50, 100 and 200GbE

ConnectX-6
Ethernet 10, 25, 40, 50, 100 and 200GbE

InfiniBand SDR, FDR, EDR and HDR

Note

The RSHIM drivers are certified only for Windows Server 2016 and
above Operating Systems and Windows Client 10 / 1809 and above
Operating Systems.
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NICs Supported Protocol Supported Link Speed

ConnectX-5/Ex
Ethernet 10, 25, 40, 50 and 100GbE

InfiniBand QDR, FDR and EDR

ConnectX-4 Lx Ethernet 10, 25, 40, and 50GbE

Firmware Versions

WinOF-2 is tested with the following firmware for NVIDIA® NICs:

NICs Recommended Firmware Rev.
Additional Firmware Rev.
Supported

ConnectX-8 40.44.0204 N/A

ConnectX-7 28.43.1014 28.42.1000

BlueField-3 integrated
ConnectX-7 Adapter

32.43.1014 32.42.1000

BlueField-2 integrated
ConnectX-6 Dx
Adapter

24.43.1014 24.42.1000

BlueField integrated
ConnectX-5 Adapter

18.33.1048 18.33.1048

NVIDIA ConnectX-6 Lx 26.43.1014 26.42.1000

NVIDIA ConnectX-6
Dx

22.43.1014 22.42.1000

NVIDIA ConnectX-6 20.43.1014 20.42.1000

NVIDIA ConnectX-5 /
ConnectX-5 Ex

16.35.4030 16.35.3502

NVIDIA ConnectX-4 Lx 14.32.1010 14.32.1010

Note

Firmware versions listed are the minimum supported versions.
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NVIDIA MFT - Firmware Versions

WinOF-2 is compatible with the following MFT versions:

Product Recommended Rev. Additional Rev. Supported

MFT 4.30.2-20 4.30.0-139

Changes and New Features

Category Description

Rev 24.10.51000 (DRV 24.10.26652)

Adapter Cards Added support for ConnectX-8 SuperNIC.

Extended Network
Direct API

[ConnetX-8] Extended the Network Direct API to enable it to open
a QP that support receiving Out-of-Order packets by adding the
following definition:
#define ND_ADAPTER_FLAG_OOO_QP_SUPPORTED
0x00040000 // OOO - out of order QP (multi-path)
// mask with maxReceiveRequestSge passed to
CreateQueuePair() // or with nInboundSge
CreateEndpoint() #define ND_QP_CREATE_OOO_MARKER
((ULONG)0xE8700000)

Backward Compatibility
This section will include all the features that their backward compatibility is broken at a
certain release.

Catego
ry/Feat
ure

Description

RoCE
As of WinOF-2 v24.1, RoCE's MTU configuration should be done using
*NetworkDirectRoCEFrameSize registry key instead of the "RoceFrameSize"
registry key.

Utilitie
s

As of WinOF-2 v23.10, the "autologger" utility is renamed to "smarttrigger" and
the "NichealthMonitor" utility to "AnanlyzCcounters".
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Catego
ry/Feat
ure

Description

For further information see NicHealthMonitor Utility.

mlxndp
erf

As of WinOF-2 v23.4, the " -estatLatencywas " is no longer supported in the

mlxndperf tool. This argument is now replaced by the " -latency " argument.

DriverV
ersion
Utility

As of WinOF-2 v2.90, the "mlx5cmd -driverversion"  command presents
the OS build number + Server\Client information instead of presenting the OS
name.
Meaning, when querying the "driverversion"  of the Virtual Function, the
OS version format depends on the VF version. If the VF driver version is < 2.90,
it will show the OS Name, otherwise it will show the OS build number +
Server\Client information.

Bug Fixes in This Version
This version does not include bug fixes. For a list of old fixes, please see Bug Fixes History.

Known Issues
For the list of old Know Issues, please see the relevant Release Notes version.

Internal Ref. Issue

4030457

Description: This release does not support InfiniBand (IB) over Windows
OS when using ConnectX-7 MCX75310AAS-NEAT and MCX75310AAC-
NEAT OPNs.

Workaround: N/A

Keywords: InfiniBand, Windows

Detected in version: 24.7.50000

3816081

Description: On Windows Server 2025 /Windows Client 11 24H2, device
installation may take a few minutes on a disabled device.

Workaround: N/A

Keywords: Installation

Detected in version: 24.7.50000
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Internal Ref. Issue

3974778

Description: The inbox driver of Windows Server 2025 and Windows
Client 11 24H2 fails to load when REAL_TIME_TIMESTAMP_ENABLE  in
the firmware is set to 1.
By default, REAL_TIME_TIMESTAMP_ENABLE  is set to 0.

Workaround: Disable the feature before downgrading to the Inbox
driver.

Keywords: Inbox, 2.53, REAL_TIME_TIMESTAMP_ENABLE' ,Yellow bang,
code 31

Detected in version: 24.7.50000

3876612

Description: When creating SET over two InfiniBand ports, error of
Duplicate IP is received and the ping does not work.

Workaround: Perform the following sequence of operations:

1. Create the SET over one InfiniBand port first.
2. Assign the IP.
3. Add the second port into the SET.

Keywords: InfiniBand, SET

Detected in version: 24.4.50000

3859759

Description: In Windows Server 2025/Windows 11 24H2, the disabled
device remains disabled after driver installation.

Workaround: N/A

Keywords: Installation, Windows Server 2025/Windows 11 24H2

Detected in version: 24.4.50000

3888785

Description: In Windows Server 2019, when using SET over both ports
of a dual-port device and the ms_ndislwf is bound, sending
OID_TCP_OFFLOAD_PARAMETERS  to port 1 will not enable the VXLAN

Task Offload.

Workaround: Send OID_TCP_OFFLOAD_PARAMETERS  to: enable port 2
-> disable port 2 -> enable port 1 -> enable port 2

Keywords: Switch Embedded Team, ETH, Windows Server 2019

Detected in version: 24.4.50000

3976810 Description: Occasionally, changing the IP while restarting the driver
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Internal Ref. Issue

could lead to BSOD.

Workaround: Do not restart the driver while changing the IP.

Keywords: BSOD, Restart, Change IP, Reset

Detected in version: 24.4.50000

3876612

Description: When creating SET over 2 ports in Bluefield devices when
in DPU mode, the user will get error of Duplicate IP and ping will not
work.

Workaround: Disable one of the ports and remove the IP from the port.

Keywords: BlueField, DPU mode

Detected in version: 24.4.50000

3732709

Description: The inbox driver of Windows Server 2022/Windows Client
11(2.42/2.53) adds the "roceframesize" key to the registry with the value
of 1024, meaning the RoCE Frame Size will not be changed
automatically when changing the MTU size.
Note: On version 24.1 and above, *NetworkDirectRoCEFrameSize that
replace roceframesize will be added automatically.

Workaround: To set the RoCE frame size automatically based on the
MTU size, delete both the roceframesize and the
*NetworkDirectRoCEFrameSize keys if they exist.
The keys can be deleted before installing new driver over the inbox or
after.
Changes will be applied only after restart of the driver.

Keywords: RoceFrameSize,*NetworkDirectRoCEFrameSize, WS2022,
inbox driver, Windows 11

Detected in version: 24.1.50000

3682841

Description: Configuration of RoCE MTU using the RoceFrameSize
registry key does not work when *NetworkDirectRoCEFrameSize key
exists.

Workaround: To configure RoCE MTU use the
*NetworkDirectRoCEFrameSize registry key instead of RoceFrameSize.

Keywords: RoCE MTU registry, *NetworkDirectRoCEFrameSize ,
RoceFrameSize

Detected in version: 24.1.50000
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Internal Ref. Issue

3554731

Description: On Bluefield devices ,network adapter is disabled when
performing cold boot right after restarting of the DPU.

Workaround: To resolve the issue perform one of the following:

Wait for the DPU to load and link up before executing cold boot.
Cold boot and also restart the DPU so a DPU restart is not required
in case of cold boot.

Keywords: BlueField, cold boot, restart

Detected in version: 23.7.50000

3035275

Description: VMQoS statistics counter does not count RDMA traffic
running on the PF.

Workaround: N/A

Keywords: VMQoS statistics counter, RDMA

Detected in version: 3.20.50010

3316447

Description: When using a firmware version between xx.34.1000 and
xx.36.1000, the driver reports the wrong number of SQs (adds 1).

Workaround: Update the firmware version to xx.36.1000 or above.

Keywords: VMQoS SR-IOV

Detected in version: 3.20.50010

3240702

Description: Anti-spoofing counters are not supported on BlueField-2 in
DPU mode.

Workaround: Arm user can add anti-spoofing rule via Linux in DPU as
Arm is the manager of the eSwitch in embedded model.

Keywords: Anti-spoofing counters, Smart mode, Embedded mode, DPU

Detected in version: 3.10.50000

3046630

Description: The device will stay associated with the currently installed
driver when downgrading to a package that does not support the
device.

Workaround: Uninstall the device and scan for new hardware. The
device will appear as a unknown device.

Keywords: Installation, downgrade

Detected in version: 3.10.50000



NVIDIA WinOF-2 Documentation v24.10.51000 16

Internal Ref. Issue

3150126

Description: On ConnectX-4 and ConnectX-4 Lx, when using Hardware
QoS Offload revision 2 and running RDMA from the VF, only the RX
inbound counters will be increased in the RDMA activity counters, and
the bytes and frames counters will be the same.
Note: There is no functional impact on the actual traffic, only wrong
counter value.

Workaround: N/A

Keywords: Hardware QoS Offload, RDMA activity counters

Detected in version: 3.0.50000

3040551

Description: The
Set/Get/Enable-NetAdapterEncapsulatedPacketTaskOffload

powersehll commands are not supported by default when working in
NIC mode on NVIDIA Bluefield-2 DPU.
These commands will fail in this mode because the encapsulation
registry keys (
*EncapsulatedPacketTaskOffload,*EncapsulatedPacketTask
OffloadNvgre,*EncapsulatedPacketTaskOffloadVxlan

) are missing.
However, as the encapsulation is still enabled by default, the user can
configure encapsulation without these commands.

Workaround: Manually add these keys, however, the keys must be
removed or disabled when switching to Smart NIC mode. For instruction
on how to add the keys please see Configuring the Driver Registry Keys.

Keywords: NVIDIA BlueField-2, NIC Mode,NVGRE,VXLAN

Detected in version: 2.90.50010

2891364

Description: When working with ConnectX-4 or ConnectX-4 Lx dual-
port adapter cards, the value of the "EnableVmQoSOffloadRev2"
registry key must be the same on both ports, otherwise one port will
failed to load.

Workaround: Set the same value for the
"EnableVmQoSOffloadRev2"  registry key on both ports.

Keywords: EnableVmQoSOffloadRev2, VMQoS

Detected in version: 2.80.50000

2854943 Description: When using Hardware QoS Offload Rev 2 when in VMQ
mode and the VM traffic is mapped to TC != 0, the rate limit will be
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Internal Ref. Issue

enforced only on NVIDIA ConnectX-4 Lx. For all other devices, the rate
limit will be enforced only for TC = 0.
Note: When in SR-IOV mode, it works for all devices as expected.

Workaround: N/A

Keywords: Hardware QoS Offload, VMQ

Detected in version: 2.80.50000

2302247

Description: mlx5cmd exposes the system GUID information of a
NVIDIA BlueField Virtual Function irrespective of its trusted state.

Workaround: N/A

Keywords: mlx5cmd, VF, NVIDIA BlueField, GUID

Detected in version: 2.80.50000

2491846

Description: As oversubscription of QP parameters (entries and depth)
is allowed, it could cause run-time failure when running out of resources.

Workaround: N/A

Keywords: QP creation

Detected in version: 2.70.50000

2380684

Description: Although the IPOIB failover team gets the correct DHCP
address when first created, if the team is disabled and then enabled,
Windows requests and rejects the DHCP address as BAD_ADDRESS.

Workaround: When the issue is seen, restart the secondary member(s)
of the team.

Keywords: IPOIB teaming, DHCP

Detected in version: 2.70.50000

2603423

Description: When in ETH mode, setting the MTU (JumboPacket) lower
than 1514, results in Received Packets Error counters not being
increased when receiving packets with larger frame size but less or
equal to 1518 bytes (Like ping with data size of 1476).

Workaround: N/A

Keywords: MTU, traffic, counters

Detected in version: 2.70.50000

2374101 Description: After upgrade, *PtpHardwareTimestamp remains enabled.
When *PtpHardwareTimestamp is enabled, UDP performance feature
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Internal Ref. Issue

(URO) wil be automatically disabled.
This is an OS limitation, if you do not use the HW time stamp feature, it
is recommended to disable this feature by setting
*PtpHardwareTimestamp to 0.

Workaround: Disable HW timestamping. by setting
*PtpHardwareTimestamp to 0.

Keywords: *PtpHardwareTimestamp, UDP performance feature ,URO

Detected in version: 2.60.50000

2306807

Description: When the Decouple VmSwitch protocol is enabled, VM's
friendly given name is not displayed when running the
"Get-NetAdapterSriovVf"  and

"mlnx5hpccmd -DriverVersion"  commands.

Workaround: N/A

Keywords: HPC, SR-IOV

Detected in version: 2.60.50000

2205722

Description: WinOF-2 driver does not support IB MTU lower than 614.

Workaround: N/A

Keywords: IB MTU

Detected in version: 2.60.50000

2180714

Description: In case the user configs TCP to priority 0 with no VlanID,
the packets will be sent without a VLAN header since the miniport
cannot distinguish between priority 0 with VlanId 0 and no Vlan tag.

Workaround: N/A

Keywords: TCP QOS

Detected in version: 2.50.50000

2216232

Description: As ConnectX-5 adapter cards do not create counters for
RX PACKET MARKED PCIe BUFFERS, its value will be 0.

Workaround: N/A

Keywords: ECN Marking

Detected in version: 2.50.50000

2243909 Description: The driver to sends a wrong CNP priority counter while
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Internal Ref. Issue

running RDMA.

Workaround: Change the CNP priority using mlxconfig.

Keywords: RDMA, CNP

Detected in version: 2.50.50000

2118837

Description: Performance degradation might be experienced during
UDP traffic when using a container networking and the UDP message
size is larger than the MTU size .

Workaround: N/A

Keywords: Nested Virtualization, container networking

Detected in version: 2.50.50000

2137585

Description: While working in IPoIB mode and *JumboPacket is set in
the range of [256, 614], the driver issues a warning event log message
(Event ID: 25). This is a false alarm and could be ignored.

Workaround: N/A

Keywords: JumboPacket

Detected in version: 2.50.50000

2148077

Description: Explicitly disabling the *NetworkDirect key when using the
HyperV mode, disables NDSPI as well as the NDK.

Workaround: Enable NetworkDirect (ND).

Keywords: ND, HyperV

Detected in version: 2.50.50000

2117964

Description: A delay in connection establishment might be experienced
when the ND application is started immediately after restarting the
adapter card. This scenario occurs because the ND application requires
the ARP table to find the destination MAC and generate the ARP
request.

Workaround: Use static ARP. Ping the system before starting the ND
application.

Keywords: ND, RDMA

Detected in version: 2.40.51000

2117636 Description: On a native setup, when setting JumboPacket to be less
than 1514, the Large Receive Offload (LRO) feature might be disabled,
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Internal Ref. Issue

and all its counters will not be valid.

Workaround: N/A

Keywords: LRO, RSC

Detected in version: 2.40.51000

2083686

Description: As PCIe Write Relaxed Ordering is enabled by default, some
older Intel processors might observe up to 5% packet loss in high
packet rate and small packets.
(https://lore.kernel.org/patchwork/patch/820922/)

Workaround: Disable the Relaxed Ordering Write option by setting the
RelaxedOrderingWrite registry key to 0 and restart the adapter.

Keywords: PCIe Write Relaxed Ordering

Detected in version: 2.40.50000

1763379

Description: On Windows Server 19H1, running "netstat -axn" when
RDMA is enabled and a vNIC is present, results in RDMA being disabled
on the port with the VMswitch.

Workaround: N/A

Keywords: VMSwitch, RDMA, Windows Server 2019

Detected in version: 2.40.50000

1908862

Description: When running RoCE traffic with a different RoceFrameSize
configuration, and the fabric (jumbo packet size) is large enough, the
MTU will be taken from the initiator even when it supports larger size
than the server.

Workaround: N/A

Keywords: RoCE, MTU

Detected in version: 2.40.50000

1846356

Description: The driver ignores the value set by the "*NumVfs" key. The
maximal number of VFs is the maximal number of VFs supported by the
hardware.

Workaround: N/A

Keywords: SR-IOV NUMVFs

Detected in version: 2.30.50000

https://lore.kernel.org/patchwork/patch/820922/
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Internal Ref. Issue

1598716

Description: Issues with the OS' "SR-IOV PF/VF Backchannel
Communication" mechanism in Windows Server 2019 Hyper-V, effect
VF-Counters functionality as well.

Workaround: N/A

Keywords: Mellanox WinOF-2 VF Port Traffic, VF-Counters

Detected in version: 2.30.50000

1702662

Description: On WIndows Server 2019, the physical media type of the
IPoIB NIC will be 802.3 and not InfiniBand.

Workaround: Use the mlx5cmd tool ( " mlx5cmd -stat" ) which is
part of the driver package to display the lin_layer type.

Keywords: Windows Server 2019, IPoIB NdisPhysicalMedium

Detected in version: 2.20

1576283

Description: When working with SR-IOV in Windows Server 2019, the
vNIC that is working in SR-IOV mode status will be displayed as
"Degraded (SR-IOV not operational)" although the SR-IOV VF is fully
operational. The message can be safely ignored.

Workaround: N/A

Keywords: SR-IOV IB, Windows Server 2019

Detected in version: 2.20

1718201

Description: Heavy traffic causes Sniffer' limit file to be the same as the
buffer size (100M by default).

Workaround: N/A

Keywords: Sniffer, heavy traffic

Detected in version: 2.20

1580985

Description: iSCSI boot over IPoIB is currently not supported.

Workaround: N/A

Keywords: iSCSI Boot, IPoIB

Detected in version: 2.10

1536971 Description: The RscIPv4 and RscIPv6 keys’ values are set to 0 for the
host in Windows Server 2019. As the values for those keys are already
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Internal Ref. Issue

written by the Inbox Driver in Windows Server 2019, they will not be
changed when upgrading.

Workaround: N/A

Keywords: RscIPv4, RscIPv6, Windows Server 2019

Detected in version: 2.10

1336097

Description: Due to an OID timeout, the miniport reset is executed.

Workaround: Increase the timeout value in such way that 2 *
CheckForHangTOInSeconds > Max OID time.
For further information, refer to section General Registry Keys in the
User Manual.

Keywords: Resiliency

Detected in version: 1.90

SR-IOV Support Limitations

The below table summarizes the SR-IOV working limitations, and the driver’s expected
behavior in unsupported configurations.

WinOF-2
Version

NVIDIA® ConnectX®-4
Firmware Ver.

Adapter Mode

InfiniBand
Etherne
t

SR-IOV On
SR-
IOV
Off

SR-IOV
On/Off

Earlier
versions

Up to 12.16.1020
Driver will fail to load and show "Yellow
Bang" in the device manager.

No
limitati
ons

1.50 and
1.60

Between 1x.16.1020 and
1x.19.2002 (IPoIB
supported)

“Yellow Bang” unsupported
mode - disable SR-IOV via
mlxconfig

OK
No
limitati
ons

1.70 and
onwards

1x.19.2002 and onwards
(IPoIB supported)

OK OK
No
limitati
ons
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For further information on how to enable/disable SR-IOV, please refer to section Single
Root I/O Virtualization (SR-IOV).

https://docs.mellanox.com/display/WinOF2DEV/.Virtualization+v2.10#id-.Virtualizationv2.10-SRIOVSingleRootI/OVirtualization(SR-IOV)
https://docs.mellanox.com/display/WinOF2DEV/.Virtualization+v2.10#id-.Virtualizationv2.10-SRIOVSingleRootI/OVirtualization(SR-IOV)
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User Manual
This User Manual describes installation, configuration and operation of NVIDIA® WinOF-2
driver. features, performance, diagnostic tools, content and configuration. Additionally,
this document provides information on various performance tools supplied with this
version.

NVIDIA® WinOF-2 is composed of several software modules that contain InfiniBand and
Ethernet drivers. It supports 10, 25, 40, 50, 100 and 200Gb/s Ethernet, and DDR, FDR,
EDR, HDR, or NDR InfiniBand network ports. The port type and speed are determined
upon boot based on card capabilities and user settings.

The NVIDIA® WinOF-2 driver release introduces the following capabilities:

General capabilities:

Support for Single and multiple ports Adapters

Receive Side Scaling (RSS)

Hardware Tx/Rx checksum offload

Large Send Offload (LSO)

UDP Segmentation Offload (USO)

Dynamic Interrupt Moderation

Support for MSI-X interrupts

Network Direct Kernel (NDK) with support for SMBDirect

Virtual Machine Queue (VMQ) for Hyper-V

Single Root I/O Virtualization (SR-IOV)

Receive Side Scaling

Checksum Offloads

Quality of Service (QoS)
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Support for global flow control and Priority Flow Control (PFC)

Enhanced Transmission Selection (ETS)

Ethernet capabilities:

Receive Side Coalescing (RSC)

Hardware VLAN filtering

RDMA over Converged Ethernet

RoCE MAC Based (v1)

RoCE over UDP (v2)

VXLAN

NDKPI v2.0, v3.0

VMMQ

PacketDirect Provider Interface (PDPI)

NVGRE hardware encapsulation task offload

For the complete list of Ethernet and InfiniBand Known Issues and Limitations, refer to
the latest Release Notes.

Intended Audience

This manual is intended for system administrators responsible for the installation,
configuration, management and maintenance of the software and hardware of Ethernet
and InfiniBand adapter cards. It is also intended for application developers.

Installation and Initialization
This chapter describes WinOF-2 driver installation and initialization process.

The chapter contains the following sections:

Downloading WinOF-2 Driver
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Installing WinOF-2 Driver

Installation Results

Uninstalling WinOF-2 Driver

Extracting Files Without Running Installation

Firmware Upgrade

Booting Windows from an iSCSI Target or PXE

Downloading WinOF-2 Driver
To download the .exe file according to your Operating System, please follow the steps

below:

1. Obtain the machine architecture.

1. To go to the Start menu, position your mouse in the bottom-right corner of the
Remote Desktop of your screen.

2. Open a CMD console (Click Task Manager-->File --> Run new task and enter
CMD).

3. Enter the following command.

2. Go to the WinOF-2 web page at: https://www.nvidia.com/en-us/networking/ >
Products > Software > InfiniBand Drivers (Learn More) > Nvidia WinOF-2.

echo %PROCESSOR_ARCHITECTURE% 

Note

On an x64 (64-bit) machine, the output will be “AMD64”.

https://www.nvidia.com/en-us/networking/
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3. Download the .exe image according to the architecture of your machine (see Step 1).

The name of the .exe is in the following format: MLNX_WinOF2-
<version>_<arch>.exe.

Installing WinOF-2 Driver

Note

Installing the incorrect .exe file is prohibited. If you do so, an
error message will be displayed.

For example, if you install a 64-bit .exe on a 32-bit machine, the
wizard will display the following (or a similar) error message: “The
installation package is not supported by this processor type.
Contact your vendor”

Note

The snapshots in the following sections are for illustration purposes
only. The installation interface may slightly vary, depending on the
used operating system.

Note

NVIDIA® WinOF-2 supports adapter cards based on NVIDIA®
ConnectX®-4 Lx family and newer adapter IC devices only. If you have
NVIDIA® ConnectX®-3 and NVIDIA® ConnectX®-3 Pro on your server,
you will need to install WinOF driver.

For details on how to install WinOF driver, please refer to WinOF User
Manual.
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This section provides instructions for two types of installation procedures, and both
require administrator privileges:

Attended Installation

An installation procedure that requires frequent user intervention.

Unattended Installation

An automated installation procedure that requires no user intervention.

Attended Installation

The following is an example of an installation session.

1. Double click the .exe and follow the GUI instructions to install MLNX_WinOF2.

2. [Optional] Manually configure your setup to contain the logs option (replace
“LogFile” with the relevant directory).

Example:

3. [Optional] If you do not want to upgrade your firmware version (i.e.,
MT_SKIPFWUPGRD default value is False).

MLNX_WinOF2_<revision_version>_All_Arch.exe /v"/l*vx 
[LogFile]"

MLNX_WinOF2-2_10_50000_All_x64.exe /v"/l*vx [LogFile]"

MLNX_WinOF2_<revision_version>_All_Arch.exe /v" MT_SKIPFWUPGRD=1"
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4. [Optional] If you do not want to install the Rshim driver, run.

5. [Optional] If you want to skip the check for unsupported devices, run.

6. Click Next in the Welcome screen.

MLNX_WinOF2_<revision_version>_All_Arch.exe /v" 
MT_DISABLE_RSHIM_INSTALL=1"

Note

The Rshim driver installanion will fail if a prior Rshim driver is
already installed. The following fail message will be displayed in
the log:

"ERROR!!! Installation failed due to following errors: MlxRshim
drivers installation disabled and MlxRshim drivers Installed,
Please remove the following oem inf files from driver store:
<oem inf list>"

MLNX_WinOF2_<revision_version>_All_Arch.exe /v" 
SKIPUNSUPPORTEDDEVCHECK=1"
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7. Read and accept the license agreement and click Next.

8. Select the target folder for the installation.



NVIDIA WinOF-2 Documentation v24.10.51000 31

9. The firmware upgrade screen will be displayed in the following cases:

If the user has an OEM card. In this case, the firmware will not be displayed.

If the user has a standard NVIDIA® card with an older firmware version, the
firmware will be updated accordingly. However, if the user has both an OEM
card and a NVIDIA® card, only the NVIDIA® card will be updated.
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10. Select a Complete or Custom installation, follow Step a onward.

1. Select the desired feature to install:

Performances tools - install the performance tools that are used to
measure performance in user environment

Documentation - contains the User Manual and Release Notes

Management tools - installation tools used for management, such as
mlxstat

Diagnostic Tools - installation tools used for diagnostics, such as
mlx5cmd

2. Click Next to install the desired tools.
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11. Click Install to start the installation.

12. In case firmware upgrade option was checked in Step 7, you will be notified if a
firmware upgrade is required (see  ).
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13. Click Finish to complete the installation.

Unattended Installation

Note
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The following is an example of an unattended installation session.

1. Open a CMD console-> Click Start-> Task Manager File-> Run new task-> and enter
CMD.

2. Install the driver. Run:

3. [Optional] Manually configure your setup to contain the logs option:

4. [Optional] if you wish to control whether to install ND provider or not (i.e.,
MT_NDPROPERTY default value is True).

5. [Optional] If you do not wish to upgrade your firmware version
(i.e.,MT_SKIPFWUPGRD default value is False).

If no reboot options are specified, the installer restarts the computer
whenever necessary without displaying any prompt or warning to the
user.

To control the reboots, use the /norestart or /forcerestart standard
command-line options.

MLNX_WinOF2-[Driver/Version]_<revision_version>_All_-Arch.exe 
/S /v/qn

MLNX_WinOF2-[Driver/Version]_<revision_version>_All_-Arch.exe 
/S /v/qn /v”/l*vx [LogFile]"

MLNX_WinOF2-[Driver/Version]_<revision_version>_All_Arch.exe 
/vMT_NDPROPERTY=1
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6. [Optional] If you do not want to install the Rshim driver, run.

7. [Optional] If you want to enable the default configuration for Rivermax, run.

8. [Optional] If you want to skip the check for unsupported devices, run/

MLNX_WinOF2-[Driver/Version]_<revision_version>_All_Arch.exe 
/vMT_SKIPFWUPGRD=1

MLNX_WinOF2_<revision_version>_All_Arch.exe /v" 
MT_DISABLE_RSHIM_INSTALL=1"

Note

The Rshim driver installanion will fail if a prior Rshim driver is
already installed. The following fail message will be displayed in
the log:

"ERROR!!! Installation failed due to following errors: MlxRshim
drivers installation disabled and MlxRshim drivers Installed,
Please remove the following oem inf files from driver store:
<oem inf list>"

MLNX_WinOF2_<revision_version>_All_Arch.exe /v"MT_RIVERMAX=1 /l*vx 
C:\Users\<user>\log.txt "

MLNX_WinOF2_<revision_version>_All_Arch.exe /v" 
SKIPUNSUPPORTEDDEVCHECK=1"
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Installation Results
Upon installation completion, you can verify the successful addition of the network card(s)
through the Device Manager. The inf files can be located at:

To see the NVIDIA® network adapters, display the Device Manager and pull down the
“Network adapters” menu.

%ProgramFiles%\Mellanox\MLNX_WinOF2\Drivers\
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Uninstalling WinOF-2 Driver

Attended Uninstallation

To uninstall MLNX_WinOF2 on a single node you need elevated administrator privileges.

Click Start-> Control Panel-> Programs and Features-> MLNX_WinOF2 -> Uninstall.

Unattended Uninstallation

To uninstall MLNX_WinOF2 using the unattended mode:

1. Open a CMD console-> Click Start-> Task Manager-> File-> Run new task-> and
enter CMD.

2. Uninstall the driver. Run:

Extracting Files Without Running
Installation

To extract the files without running installation, perform the following steps:

1. Open a CMD console-> Click Start-> Task Manager-> File-> Run new task-> and
enter CMD.

2. Extract the driver and the tools:

To extract only the driver file

MLNX_WinOF2-<revision_version>_All_x64.exe /S /x /v"/qn"

MLNX_WinOF2-<revision_version>_All_x64.exe /a
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3. Click Next to create a server image.

4. Click Change and specify the location in which the files are extracted to.

MLNX_WinOF2-<revision_version>_All_x64.exe /a 
/vMT_DRIVERS_ONLY=1



NVIDIA WinOF-2 Documentation v24.10.51000 40

5. Click Install to extract this folder, or click Change to install to a different folder.

6. To complete the extraction, click Finish.
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Firmware Upgrade
If the machine has a standard NVIDIA® card with an older firmware version, the firmware
will be automatically updated as part of the NVIDIA® WinOF-2 package installation. For
information on how to upgrade firmware manually, please refer to MFT User Manual.

If the machine has a DDA (pass through) facility, firmware update is supported only in the
Host. Therefore, to update the firmware, the following must be performed:

1. Return the network adapters to the Host.

2. Update the firmware according to the steps in the MFT User Manual.

3. Attach the adapters back to VM with the DDA tools

Booting Windows from an iSCSI Target
or PXE

Note

https://docs.mellanox.com/category/mft
https://docs.mellanox.com/category/mft
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Configuring the WDS, DHCP and iSCSI Servers

Configuring the WDS Server

1. Install the WDS server.

2. Extract the drivers to a local directory using the '-a' parameter.

Example:

3. Add the driver to boot.wim (i.e., Use ‘index:2’ for Windows setup and ‘index:1’for
WinPE).

4. Add the NVIDIA® driver to install.wim (i.e., When adding the NVIDIA® driver to
install.wim, verify you are using the appropriate index for your OS flavor. To check the
OS run ‘imagex /info install.win’).

5. Add the new boot and install images to WDS.

SAN network boot is not supported.

Mellanox.msi.exe -a

dism /Mount-Wim /WimFile:boot.wim /index:2 /MountDir:mnt
dism /Image:mnt /Add-Driver /Driver:drivers /recurse
dism /Unmount-Wim /MountDir:mnt /commit

dism /Mount-Wim /WimFile:install.wim /index:4 /MountDir:mnt
dism /Image:mnt /Add-Driver /Driver:drivers /recurse
dism /Unmount-Wim /MountDir:mnt /commit
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For additional details on WDS, please refer to: http://technet.microsoft.com/en-
us/library/jj648426.aspx

Configuring iSCSI Target

1. Install iSCSI Target (e.g StartWind).

2. Add to the iSCSI target initiators the IP addresses of the iSCSI clients.

Configuring the DHCP Server

1. Install a DHCP server.

2. Add to IPv4 a new scope.

3. Add boot client identifier (MAC/GUID) to the DHCP reservation.

4. Add to the reserved IP address the following options if DHCP and WDS are deployed
on the same server:

Option Name Value

017 Root Path
iscsi:11.4.12.65::::iqn:2011-01:iscsiboot
Assuming the iSCSI target IP is: 11.4.12.65 and the
Target Name: iqn:2011-01:iscsiboot

060 PXEClient PXEClient

066
Boot Server Host
Name

WDS server IP address

067 Boot File Name boot\x86\wdsnbp.com

Note

http://technet.microsoft.com/en-us/library/jj648426.aspx
http://technet.microsoft.com/en-us/library/jj648426.aspx
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Configuring the Client Machine

To configure your client, set the “Mellanox Adapter Card” as the first boot device in the
BIOS settings boot order.

Installing the Operating System

1. Reboot your client.

2. Press F12 when asked to proceed to network boot.

Network Service Boot in ISCSi

Network Service Boot in PXE

When DHCP and WDS are NOT deployed on the same server, DHCP
options (60, 66, 67) should be empty, and the WDS option 60 must be
configured.
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3. Choose the relevant boot image from the list of all available boot images presented.

4. Choose the Operating System you wish to install.
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5. Run the Windows Setup Wizard.

6. Choose target drive to install Windows and follow the instructions presented by the
installation Wizard.

Features Overview and Configuration
Once you have installed NVIDIA WinOF-2 package, you can perform various modifications
to your driver to make it suitable for your system’s requirements.

Note

Installation process will start once completing all the required steps in
the Wizard, the Client will reboot and will boot from the iSCSI target.

Note
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The chapter contains the following sections:

BIOS Settings Configuration

General Capabilities

Ethernet Network

InfiniBand Network

Storage Protocols

Virtualization

Configuring the Driver Registry Keys

Network Direct Interface

Performance Tuning

Adapter Cards Counters

Resiliency

RDMA Capabilities

NVIDIA DPU NIC Mode

RShim Drivers and Usage

DevX Interface

BIOS Settings Configuration

Changes made to the Windows registry take effect immediately, and
no backup is automatically made.

Do not edit the Windows registry unless you are confident regarding
the changes.
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General Capabilities
General supported capabilities:

Port Management

For retrieving the port types, perform one of the following:

Run mlx5cmd -stat from the "Command Prompt", and check the link_layer from the
output.

See the Port Type in the Information tab in the Device Manager window (see
Displaying Adapter Related Information)

To configure the port types to Ethernet/InfiniBand mode on a device, use the
mlxconfig.exe utility, which is a part of the MFT package for Windows, and is available at
https://network.nvidia.com/products/adapter-software/firmware-tools/.

1. Install the WinMFT package.

2. Retrieve the device name:

1. In command prompt, run "mst status -v":

Note

It is recommended to enable the "above 4G decoding" BIOS setting
for features that require a large amount of PCIe resources (e.g., SR-
IOV with numerous VFs, PCIe Emulated Switch, Large BAR Requests).

Note

The capabilities described below are applicable to both Ethernet and
InfiniBand networks.

https://network.nvidia.com/products/adapter-software/firmware-tools/
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2. Identify the desired device by its "bus:dev.fn" PCIe address.

3. Configure the port type to either InfiniBand or Ethernet:

1. Ethernet, execute the following command with the appropriate device name:

2. InfiniBand, execute the following command with the appropriate device name:

4. Reboot the system.

mst status -v
MST devices:
------------
mt4099_pci_cr0 bus:dev.fn=04:00.0

mt4099_pciconf0 bus:dev.fn=04:00.0

mt4103_pci_cr0 bus:dev.fn=21:00.0

mt4103_pciconf0 bus:dev.fn=21:00.0

 
mt4115_pciconf0 bus:dev.fn=24:00.0

mlxconfig -d mt4115_pciconf0 set LINK_TYPE_P1=2

mlxconfig -d mt4115_pciconf0 set LINK_TYPE_P1=1

Note

To set the type of the second port, set the parameter
LINK_TYPE_P2.
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For further information, please refer to the MFT User Manual.

Assigning Port IP After Installation

By default, your machine is configured to obtain an automatic IP address via a DHCP
server. In some cases, the DHCP server may require the MAC address of the network
adapter installed in your machine.

1. Open a CMD console-> Click Start-> Task Manager-> File-> Run new task-> and
enter CMD.

2. Display the MAC address as “Physical Address”.

1. Open the Network Connections window. Locate Local Area Connections with
NVIDIA® devices.

2. Right-click a NVIDIA® Local Area Connection and left-click Properties.

Note

Changing the port type will change some of the registry keys to
the default values of the new port type.

ipconfig /all
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3. Select Internet Protocol Version 4 (TCP/IPv4) from the scroll list and click Properties.

4. Select the “Use the following IP address:” radio button and enter the desired IP
information.
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5. Click OK.

6. Close the Local Area Connection dialog.

7. Verify the IP configuration by running ‘ipconfig’ from a CMD console.

ipconfig
...
Ethernet adapter Local Area Connection 4:
 
Connection-specific DNS Suffix . :
IP Address. . . . . . . . . . . . : 11.4.12.63

Subnet Mask . . . . . . . . . . . : 255.255.0.0

Default Gateway . . . . . . . . . :
...
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Modifying Driver’s Configuration

1. Open Device Manager and expand Network Adapters in the device display pane.

2. Right-click the NVIDIA® ConnectX adapter entry and left-click Properties.

3. Click the Advanced tab and modify the desired properties.

Important Notes:

- For help on a specific parameter/option, check the help button at the bottom of
the dialog.

- If you select one of the entries Offload Options, Performance Options, or Flow
Control Options, you’ll need to click the Properties button to modify parameters via a
pop-up dialog.

Receive Side Scaling (RSS)

RSS settings can be set per individual adapters as well as globally using the Registry Keys
below.

For instructions on how to find interface index in registry <nn>, please refer to section
Finding the Index Value of the Network Interface.

Note

The IPoIB network interface is automatically restarted once you
finish modifying IPoIB parameters. Consequently, it might affect
any running traffic.

Note

It is recommended that the RSS base processor is core #1 and above
as usually processor 0 is very utilized.
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Sub-key Description

HKLM\SYSTEM\CurrentControlSet\Contro
l\Class\{4d36e972-e325-11ce-bfc1-
08002be10318}\<nn>\*MaxRSSProcessors

Maximum number of CPUs allotted.
Sets the desired maximum number of
processors for each interface. The
number can be different for each
interface.
Note: Restart the network adapter
after you change this registry key.

HKLM\SYSTEM\CurrentControlSet\Contro
l\Class\{4d36e972-e325-11ce-bfc1-
08002be10318}\
<nn>\*RssBaseProcNumber

Base CPU number. Sets the desired
base CPU number for each interface.
The number can be different for each
interface. This allows partitioning of
CPUs across network adapters.
Note: Restart the network adapter
when you change this registry key.

HKLM\SYSTEM\CurrentControlSet\Contro
l\Class\{4d36e972-e325-11ce-bfc1-
08002be10318}\<nn>\*NumaNodeID

NUMA node affinitization

HKLM\SYSTEM\CurrentControlSet\Contro
l\Class\{4d36e972-e325-11ce-bfc1-
08002be10318}\<nn>\*RssBaseProcGroup

Sets the RSS base processor group
for systems with more than 64
processors.

HKLM\SYSTEM\CurrentControlSet\Contro
l\Class\{4d36e972-e325-11ce-bfc1-
08002be10318}\<nn>\RssV2

Enables the RSS V2 feature.

HKLM\SYSTEM\CurrentControlSet\Contro
l\Class\{4d36e972-e325-11ce-bfc1-
08002be10318}\<nn>\ValidateRssV2

Enable strict argument validation for
upper layer testing. Set along with
RssV2 key to enable the RSSv2
feature.

Displaying Adapter Related Information

To display a summary of network adapter software, firmware and hardware related
information, perform the following steps:

1. Display the Device Manager.
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2. Select the Information tab from the Properties sheet.
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DSCP Sanity Testing

To verify that all QoS and DSCP settings are correct, you can capture the incoming and
outgoing traffic by using the mlx5cmd sniffer tool. The tool allows you to see the DSCP
value in the captured packets, as displayed in the figure below.

Note

Click Save to File and provide the output file name to save this
information for debug purposes,
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Live Firmware Patch Update

Live Firmware Patch allows ConnectX adapter cards family firmware update (upgrade or
downgrade) while the driver, the network ports, and the PCI link remain functional. It is
supported only between two firmware versions that support Live Firmware Patch.

To check this capability is available in both firmware versions, burn a new firmware (e.g.
using mlxburn) and use “mlxfwreset -d <device> q” command to check if Live Firmware
Patch is supported. If Live Firmware Patch feature is supported between two firmware
versions, it will be the default reset option.

For example:

This command will perform Live Firmware Patch if it is possible.

mlxfwreset -d <device> r 
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Upon a successful Live Firmware Patch update, the following Event Log message will be
generated:

Ethernet Network
Ethernet supported capabilities:

Packet Burst Handling

This feature allows packet burst handling, while avoiding packet drops that may occur
when a large amount of packets is sent in a short period of time. For the feature’s registry
keys, see section Performance Registry Keys.

By default, the feature is disabled, and the AsyncReceiveIndicate registry key is set to 0.
To enable the feature, choose one of the following options:

To enable packet burst buffering using threaded DPC (recommended), set the
AsyncReceiveIndicate registry key to 1.

To enable packet burst buffering using polling, set the AsyncReceiveIndicate to 2.

To control the number of reserved receive packets, set the RfdReservationFactor registry
key:

Default 150

Recommended 10,000

Maximum 5,000,000

<Adapter name>: Firmware version was updated from version %3 to 
version %4 as a result of the firmware live patch update.
Log Name: System
Source: mlx5
Event ID: 400

Level: Warning
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Dropless Mode

This feature helps avoid dropping packets when the driver is not posting receive
descriptors fast enough to the device (e.g. in cases of high CPU utilization).

Enabling/Disabling the Feature

There are two ways to enable/disable this feature:

Send down an OID to the driver. The following is the information buffer format:

OID code 0xFFA0C932

Signature value (ULONG) 0x0C1EA2

Dropless_mode value
1- Enables the feature
2- Disables the feature

The driver sets a default timeout value of 5 milliseconds.

Add the "DelayDropTimeout" registry key, set the value to one of the following
options, and reload the adapter:

DelayDropTi
meout

“50" (recommended value to set the timeout to is 5 milliseconds)
"0" to disable Note: As of WinOF-2 v2.20, this key can be changed
dynamically. In any case of an illegal input, the value will fall back to

Note

The memory consumption will increase in accordance with the
"RfdReservationFactor" registry key value.

Typedef struct _DROPLESS_MODE
{
UINT32 signature; UINT8 dropless_mode;
} DROPLESS_MODE, *PDROPLESS_MODE;
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the default value and not to the last value used.

The registry key should be added to
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Class\{4d36e972-
e325-11ce- bfc1-08002be10318}\<IndexValue>

To find the IndexValue, refer to section Finding the Index Value of the Network Interface.

Status Query

The status of the feature can be queried by sending down the same OID code
(0xFFA0C932). If enabled, the driver will fill up the information buffer in the following
format

The Dropless_mode value will be set to 0 if disabled.

Timeout Values and Timeout Notification

The feature’s timeout values are defined as follows:

Registry value units 100usec

Default driver value 50 (5 milliseconds)

Accepted values 0 (disabled) to100 (10 milliseconds)

When the feature is enabled and a packet is received for an RQ with no receive WQEs, the
packet processing is delayed, waiting for receive WQEs to be posted. The feature allows
the flow control mechanism to take over, thus avoiding packet loss. During this period, the
timer starts ticking, and if receive WQEs are not posted before the timer expires, the
packet is dropped, and the feature is disabled.

DROPLESS_MODE *answer = (DROPLESS_MODE *)InformationBuffer; 
answer->signature = MLX_OID_BUFFER_SIGNATURE;
answer->dropless_mode = 1;
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The driver notifies of the timer’s expiration by generating an event log with event ID 75
and the following message:

"Delay drop timer timed out for RQ Index [RqId]. Dropless mode feature is now disabled".

The feature can be re-enabled by sending down an OID call again with a non-zero timeout
value. Every time the feature is enabled by the user, the driver logs an event with event ID
77 and the following message:

"Dropless mode entered. For more details, please refer to the user manual document"

Similarly, every time the feature is disabled by the user, the driver logs an event with event
ID 78 and the following message:

"Dropless mode exited. For more details, please refer to the user manual document."

RDMA over Converged Ethernet (RoCE)

Remote Direct Memory Access (RDMA) is the remote memory management capability
that allows server to server data movement directly between application memory without
any CPU involvement. RDMA over Converged Ethernet (RoCE) is a mechanism to provide
this efficient data transfer with very low latencies on lossless Ethernet networks. With
advances in data center convergence over reliable Ethernet, ConnectX® EN with RoCE
uses the proven and efficient RDMA transport to provide the platform for deploying
RDMA technology in mainstream data center application at 10GigE and 40GigE link-
speed. ConnectX® EN with its hardware offload support takes advantage of this efficient
RDMA transport (InfiniBand) services over Ethernet to deliver ultra-low latency for
performance-critical and transaction intensive applications such as financial, database,
storage, and content delivery networks. RoCE encapsulates IB transport and GRH headers
in Ethernet packets bearing a dedicated ether type. While the use of GRH is optional
within InfiniBand subnets, it is mandatory when using RoCE. Applications written over IB
verbs should work seamlessly, but they require provisioning of GRH information when
creating address vectors. The library and driver are modified to provide mapping from GID
to MAC addresses required by the hardware.

IP Routable (RoCEv2)

RoCE has two addressing modes: MAC based GIDs, and IP address based GIDs. In RoCE IP
based, if the IP address changes while the system is running, the GID for the port will
automatically be updated with the new IP address, using either IPv4 or IPv6.
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RoCE IP based allows RoCE traffic between Windows and Linux systems, which use IP
based GIDs by default.

A straightforward extension of the RoCE protocol enables traffic to operate in layer 3
environments. This capability is obtained via a simple modification of the RoCE packet
format. Instead of the GRH used in RoCE, routable RoCE packets carry an IP header which
allows traversal of IP L3 Routers and a UDP header that serves as a stateless
encapsulation layer for the RDMA Transport Protocol Packets over IP.

RoCE & RoCE v2 Differences

The proposed RoCEv2 packets use a well-known UDP destination port value that
unequivocally distinguishes the datagram. Similar to other protocols that use UDP
encapsulation, the UDP source port field is used to carry an opaque flow-identifier that
allows network devices to implement packet forwarding optimizations (e.g. ECMP) while
staying agnostic to the specifics of the protocol header format.

The UDP source port is calculated as follows: UDP.SrcPort = (SrcPort XOR DstPort) OR
0xC000 , where SrcPort and DstPort are the ports used to establish the connection.

For example, in a Network Direct application, when connecting to a remote peer, the
destination IP address and the destination port must be provided as they are used in the
calculation above. The source port provision is optional.

Furthermore, since this change exclusively affects the packet format on the wire, and due
to the fact that with RDMA semantics packets are generated and consumed below the AP
applications can seamlessly operate over any form of RDMA service (including the
routable version of RoCE as shown in the RoCE and RoCE v2 Frame Format Differences
diagram), in a completely transparent way (Standard RDMA APIs are IP based already for
all existing RDMA technologies).
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RoCE Configuration

In order to function reliably, RoCE requires a form of flow control. While it is possible to
use global flow control, this is normally undesirable, for performance reasons.

Note

The fabric must use the same protocol stack in order for nodes to
communicate.

Note

In earlier versions, the default value of RoCE mode was RoCE v1. As of
WinOF-2 v1.30, the default value of RoCE mode will be RoCEv2.

Upgrading from earlier versions to version 1.30 or above will save the
old default value (RoCEv1).
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The normal and optimal way to use RoCE is to use Priority Flow Control (PFC). To use PFC,
it must be enabled on all endpoints and switches in the flow path.

In the following section we present instructions to configure PFC on NVIDIA® ConnectX®
family cards. There are multiple configuration steps required, all of which may be
performed via PowerShell. Therefore, although we present each step individually, you may
ultimately choose to write a PowerShell script to do them all in one step. Note that
administrator privileges are required for these steps.

Configuring Windows Host

Configuring Windows host requires configuring QoS. To configure QoS, please follow the
procedure described in Configuring Quality of Service (QoS)

Note

The NIC is configured by default to enable RoCE. If the switch is not
configured to enable ECN and/or PFC, this will cause performance
degradation. Thus, it is recommended to enable ECN on the switch or
disable the *NetworkDirect registry key.

For more information on how to enable ECN and PFC on the switch,
refer to the https://enterprise-support.nvidia.com/docs/DOC-2855
community page.

Note

Since PFC is responsible for flow controlling at the granularity of
traffic priority, it is necessary to assign different priorities to different
types of network traffic.

As per RoCE configuration, all ND/NDK traffic is assigned to one or
more chosen priorities, where PFC is enabled on those priorities.

https://enterprise-support.nvidia.com/docs/DOC-2855
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Global Pause (Flow Control)

To use Global Pause (Flow Control) mode, disable QoS and Priority:

Go to: Device manager --> Network adapters --> Mellanox ConnectX-4/ConnectX-5
Ethernet Adapter --> Properties -->Advanced tab

Configuring Arista Switch

PS $ Disable-NetQosFlowControl
PS $ Disable-NetAdapterQos <interface name>
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1. Set the ports that face the hosts as trunk.

2. Set VID allowed on trunk port to match the host VID.

3. Set the ports that face the network as trunk.

4. Assign the relevant ports to LAG.

5. Enable PFC on ports that face the network.

(config)# interface et10
(config-if-Et10)# switchport mode trunk

(config-if-Et10)# switchport trunk allowed vlan 100

(config)# interface et20
(config-if-Et20)# switchport mode trunk

(config)# interface et10
(config-if-Et10)# dcbx mode ieee
(config-if-Et10)# speed forced 40gfull
(config-if-Et10)# channel-group 11 mode active

(config)# interface et20
(config-if-Et20)# load-interval 5

(config-if-Et20)# speed forced 40gfull
(config-if-Et20)# switchport trunk native vlan tag
(config-if-Et20)# switchport trunk allowed vlan 11

(config-if-Et20)# switchport mode trunk
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Using Global Pause (Flow Control)

Using Priority Flow Control (PFC)

Configuring Router (PFC only)

The router uses L3's DSCP value to mark the egress traffic of L2 PCP. The required
mapping, maps the three most significant bits of the DSCP into the PCP. This is the
default behavior, and no additional configuration is required.

Copying Port Control Protocol (PCP) between Subnets

The captured PCP option from the Ethernet header of the incoming packet can be used
to set the PCP bits on the outgoing Ethernet header.

(config-if-Et20)# dcbx mode ieee
(config-if-Et20)# priority-flow-control mode on
(config-if-Et20)# priority-flow-control priority 3 no-drop

(config)# interface et10
(config-if-Et10)# flowcontrol receive on
(config-if-Et10)# flowcontrol send on

(config)# interface et10
(config-if-Et10)# dcbx mode ieee
(config-if-Et10)# priority-flow-control mode on
(config-if-Et10)# priority-flow-control priority 3 no-drop
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Configuring the RoCE Mode

RoCE mode is configured per adapter or per driver. If RoCE mode key is set for the
adapter, then it will be used. Otherwise, it will be configured by the per-driver key. The per-
driver key is shared between all devices in the system.

To update it for a specific adapter using the registry key, set the roce_mode as follows:

1. Find the registry key index value of the adapter according to section Finding the
Index Value of the Network Interface.

2. Set the roce_mode in the following path:

Note

The supported RoCE modes depend on the firmware installed. If the
firmware does not support the needed mode, the fallback mode
would be the maximum supported RoCE mode of the installed NIC.

Note

RoCE is enabled by default. Configuring or disabling the RoCE mode
can be done via the registry key.

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Class\
{4d36e972-e325-11ce-bfc1-08002be10318}\<IndexValue>

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\mlx5\Parameter
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Registry Key Parameters

The following are per-driver and will apply to all available adapters.

Parameters
Name

Paramete
r type

Description
Allowed and Default
Values

roce_mode DWORD

Sets the RoCE mode. The following are
the possible RoCE modes:

RoCE MAC Based
RoCE v2
No RoCE

RoCE MAC
Based = 0
[Default] RoCE
v2 = 2
No RoCE = 4

RoCEv2 Congestion Management (RCM)

Network Congestion occurs when the number of packets being transmitted through the
network approaches the packet handling the capacity of the network. A congested
network will suffer from throughput deterioration manifested by increasing time delays
and high latency.

In lossy environments, this leads to a packet loss. In lossless environments, it leads to
“victim flows” (streams of data which are affected by the congestion, caused by other
data flows that pass through the same network).

The figure below demonstrates a victim flow scenario. In the absence of congestion
control, flow X'Y suffers from reduced bandwidth due to flow F'G, which experiences
congestion. To address this, Congestion Control methods and protocols were defined.

Note

For changes to take effect, please restart the network adapter after
changing this registry key.
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This chapter describes (in High-Level), RoCEv2 Congestion Management (RCM), and
provides a guide on how to configure it in Windows environment.

RoCEv2 Congestion Management (RCM) provides the capability to avoid congestion hot
spots and optimize the throughput of the fabric.

With RCM, congestion in the fabric is reported back to the “sources” of traffic. The
sources, in turn, react by throttling down their injection rates, thus preventing the
negative effects of fabric buffer saturation and increased queuing delays.

For signaling of congestion, RCM relies on the mechanism defined in RFC3168, also
known as DCQCN.

The source node and destination node can be considered as a “closed-loop control”
system. Starting from the trigger, when the destination node reflects the congestion alert
to the source node, the source node reacts by decreasing, and later on increasing, the Tx
rates according to the feedback provided. The source node keeps increasing the Tx rates
until the system reaches a steady state of non-congested flow with traffic as high rate as
possible.

The RoCEv2 Congestion Management feature is composed of the following points:

Congestion Point (CP) - detects congestion and marks packets using the DCQCN
bits

Notification Point (NP) (receiving end node) - reacts to the DCQCN marked packets
by sending congestion notification packets (CNPs)
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Reaction Point (RP) (transmitting end node) - reduces the transmission rate
according to the received CNPs

These components can be seen in the High-Level sequence diagram below:

For further details, please refer to the IBTA RoCeV2 Spec, Annex A-17.

Restrictions and Limitations

Note

ConnectX 7 adapter cards do not use part of DCQCN parameter. It
can be seen in the output of
'mlx5cmd -QosConfig -Dcqcn -Get'  command. Unused

parameters' value will be in this case as: "not supported by FW".
Congestion counters related to these now unused parameters, will be
also be unused and shown in perfmon always with zero values.
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Restrictions and Limitations

General

In order for RCM to function properly, the elements in the
communication path must support and be configured for RCM (nodes)
and DCQCN marking (Switches, Routers).
ConnectX®-4 and ConnectX®-4 Lx support congestion control only with
RoCEv2.
RCM does not remove/replace the need for flow control.
In order for RoCEv2 to work properly, flow control must be configured.
It is not recommended to configure RCM without PFC or global pauses.

NVIDIA®

Minimal firmware version - 2.30
Minimal driver version - 1.35
NVIDIA® switch support as of “NVIDIA® Spectrum®” based switch
systems
RCM is supported only when using a physical adapter

RCM Configuration

RCM configuration to NVIDIA® adapter is done via mlx5cmd tool.

Example of RCM being disabled:

Mlx5Cmd.exe -Qosconfig -Dcqcn -Name <Network Adapter Name> -Get

PS C:\Users\admin\Desktop> Mlx5Cmd.exe -Qosconfig -Dcqcn -Name 
"Ethernet" -Get
DCQCN RP attributes for adapter "EthernetcnRPEnablePrio0: 0

DcqcnRPEnablePrio1: 0

DcqcnRPEnablePrio2: 0

DcqcnRPEnablePrio3: 0

DcqcnRPEnablePrio4: 0

DcqcnRPEnablePrio5: 0

DcqcnRPEnablePrio6: 0
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DcqcnRPEnablePrio7: 0

DcqcnClampTgtRate: 0

DcqcnClampTgtRateAfterTimeInc: 1

DcqcnRpgTimeReset: 100

DcqcnRpgByteReset: 400

DcqcnRpgThreshold: 5

DcqcnRpgAiRate: 10

DcqcnRpgHaiRate: 100

DcqcnAlphaToRateShift: 11

DcqcnRpgMinDecFac: 50

DcqcnRpgMinRate: 1

DcqcnRateToSetOnFirstCnp: 3000

DcqcnDceTcpG: 32

DcqcnDceTcpRtt: 4

DcqcnRateReduceMonitorPeriod: 32

DcqcnInitialAlphaValue: 0

 
DCQCN NP attributes for adapter "Ethernet":

DcqcnNPEnablePrio0: 0

DcqcnNPEnablePrio1: 0

DcqcnNPEnablePrio2: 0

DcqcnNPEnablePrio3: 0

DcqcnNPEnablePrio4: 0

DcqcnNPEnablePrio5: 0

DcqcnNPEnablePrio6: 0

DcqcnNPEnablePrio7: 0

    DcqcnCnpDscp: 0

DcqcnCnp802pPrio: 7

DcqcnCnpPrioMode: 1

The command was executed successfully

Mlx5Cmd.exe -Qosconfig -Dcqcn -Name <Network Adapter Name> -
Enable/Disable
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This can be used on all priorities or on a specific priority.

PS C:\Users\admin\Desktop> Mlx5Cmd.exe -Qosconfig -Dcqcn -Name 
"Ethernet" -Enable
 
PS C:\Users\admin\Desktop> Mlx5Cmd.exe -Qosconfig -Dcqcn -Name 
"Ethernet" -Get
DCQCN RP attributes for adapter "Ethernet":

DcqcnRPEnablePrio0: 1

DcqcnRPEnablePrio1: 1

DcqcnRPEnablePrio2: 1

DcqcnRPEnablePrio3: 1

DcqcnRPEnablePrio4: 1

DcqcnRPEnablePrio5: 1

DcqcnRPEnablePrio6: 1

DcqcnRPEnablePrio7: 1

DcqcnClampTgtRate: 0

DcqcnClampTgtRateAfterTimeInc: 1

DcqcnRpgTimeReset: 100

DcqcnRpgByteReset: 400

DcqcnRpgThreshold: 5

DcqcnRpgAiRate: 10

DcqcnRpgHaiRate: 100

DcqcnAlphaToRateShift: 11

DcqcnRpgMinDecFac: 50

DcqcnRpgMinRate: 1

DcqcnRateToSetOnFirstCnp: 3000

DcqcnDceTcpG: 32

DcqcnDceTcpRtt: 4

DcqcnRateReduceMonitorPeriod: 32

DcqcnInitialAlphaValue: 0

 
DCQCN NP attributes for adapter "Ethernet":

DcqcnNPEnablePrio0: 1

DcqcnNPEnablePrio1: 1
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RCM Parameters

The table below lists the parameters that can be configured, their description and allowed
values.

Parameter (Type) Allowed Values

DcqcnEnablePrio0 (BOOLEAN) 0/1

DcqcnEnablePrio1 (BOOLEAN) 0/1

DcqcnEnablePrio2 (BOOLEAN) 0/1

DcqcnEnablePrio3 (BOOLEAN) 0/1

DcqcnEnablePrio4 (BOOLEAN) 0/1

DcqcnEnablePrio5 (BOOLEAN) 0/1

DcqcnEnablePrio6 (BOOLEAN) 0/1

DcqcnEnablePrio7 (BOOLEAN) 0/1

DcqcnClampTgtRate (1 bit) 0/1

DcqcnClampTgtRateAfterTimeInc (1 bit) 0/1

DcqcnCnpDscp (6 bits) 0 - 63

DcqcnCnp802pPrio (3 bits) 0 - 7

DcqcnCnpPrioMode(1 bit) 0/1

DcqcnNPEnablePrio2: 1

DcqcnNPEnablePrio3: 1

DcqcnNPEnablePrio4: 1

DcqcnNPEnablePrio5: 1

DcqcnNPEnablePrio6: 1

DcqcnNPEnablePrio7: 1

DcqcnCnpDscp: 0

DcqcnCnp802pPrio: 7

DcqcnCnpPrioMode: 1

The command was executed successfully
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Parameter (Type) Allowed Values

DcqcnRpgTimeReset (uint32) 0 - 131071 [uSec]

DcqcnRpgByteReset (uint32) 0 - 32767 [64 bytes]

DcqcnRpgThreshold (uint32) 1 - 31

DcqcnRpgAiRate (uint32) 1 - line rate [Mbit/sec]

DcqcnRpgHaiRate (uint32) 1 - line rate [Mbit/sec]

DcqcnAlphaToRateShift (uint32) 0 - 11

DcqcnRpgMinDecFac (uint32) 0 - 100

DcqcnRpgMinRate (uint32) 0 - line rate

DcqcnRateToSetOnFirstCnp (uint32) 0 - line rate [Mbit/sec]

DcqcnDceTcpG (uint32) 0 - 1023 (fixed point fraction of 1024)

DcqcnDceTcpRtt (uint32) 0 - 131071 [uSec]

DcqcnRateReduceMonitorPeriod (uint32) 0 - UINT32-1 [uSec]

DcqcnInitialAlphaValue (uint32) 0 - 1023 (fixed point fraction of 1024)

RttResponseDscp (uint32) 0-64

RCM Default Parameters

Every parameter has a default value assigned to it. The default value was set for optimal
congestion control by NVIDIA®. In order to view the default parameters on the adapter, run
the following command:

Note

An attempt to set a greater value than the parameter’s maximum
"line rate" value (if exists), will fail. The maximum "line rate" value will
be set instead.

Mlx5Cmd .exe -Qosconfig -Dcqcn -Name <Network Adapter Name> -
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RCM with Untagged Traffic

Congestion Control for untagged traffic is configured with the port default priority that is
used for untagged frames.

The port default priority configuration is done via Mlx5Cmd tool.

Parameter
(Type)

Allowed and
Default Values

Note

DefaultUntagg
edPriority

0 - 7
Default: 0

As of WinOF-2 v2.10, this key can be changed
dynamically. In any case of an illegal input, the value
will fall back to the default value and not to the last
value used.

Congestion Control Behavior when Changing the
Parameters

Defaults

Mlx5Cmd .exe -QoSConfig -DefaultUntaggedPriority -Name -Get

Mlx5Cmd .exe -QoSConfig -DefaultUntaggedPriority -Name -Set

Note

Changing the values of the parameters may strongly affect the
congestion control efficiency.

Please make sure you fully understand the parameter usage, value
and expected results before changing its default value.
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CNP Priority

Parameter Description

fCnpDscp
This parameter changes the priority value on IP level that can be set for
CNPs.

DcqcnCnpPr
ioMode

If this parameter is set to '0', then use DcqcnCnp802pPrio as the priority
value (802.1p) on the Ethernet header of generated CNPs. Otherwise, the
priority value of CNPs will be taken from received packets that were
marked as DCQCN packets.

DcqcnCnp8
02pPrio

This parameter changes the priority value (802.1p) on the Ethernet
header of generated CNPs. Set DcqcnCnpPrioMode to '0' in order to use
this priority value.

alpha -”α” = Rate Reduction Factor

The device maintains an “alpha” value per QP. This alpha value estimates the current
congestion severity in the fabric.

Parameter Description

DcqcnInitialAlphaVa
lue

This parameter sets the initial value of alpha that should be used
when receiving the first CNP for a flow (expressed in a fixed point
fraction of 2^10).
The value of alpha is updated once every DcqcnDceTcpRtt,
regardless of the reception of a CNP. If a CNP is received during
this time frame, alpha value will increase. If no CNP reception
happens, alpha value will decrease.

DcqcnDceTcpG/Dcq
cnDceTcpRtt

These two parameters maintain alpha.

If a CNP is received on the RP - alpha is increased: (1-
DcqcnDecTcpG)*α + DcqcnDecTcpG
If no CNP is received for a duration of DcqcnDceTcpRtt
microseconds, alpha is decreased: (1- DcqcnDecTcpG) * alpha
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“RP” Decrease

Changing the DcqcnRateToSetOnFirstCnp parameter determines the Current Rate (CR)
that will be set once the first CNP is received.

The rate is updated only once every DcqcnRateReduceMonitorPeriod microseconds
(multiple CNPs received during this time frame will not affect the rate) by using the
following two formulas:

Cr1(new) = (1- (α /(2^DcqcnAlphaToRateShift)) )*Cr(old)

Cr2(new) = Cr(old)/DcqcnRpgMinDecFac

The maximal reduced rate will be chosen from these two formulas.

The target rate will be updated to the previous current rate according to the behavior
stated in section Increase on the “RP”.

Parameter Description

DcqcnRpgMin
DecFac

This parameter defines the maximal ratio of decrease in a single step
(Denominator: !zero. Please see formula above).

DcqcnAlphaTo
RateShift

This parameter defines the decrease rate for a given alpha (see formula
above)

DcqcnRpgMin
Rate

In addition to the DcqcnRpgMinDecFac , the DcqcnRpgMinRate
parameter defines the minimal rate value for the entire single flow.
Note: Setting it to a line rate will disable Congestion Control.

“RP” Increase

RP increases its sending rate using a timer and a byte counter. The byte counter increases
rate for every DcqcnRpgByteResetx64 bytes (mark it as B), while the timer increases rate
every DcqcnRpgTimeReset time units (mark it as T). Every successful increase due to
bytes transmitted/time passing is counted in a variable called rpByteStage and
rpTimeStage (respectively).

The DcqcnRpgThreshold parameter defines the number of successive increase iteration
(mark it as Th). The increase flow is divided into 3 types of phases, which are actually
states in the “RP Rate Control State Machine”. The transition between the steps is
decided according to DcqcnRpgThreshold parameter.
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Fast Recovery

If MAX (rpByteStage, rpTimeStage) < Th.

No change to Target Rate (Tr)

Additive Increase

If MAX (rpByteStage, rpTimeStage) > Th. && MIN (rpByteStage, rpTimeStage) < Th.

DcqcnRpgAiRate value is used to increase Tr

Hyper Additive Increase

If MAX (rpByteStage, rpTimeStage) > Th. && MIN (rpByteStage, rpTimeStage) > Th.

DcqcnRpgHaiRate value is used to increase Tr

For further details, please refer to 802.1Qau standard, sections 32.11-32.15.

Parameter Description

DcqcnClampTgtRat
eAfterTimeInc

When receiving a CNP, the target rate should be updated if the
transmission rate was increased due to the timer, and not only due
to the byte counter.

DcqcnClampTgtRat
e

If set, whenever a CNP is processed, the target rate is updated to
be the current rate.

NVIDIA® Commands and Examples

For a full description of Congestion Control commands please refer to section MlxCmd
Utilities.

Set a value for one or more parameters:

Command
Mlx5Cmd.exe -Qosconfig -Dcqcn -Name <Network
Adapter Name> -Set -Arg1 <value> -Arg2 <value>



NVIDIA WinOF-2 Documentation v24.10.51000 81

Set a value for one or more parameters:

Example
PS C:\Users\admin\Desktop> Mlx5Cmd .exe -
Qosconfig -Dcqcn -Name "Ethernet" -Set -
DcqcnClampTgtRate 1 -DcqcnCnpDscp 3

Enable/Disable DCQCN for a specific priority:

Command
Mlx5Cmd.exe -Qosconfig -Dcqcn -Name <Network
Adapter Name> -Enable <prio>

Example
PS C:\Users\admin\Desktop> Mlx5Cmd .exe -
Qosconfig -Dcqcn -Name "Ethernet" -Enable/Disable
3

Enable/Disable DCQCN for all priorities:

Command
Mlx5Cmd.exe -Qosconfig -Dcqcn -Name <Network
Adapter Name> -Enable

Example
PS C:\Users\admin\Desktop> Mlx5Cmd .exe -
Qosconfig -Dcqcn -Name "Ethernet" -Enable/Disable

Set port default priority for a specific priority:

Command
Mlx5Cmd.exe -Qosconfig -DefaultUntaggedPriority -
Name <Network Adapter Name> -Set <prio>

Example
PS C:\Users\admin\Desktop> Mlx5Cmd .exe -
Qosconfig -DefaultUntaggedPriority -Name
"Ethernet" -Set 3

Restore the default settings of DCQCN the are defined by NVIDIA®:

Command
Mlx5Cmd.exe -Dcqcn -Name <Network Adapter Name> -
Restore

Example
PS C:\Users\admin\Desktop> Mlx5Cmd .exe -Dcqcn -
Name "Ethernet" -Restore

Note
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RCM RTT Response DSCP

When using ZTR-RTT CC (Zero Touch RoCE RTT Congestion Control) algorithm, by default,
the DSCP value of the return RTT packet is copied from the received RTT packet. Use the
RttResponseDscp parameter to configure the feature. For further information, see on the
parameter, see RCM Parameters table.

Enhanced Connection Establishment

Enhanced Connection Establishment (ECE) is a new negotiation scheme introduced in
IBTA v1.4 to exchange extra information about nodes capabilities and later negotiate them
at the connection establishment phase. ECE is intended for RDMA connection, i.e., it
works in ND and NDK connections.

ECE is used by the driver by default if ECE is supported by the firmware. The feature is
enabled/disabled by setting the "EceSupportEnabled".

The registry key should be added to
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Class\{4d36e972-
e325-11cebfc1-08002be10318}\<IndexValue>

To find the IndexValue, refer to section Finding the Index Value of the Network Interface.

For information on the RCM counters, please refer to section WinOF-2
Congestion Control.

Note

This capability is supported in ConnectX-6 Dx and above adapter
cards.
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Value Name Value Description

EceSupportEn
abled

0 - Disabled
1 - Enabled (Default)

Enables/Disables ECE support in the driver.

To check if the feature is supported by the firmware, run:

This capability can be disabled by the NV configuration as well.

To check whether Selective Repeat algorithm is supported, run:

To enable ECE algorithm using the NV configuration:

To check the feature's status, run:

mlx5cmd -dbg -FwCaps -name "Ethernet 8" -Local | grep "ece "

mlxconfig -d mt4125_pciconf0 | grep RDMA_SELECTIVE_REPEAT_EN

mlxconfig -d mt4125_pciconf0 -y s ROCE_CC_LEGACY_DCQCN=0

mlxconfig -d mt4125_pciconf0 -y s USER_PROGRAMMABLE_CC=1 
RDMA_SELECTIVE_REPEAT_EN=1

mlx5cmd -Features
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The command prints information on ECE feature: either "Enabled", "Disabled" or "Reason".
The "Reason" can be either the firmware does not support this capability or ECE is
disabled using the registry key.

To check ECE's state in the existing ND/NDK connections, run:

ECE value is printed on every connection (at the end of the line).

Zero Touch RoCE

Zero touch RoCE enables RoCE to operate on fabrics where no PFC nor ECN are
configured. This makes RoCE configuration a breeze while still maintaining its superior
high performance.

Zero touch RoCE enables:

Packet loss minimization by:

Developing a congestion handling mechanism which is better adjusted to a
lossy environment

Moving more of the congestion handling mechanism to the hardware and to
the dedicated microcode

Moderating traffic bursts by tuning of transmission window and slow restart of
transmission

Protocol packet loss handling improvement by:

ConnectX-4: Repeating transmission from a lost segment of a IB
retransmission protocol

ConnectX-5 and above: Improving the response to the packet loss by using
hardware re-transmission

ConnectX-6 Dx: Using a proprietary selective repeat protocol

mlx5cmd -ndkstat –ece 
mlx5cmd -ndstat -ece
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Facilities

Zero touch RoCE contains the following facilities, used to enable the above algorithms.

SlowStart: Start a re-transmission with low bandwidth and gradually increase it

AdpRetrans: Adjust re-transmission parameters according to network behavior

TxWindow: Automatic tuning of the transmission window size

The facilities can be independently enabled or disabled. The change is persistent, i.e. the
configuration does not change after the driver restart. By default, all the facilities are
enabled.

Restrictions and Limitations

Currently, Zero touch RoCE is supported only for the Ethernet ports, supporting
RoCE

The required firmware versions are: 1x.25.xxxx and above.

ConnectX-4/ConnectX-4 Lx, supports only the following facilities: SlowStart and
AdpRetrans

Configuring Zero touch RoCE

Zero touch RoCE is configured using the mlx5cmd tool.

To view the status of the Zero touch RoCE on the adapter.

The output below shows the current state, which is limited by the firmware
capabilities and the last state set.

Mlx5Cmd.exe -ZtRoce -Name <Network Adapter Name> -Get
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To view the firmware capabilities regarding Zero touch RoCE.

The output below is characteristic to ConnectX-4 adapter cards where only two
facilities are supported:

To view the software default settings.

The output below shows Zero touch RoCE default settings.

Current configuration for Adapter 'Ethernet':
AdpRetrans Disabled
TxWindow Disabled
SlowStart Enabled

Mlx5Cmd.exe -ZtRoce -Name <Network Adapter Name> -Caps

FW capabilities for Adapter 'Ethernet':
AdpRetrans Enabled
TxWindow Disabled
SlowStart Enabled

Mlx5Cmd.exe -ZtRoce -Name <Network Adapter Name> -Defaults

Default configuration for Adapter 'Ethernet':
AdpRetrans Enabled
TxWindow Enabled
SlowStart Enabled



NVIDIA WinOF-2 Documentation v24.10.51000 87

Configuring Zero touch RoCE Facilities

The facilities states can be enabled or disabled using the following format:

The example below shows how you can enable Slow Restart and Transmission Window
facilities and disable the Adaptive Re-transmission.

To disable all the facilities.

To enable all the facilities.

To restore the default values.

Mlx5Cmd -ZtRoce -Name <Network Adapter Name> -Set [-AdpRetrans 0 
| 1 ] [-TxWindow 0 | 1 ] [-SlowStart 0 | 1]

Mlx5Cmd -ZtRoce -Name "Ethernet 3" -Set -AdpRetrans 0 -TxWindow 1 -
SlowStart 1

Mlx5Cmd -ZtRoce -Name <Network Adapter Name> –Disable

Mlx5Cmd -ZtRoce -Name <Network Adapter Name> –Enable

Mlx5Cmd -ZtRoce -Name <Network Adapter Name> –Restore
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For further information, refer to the feature help page: Mlx5Cmd -ZtRoce -h

RoCE CC RTT Response DSCP

This capability improves Congestion Control in Zero Touch RoCE, by allowing the user to
choose the DSCP value of the return RTT packets. When the RTT packets go out with the
same DSCP value (priority) as the data packets, it may indicate wrong congestion to the
sender. By using this feature, the user can choose the DSCP value of the return RTT
packet, indicate the correct congestion, and increase performance.

The registry key should be added to
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Class\{4d36e972-
e325-11cebfc1-08002be10318}\<IndexValue>

To find the IndexValue, refer to section Finding the Index Value of the Network Interface.

Param
eter
(Type)

Allowed Values Description

RttRe
spons
eDscp

0-65

Value of 64 – explicitly disable the feature
(send FW command to return to default

This key will be used to
enable/disable the feature and
set the wanted DSCP value for
return RTT packets.

Note

Facilities cannot be enabled if the firmware does not support this
feature.

Note

This capability is supported in ConnectX-6 Dx and above adapter
cards.

https://confluence.nvidia.com/display/WinOF2v24150000REVIEW/Configuring+the+Driver+Registry+Keys#ConfiguringtheDriverRegistryKeys-FindingRegKeys
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Param
eter
(Type)

Allowed Values Description

behavior), RTT response will have the same
DSCP value as the data..
Value of 65 – Default value. Ignore the
feature, driver does no operations relating
to this feature.

Note: Dynamic configuration
is available through Mlx5Cmd
(like previous DCQCN
parameters)

Teaming and VLAN

Windows Server 2012 and above supports Teaming as part of the operating system.
Please refer to Microsoft guide “NIC Teaming in Windows Server 2012”.

Configuring a Network to Work with VLAN in Windows
Server 2012 and Above

1. Open the Device Manager.

2. Go to the Network adapters.

3. Go to the properties of NVIDIA® ConnectX®-4 Ethernet Adapter card.

Note

Note that the Microsoft teaming mechanism is only available on
Windows Server distributions.

Note

In this procedure you DO NOT create a VLAN, rather use an existing
VLAN ID.

https://docs.microsoft.com/en-us/windows-server/networking/technologies/nic-teaming/nic-teaming
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4. Go to the Advanced tab.

5. Choose the VLAN ID in the Property window.

6. Set its value in the Value window.

Command Line Based Teaming Configuration

NIC Teaming

NIC Teaming allows you to group between one and 32 physical Ethernet/IPoIB network
adapters into one or more software-based virtual network adapters. These virtual network
adapters provide fast performance and fault tolerance in the event of a network adapter
failure.

On Windows Server edition, there is a built-in module that supports teaming and VLAN
Ethernet. For more information see here.

https://docs.microsoft.com/en-us/windows-server/networking/technologies/nic-teaming/nic-teaming
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One of the existing limitations with Windows OS support is that it does not support NIC
teaming for Windows client editions .

To overcome these limitations, WinOF-2 driver provides a teaming solution. The supported
modes are:

Static Link aggregate mode – In this mode, all the team members can send and
receive traffic. The underlying adapter to which packet to post is forwarded is based
on a hash value obtained from the NET_BUFFER_LIST structure, module number of
the underlying adapters.

Active-Standby mode - In this mode, the user can pick the primary adapter
responsible for sending traffic. In the event of a link failure, a failover happens and
the standby adapter takes over. User can also tell us to not failback to primary in
case of fail-over followed by primary adapter has link up. For this mode, set the
failover mode in the mlx5MuxTool.

Please refer to content below on how to configure using custom teaming solution with
RSS functionality.

Prerequisites

Operating Systems: Windows 10 and above

Adapter Cards: All supported devices supported by WinOF-2 driver.

For using the Mlx5muxtool, users that do not install the full package
(HKEY_LOCAL_MACHINE\SOFTWARE\Mellanox\MLNX_WinOF2\InstalledPath) must
point this key (InstalledPath) to the location of the mux drivers as the tool searches
for the mux drivers files in a folder called "mux" in the folder that define by this
key(InstalledPath).

Note

A team can either have only IPoIB members or only Ethernet
members.
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Configuring Command Line Based Teaming

1. Show the help menu. The following command prints out all supported modes and
functionalities:

Example:

mlx5muxtool.exe --help
[TEAMING]
To list all adapters including teams, use:
       mlx5muxtool showlist
To create a team use:
       mlx5muxtool create team <Type> <Name> 
[NoFailBackToPrimary] [IPoIB]
          Type is one of the following: Aggregate | Failover
          For IPoIB team, only type 'Failover' is supported
 
To add adapter to the team use:
       mlx5muxtool attach team <TeamName> {<Adapter-GUID>} 
[primary] [SetTeamMacAddress]
To remove an adapter from the team use:
       mlx5muxtool detach team <TeamName> {<Adapter-GUID>}
To delete a team use:
       mlx5muxtool removeteam <TeamName>
To query an existing team, use:
       mlx5muxtool queryteam <TeamName>

mlx5muxtool create team Aggregate MyTeam 
mlx5muxtool attach team MyTeam {2E9C1992-98B5-43C3-97A0-
9993AEAC7F80} 
mlx5muxtool attach team MyTeam {8D05C52B-BCD6-4FCE-8235-
1E90BD334519}
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2. Show all the adapter cards (including all created teams already).

3. Create an empty Ethernet team.

4. Attach members to the team.

5. Query the team.

mlx5muxtool.exe showlist
{90F5F52D-4384-4263-BD12-4588CA5CE80A}          Mellanox ConnectX-5 
Adapter #2 (IPoIB)
{62B9661A-17C4-4AF3-AAA1-2B3337FD02E0}          Mellanox 
ConnectX-5 Adapter (IPoIB)
{136A1E6F-1168-48D4-B9CC-55EE563D427B}          Mellanox ConnectX-
6 Adapter (IPoIB)
{87B55F92-D573-471B-882C-379773296A6D}          Mellanox 
ConnectX-6 Adapter #2 (IPoIB)

mlx5muxtool.exe create team aggregate MyTeam
Adding team MyTeam
Team created with Guid = AC956713-F772-4C6B-AB13-6178BB0E3BDC

mlx5muxtool.exe attach team MyTeam {90F5F52D-4384-4263-BD12-
4588CA5CE80A} primary
Attaching adapter {90F5F52D-4384-4263-BD12-4588CA5CE80A} to team 
MyTeam

mlx5muxtool.exe queryteam MyTeam
 
Found 1 team(s)
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6. Detach members from the team.

7. Remove an entire team.

VLAN Support

WinOF-2 v2.30 supports configuring only a single VLAN to a team interface. VLAN tagging
is disabled by default.

To tag all the outgoing packets with VLAN, “VlanID” registry key should be set to a non-
zero value.

 
Name               : MyTeam
GUID               : {FED1925F-F88F-4970-B4C3-38AA030874DF}
PortType           : IPoIB
TeamType           : Failover
MemberCount        : 2

Member[0]          : {62B9661A-17C4-4AF3-AAA1-2B3337FD02E0} (SLOT 
5 Port 2)
Member[1]          : {90F5F52D-4384-4263-BD12-4588CA5CE80A} 
(Primary) (SLOT 5 Port 1)

mlx5muxtool.exe detach team MyTeam {62B9661A-17C4-4AF3-AAA1-
2B3337FD02E0}
Dettaching adapter {62B9661A-17C4-4AF3-AAA1-2B3337FD02E0} from 
team MyTeam

mlx5muxtool.exe removeteam MyTeam
Delete team MyTeam
Deleting member {90F5F52D-4384-4263-BD12-4588CA5CE80A}
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Find the registry key index value of the team (virtual adapter) according to section
Finding the Index Value of the Network Interface.

Set the VlanID key in the following path
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Class\{4d36e972-
e325-11ce-bfc1- 08002be10318}\<IndexValue>

Parameter
Name

Paramete
r Type

Description
Allowed values and
Defaults

VlanID DWORD
The tag that transmits the packets
with the value in the registry.

0: No Tag (Default)
1 – 4094 : VLAN ID to
be inserted by the
underlying miniport
hardware.

VlanPrio DWORD
The priority field of the VLAN
header to be inserted.

0 – 7.

0 is the default value.

Configuring Quality of Service (QoS)

QoS Configuration

Prior to configuring Quality of Service, you must install Data Center Bridging using one of
the following methods:

Disabling Flow Control Configuration

Device manager->Network adapters->Mellanox ConnectX-4/ConnectX-5 Ethernet
Adapter->Properties->Advanced tab
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Installing the Data Center Bridging using the Server Manager

1. Open the 'Server Manager'.

2. Select 'Add Roles and Features'.

3. Click Next.

4. Select 'Features' on the left panel.

5. Check the 'Data Center Bridging' checkbox.

6. Click 'Install'.

Installing the Data Center Bridging using PowerShell

Enable Data Center Bridging (DCB).
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Configuring QoS on the Host

1. Change the Windows PowerShell execution policy.

2. Remove the entire previous QoS configuration.

3. Create a Quality of Service (QoS) policy and tag each type of traffic with the relevant
priority.

In this example, TCP/UDP use priority 1, SMB over TCP use priority 3.

PS $ Install-WindowsFeature Data-Center-Bridging

Note

The procedure below is not saved after you reboot your system.
Hence, we recommend you create a script using the steps below and
run it on the startup of the local machine.

Please see the procedure below on how to add the script to the local
machine startup scripts.

PS $ Set-ExecutionPolicy AllSigned

PS $ Remove-NetQosTrafficClass
PS $ Remove-NetQosPolicy -Confirm:$False
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4. Create a QoS policy for SMB over SMB Direct traffic on Network Direct port 445.

5. [Optional] If VLANs are used, mark the egress traffic with the relevant VlanID.

The NIC is referred as "Ethernet 4” in the examples below.

6. [Optional] Configure the IP address for the NIC.

If DHCP is used, the IP address will be assigned automatically.

PS $ New-NetQosPolicy "DEFAULT" -store Activestore -Default -
PriorityValue8021Action 3

PS $ New-NetQosPolicy "TCP" -store Activestore -
IPProtocolMatchCondition TCP -PriorityValue8021Action 1

PS $ New-NetQosPolicy "UDP" -store Activestore -
IPProtocolMatchCondition UDP -PriorityValue8021Action 1

New-NetQosPolicy “SMB” -SMB -PriorityValue8021Action 3

PS $ New-NetQosPolicy "SMBDirect" -store Activestore -
NetDirectPortMatchCondition 445 -PriorityValue8021Action 3

PS $ Set-NetAdapterAdvancedProperty -Name "Ethernet 4" -
RegistryKeyword "VlanID" -RegistryValue "55"

PS $ Set-NetIPInterface -InterfaceAlias “Ethernet 4” -DHCP 
Disabled
PS $ Remove-NetIPAddress -InterfaceAlias “Ethernet 4” -
AddressFamily IPv4 -Confirm:$false

PS $ New-NetIPAddress -InterfaceAlias “Ethernet 4” -IPAddress 
192.168.1.10 -PrefixLength 24 -Type Unicast
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7. [Optional] Set the DNS server (assuming its IP address is 192.168.1.2).

8. Disable Priority Flow Control (PFC) for all other priorities except for 3.

9. Enable QoS on the relevant interface.

10. Enable PFC on priority 3.

Adding the Script to the Local Machine Startup Scripts

1. From the PowerShell invoke.

PS $ Set-DnsClientServerAddress -InterfaceAlias “Ethernet 4” 
-ServerAddresses 192.168.1.2

Note

After establishing the priorities of ND/NDK traffic, the priorities
must have PFC enabled on them.

PS $ Disable-NetQosFlowControl 0,1,2,4,5,6,7

PS $ Enable-NetAdapterQos -InterfaceAlias "Ethernet 4"

PS $ Enable-NetQosFlowControl -Priority 3
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2. In the pop-up window, under the 'Computer Configuration' section, perform the
following:

1. Select Windows Settings.

2. Select Scripts (Startup/Shutdown).

3. Double click Startup to open the Startup Properties.

4. Move to “PowerShell Scripts” tab.

5. Click Add.

The script should include only the following commands:

gpedit.msc

PS $ Remove-NetQosTrafficClass
PS $ Remove-NetQosPolicy -Confirm:$False
PS $ set-NetQosDcbxSetting -Willing 0

PS $ New-NetQosPolicy "SMB" -Policystore Activestore -
NetDirectPortMatchCondition 445 -PriorityValue8021Action 
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6. Browse for the script's location.

7. Click OK

8. To confirm the settings applied after boot run:

Enhanced Transmission Selection (ETS)

Enhanced Transmission Selection (ETS) provides a common management framework for
assignment of bandwidth to frame priorities as described in the IEEE 802.1Qaz
specification.

For further details on configuring ETS on Windows™ Server, please refer to:
http://technet.microsoft.com/en-us/library/hh967440.aspx

Differentiated Services Code Point (DSCP)

3

PS $ New-NetQosPolicy "DEFAULT" -Policystore Activestore -
Default -PriorityValue8021Action 3

PS $ New-NetQosPolicy "TCP" -Policystore Activestore -
IPProtocolMatchCondition TCP -PriorityValue8021Action 1

PS $ New-NetQosPolicy "UDP" -Policystore Activestore -
IPProtocolMatchCondition UDP -PriorityValue8021Action 1

PS $ Disable-NetQosFlowControl 0,1,2,4,5,6,7

PS $ Enable-NetAdapterQos -InterfaceAlias "port1"

PS $ Enable-NetAdapterQos -InterfaceAlias "port2"

PS $ Enable-NetQosFlowControl -Priority 3

PS $ New-NetQosTrafficClass -name "SMB class" -priority 3 -
bandwidthPercentage 50 -Algorithm ETS

PS $ get-netqospolicy -policystore activestore

http://www.ieee802.org/1/files/public/docs2008/az-wadekar-ets-proposal-0608-v1.01.pdf
http://www.ieee802.org/1/files/public/docs2008/az-wadekar-ets-proposal-0608-v1.01.pdf
http://technet.microsoft.com/en-us/library/hh967440.aspx
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DSCP is a mechanism used for classifying network traffic on IP networks. It uses the 6-bit
Differentiated Services Field (DS or DSCP field) in the IP header for packet classification
purposes. Using Layer 3 classification enables you to maintain the same classification
semantics beyond local network, across routers.

Every transmitted packet holds the information allowing network devices to map the
packet to the appropriate 802.1Qbb CoS. For DSCP based PFC or ETS, the packet is
marked with a DSCP value in the Differentiated Services (DS) field of the IP header. In
case DSCP is enabled, QoS traffic counters are incremented based on the DSCP mapping
described in section Receive Trust State.

System Requirements

Operating Systems: Windows Server 2012 and onward

Firmware version: 12/14/16.18.1000 and higher

Setting the DSCP in the IP Header

Marking the DSCP value in the IP header is done differently for IP packets constructed by
the NIC (e.g. RDMA traffic) and for packets constructed by the IP stack (e.g. TCP traffic).

For IP packets generated by the IP stack, the DSCP value is provided by the IP
stack. The NIC does not validate the match between DSCP and Class of Service
(CoS) values. CoS and DSCP values are expected to be set through standard tools,
such as PowerShell command New-NetQosPolicy using PriorityValue8021Action and
DSCPAction flags respectively.

For IP packets generated by the NIC (RDMA), the DSCP value is generated
according to the CoS value programmed for the interface. CoS value is set through
standard tools, such as PowerShell command New-NetQosPolicy using
PriorityValue8021Action flag. The NIC uses a mapping table between the CoS value
and the DSCP value configured through the RroceDscpMarkPriorityFlow- Control[0-
7] Registry keys

Configuring Quality of Service for TCP and RDMA Traffic

1. Verify that DCB is installed and enabled (is not installed by default).
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2. Import the PowerShell modules that are required to configure DCB.

3. Enable Network Adapter QoS.

4. Enable Priority Flow Control (PFC) on the specific priority 3,5.

Configuring DSCP to Control PFC for TCP Traffic

Create a QoS policy to tag All TCP/UDP traffic with CoS value 3 and DSCP value 9.

DSCP can also be configured per protocol.

PS $ Install-WindowsFeature Data-Center-Bridging

PS $ import-module NetQos
PS $ import-module DcbQos
PS $ import-module NetAdapter

PS $ Set-NetAdapterQos -Name "CX4_P1" -Enabled 1

PS $ Enable-NetQosFlowControl 3,5

PS $ New-NetQosPolicy "DEFAULT" -Default -PriorityValue8021Action 3 
-DSCPAction 9
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Configuring DSCP to Control ETS for TCP Traffic

Create a QoS policy to tag All TCP/UDP traffic with CoS value 0 and DSCP value 8.

Configure DSCP with value 16 for TCP/IP connections with a range of ports.

Configure DSCP with value 24 for TCP/IP connections with another range of ports.

Configure two Traffic Classes with bandwidths of 16% and 80%.

PS $ New-NetQosPolicy "TCP" -IPProtocolMatchCondition TCP -
PriorityValue8021Action 3 -DSCPAction 16

PS $ New-NetQosPolicy "UDP" -IPProtocolMatchCondition UDP -
PriorityValue8021Action 3 -DSCPAction 32

PS $ New-NetQosPolicy "DEFAULT" -Default -
PriorityValue8021Action 0 -DSCPAction 8 -PolicyStore 
activestore

PS $ New-NetQosPolicy "TCP1" -DSCPAction 16 -
IPDstPortStartMatchCondition 31000 -IPDstPortEndMatchCondition 
31999 -IPProtocol TCP -PriorityValue8021Action 0 -PolicyStore 
activestore

PS $ New-NetQosPolicy "TCP2" -DSCPAction 24 -
IPDstPortStartMatchCondition 21000 -IPDstPortEndMatchCondition 
31999 -IPProtocol TCP -PriorityValue8021Action 0 -PolicyStore 
activestore
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Configuring DSCP to Control PFC for RDMA Traffic

Create a QoS policy to tag the ND traffic for port 10000 with CoS value 3.

Related Commands

Get-NetAdapterQos Gets the QoS properties of the network adapter

Get-NetQosPolicy Retrieves network QoS policies

Get-NetQosFlowControl Gets QoS status per priority

Receive Trust State

Received packets Quality of Service classification can be done according to the DSCP
value, instead of PCP, using the RxTrustedState registry key. The mapping between wire
DSCP values to the OS priority (PCP) is static, as follows:

DSCP Value Priority

0-7 0

8-15 1

16-23 2

24-31 3

PS $ New-NetQosTrafficClass -name "TCP1" -priority 3 -
bandwidthPercentage 16 -Algorithm ETS
PS $ New-NetQosTrafficClass -name "TCP2" -priority 5 -
bandwidthPercentage 80 -Algorithm ETS

PS $ New-NetQosPolicy "ND10000" -NetDirectPortMatchCondition 10000 - 
PriorityValue8021Action 3
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DSCP Value Priority

32-39 4

40-47 5

48-55 6

56-63 7

When using this feature, it is expected that the transmit DSCP to Priority mapping (the
PriorityToDscpMappingTable _* registry key) will match the above table to create a
consistent mapping on both directions.

DSCP Based QoS

DSCP Based QoS can be enable by setting the following registry keys and mapping the
DscpToPriorityMappingTable keys according to the table below.

DscpBasedEtsEnabled = 1

RxTrustedState = 2

Registry name
DSCP Default
Value

Mapped to
Priority

DscpToPriorityMappingTable_0 0 0

DscpToPriorityMappingTable_1 1 0

DscpToPriorityMappingTable_2 2 0

DscpToPriorityMappingTable_3 3 3

DscpToPriorityMappingTable_4 4 4

DscpToPriorityMappingTable_5 5 0

DscpToPriorityMappingTable_6 6 0

DscpToPriorityMappingTable_7 7 0

DscpToPriorityMappingTable_8 …
DscpToPriorityMappingTable_15

8 to 15
respectively

1

DscpToPriorityMappingTable_16 …
DscpToPriorityMappingTable_ 23

16 to 23
respectively

2
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Registry name
DSCP Default
Value

Mapped to
Priority

DscpToPriorityMappingTable_24 …
DscpToPriorityMappingTable _31

24 to 31
respectively

3

DscpToPriorityMappingTable _32 …
DscpToPriorityMappingTable_39

32 to 39
respectively

4

DscpToPriorityMappingTable _40 …
DscpToPriorityMappingTable _47

40 to 47
respectively

5

DscpToPriorityMappingTable _48 …
DscpToPriorityMappingTable _55

48 to 55
respectively

6

DscpToPriorityMappingTable _56 …
DscpToPriorityMappingTable_63

56 to 63
respectively

7

DSCP Based QoS: Ethernet (in DSCP Trust Mode)

The following is the DSCP Based QoS Ethernet behavior:

On the Receive side, the hardware will look at the DSCP value of the packet and map
it to correct priority based on the DscpToPriorityMappingTable programmed. e.g.:
DSCP of 26 is mapped to priority 3

On the Transmit side, the driver will read the DSCP value and choose the ring/priority
based on the DscpToPriorityMappingTable. e.g.: DSCP value of 20 is mapped to
priority 2

DSCP Based QoS: RDMA (in DSCP Trust Mode)

The following is the DSCP Based QoS RDMA behavior:

Transmit: When QoS at user level is not configured, and no priority exists in the
packet, the driver will insert the default DSCP value (26 today) for the packet to go
out with. The default DSCP value is controlled by the DscpForGlobalFlowControl
registry key. Hardware will perform a lookup of DSCP 26 in the
DscpToPriorityMappingTable we programmed and send it out on priority 3.

Transmit: When QoS at user level is configured, and priority exists in the packet, the
driver will perform the lookup in PriorityToDscpMappingTable to insert the mapped
DSCP value. Packets will go out with this mapped DSCP value instead of the default
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DSCP value. e.g.: If a packet arrives with priority 3, the driver will insert a DSCP value
of 3 before it goes into the wire.

Receive: The hardware on the receive side will look at the DSCP value of the packet
and map it to the correct priority based on the mapping above.

Registry Settings

The following attributes must be set manually and will be added to the miniport registry.

For more information on configuring registry keys, see section Configuring the Driver
Registry Keys.

Registry Key Description

TxUntagPriorityTag

If 0x1, do not add 802.1Q tag to transmitted packets which are
assigned 802.1p priority, but are not assigned a non-zero VLAN
ID (i.e. priority-tagged).
Default: 0x0. For DSCP based PFC set to 0x1.
Note: These packets will count on the original priority, even if the
registry is on.

RxUntaggedMapToLo
ssless

If 0x1, all untagged traffic is mapped to the lossless receive
queue.
Default 0x0, for DSCP based PFC set to 0x1.
Note: This key is only relevant when in PCP mode.
Note: As of WinOF-2 v2.10, this key can be changed dynamically.
In any case of an illegal input, the value will fall back to the
default value and not to the last value used.

PriorityToDscpMappi
ngTable_<ID>

A value to mark DSCP for RoCE packets assigned to CoS=ID,
when priority flow control is enabled. The valid values range is
from 0 to 63,
Default is ID value, e.g. PriorityToDscpMappingTable_3 is 3.
ID values range from 0 to 7.

DscpToPriorityMappi
ngTable_<ID>

DscpToPriorityMappingTable_0 to
DscpToPriorityMappingTable_63 are 64 registry keys used to set
DSCP Based QoS priorities according to the mapping specified in
DSCP Based QoS.
The user can change this by creating a registry key and
overwriting the value.

https://docs.mellanox.com/display/WinOF2DEV/.Configuring+the+Driver+Registry+Keys+v2.10
https://docs.mellanox.com/display/WinOF2DEV/.Configuring+the+Driver+Registry+Keys+v2.10
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Registry Key Description

DscpBasedEtsEnable
d

If 0x1 - all DSCP based ETS feature is enabled, if 0x0 - disabled.
Default 0x0.

DscpBasedpfcEnable
d

If set, the DSCP value on the ROCE packet will be based
according to the priority set.

DscpForGlobalFlowC
ontrol

Default DSCP value for flow control. Default 0x1a.

RxTrustedState
Default using host priority (PCP) is 1
Default using DSCP value is 2

Default Settings

When DSCP configuration registry keys are missing in the miniport registry, the following
defaults are assigned:

Registry Key Default Value

TxUntagPriorityTag 0

RxUntaggedMapToLossles 0

PriorityToDscpMappingTable_0 0

PriorityToDscpMappingTable_1 1

PriorityToDscpMappingTable_2 2

PriorityToDscpMappingTable_3 3

PriorityToDscpMappingTable_4 4

PriorityToDscpMappingTable_5 5

PriorityToDscpMappingTable_6 6

PriorityToDscpMappingTable_7 7

Note

For changes to take effect, restart the network adapter after
changing any of the above registry keys.
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Registry Key Default Value

DscpBasedEtsEnabled eth:0

DscpForGlobalFlowControl 26

Receive Segment Coalescing (RSC)

RSC allows reduction of CPU utilization when dealing with large TCP message size. It
allows the driver to indicate to the Operating System once, per-message and not per-MTU
that Packet Offload can be disabled for IPv4 or IPv6 traffic in the Advanced tab of the
driver proprieties.

RSC provides diagnostic counters documented at : Receive Segment Coalescing (RSC)

Wake-on-LAN (WoL)

Wake-on-LAN is a technology that allows a network admin to remotely power on a system
or to wake it up from sleep mode by a network message. WoL is enabled by default.

To check whether or not WoL is supported by adapter card:

1. Check if mlxconfig recognizes the feature.

2. Check if the firmware used in your system supports WoL.

Data Center Bridging Exchange (DCBX)

Data Center Bridging Exchange (DCBX) protocol is an LLDP based protocol which
manages and negotiates host and switch configuration. The WinOF-2 driver supports the
following:

mlxconfig -d /dev/mst/mt4117_pciconf0 show_confs

mlxconfig -d /dev/mst/mt4117_pciconf0 query
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PFC - Priority Flow Control

ETS - Enhanced Transmission Selection

Application priority

The protocol is widely used to assure lossless path when running multiple protocols at the
same time. DCBX is functional as part of configuring QoS mentioned in section
Configuring Quality of Service (QoS). Users should make sure the willing bit on the host is
enabled, using PowerShell if needed:

This is required to allow negotiating and accepting peer configurations. Willing bit is set to
1 by default by the operating system. The new settings can be queried by calling the
following command in PowerShell.

The output would look like the following:

set-NetQosDcbxSetting -Willing 1

Get-NetAdapterQos

Note

The below configuration was received from the switch in the below
example.
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In a scenario where both peers are set to Willing, the adapter with a lower MAC address
takes the settings of the peer.

DCBX is disabled in the driver by default and in the some firmware versions as well.

To use DCBX:

1. Query and enable DCBX in the firmware.

1. Download the WinMFT package.

2. Install WinMFT package and go to \Program Files\Mellanox\WinMFT

3. Get the list of devices, run "mst status".

4. Verify is the DCBX is enabled or disabled, run "mlxconfig.exe -d
mt4117_pciconf0 query" .

https://network.nvidia.com/products/adapter-software/firmware-tools/
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5. If disabled, run the following commands for a dual-port card.

2. Add the "DcbxMode" registry key, set the value to "2" and reload the adapter.

The registry key should be added to
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Class\{4d36e972-
e325-11ce-bfc1-08002be10318}\<IndexValue>

To find the IndexValue, refer to section Finding the Index Value of the Network
Interface.

mlxconfig -d mt4117_pciconf0 set LLDP_NB_RX_MODE_P1=2

mlxconfig -d mt4117_pciconf0 set LLDP_NB_TX_MODE_P1=2

mlxconfig -d mt4117_pciconf0 set LLDP_NB_DCBX_P1=1

mlxconfig -d mt4117_pciconf0 set LLDP_NB_RX_MODE_P2=2

mlxconfig -d mt4117_pciconf0 set LLDP_NB_TX_MODE_P2=2

mlxconfig -d mt4117_pciconf0 set LLDP_NB_DCBX_P2=1

https://docs.mellanox.com/display/WinOF2DEV/.Configuring+the+Driver+Registry+Keys+v2.10#id-.ConfiguringtheDriverRegistryKeysv2.10-FindingRegKeysFindingtheIndexValueoftheNetworkInterface
https://docs.mellanox.com/display/WinOF2DEV/.Configuring+the+Driver+Registry+Keys+v2.10#id-.ConfiguringtheDriverRegistryKeysv2.10-FindingRegKeysFindingtheIndexValueoftheNetworkInterface
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